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Abstract  Personal data is currently being used in countless applications in a vast 
number of areas. Despite national and international legislation, the fact is that users have 
little or no control over who uses their data and for what purposes, and data protection is 
still, in many cases, a theoretical possibility only. In this paper, we present an approach 
to solve the problem of user data protection and control, currently being developed in 
the scope of the Protection and control of Secured Information by means of a privacy 
enhanced Dashboard (PoSeID-on) H2020 European project. In addition to an overall view 
of the project goals, the paper provides information on the requirements, challenges, 
conceptual architecture and functional description of the main modules. The presented 
solution complies with the European Union’s General Data Protection Regulation and 
explores the use of the blockchain technology to provide data transactions protection and 
accountability as well as offer users full control over their personal information.

KEYWORDS:  blockchain, GDPR, personal identifiable information, data protection, 
privacy

I. INTRODUCTION
The widespread use of digital services has 
led to user concerns on privacy and on the 
processing of their personal information 
by data processors and third parties. This, 
in turn, led to national and/or regional 

legislation, such as the European Union’s 
(EU) General Data Protection Regulation 
(GDPR),1 that aim at providing legal 
assurances in what concerns the protection 
of personal identifiable information (PII). 
On the contrary, technological development 
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continues to deliver frameworks, tools and 
applications that demand PII user data in 
order to fulfil user needs in a large variety of 
areas, from public administration to sensitive 
individual health data. In this context, 
the demand for ways of protecting and 
controlling PII information has never been 
as high as now.

Given the preceding context, keeping 
track of who does what with each piece of 
personal information is essential. For this 
purpose, owing to its immutability and 
trustworthiness characteristics, blockchain2,3 
appears as a promising technology, although, 
at the same time, it poses considerable 
challenges, as PII cannot be stored in 
blockchains for obvious reasons.4

Several European projects address the 
topical areas of privacy, data protection and 
digital identities. Some of them are PDP4E,5 
BPR4GDPR,6 DEFeND,7  SMOOTH,8 
PAPAYA9 and PoSeID-on.10

In this paper, we provide an overview of 
the approach taken by the Protection and 
control of Secured Information by means of 
a privacy enhanced Dashboard (PoSeID-on) 
European project for ensuring protection of 
and user control over PII, in environments 
where multiple data processor entities deal 
with data pertaining to a potentially high 
number of data subjects. In addition to 
proposing solutions to the highly demanding 
challenges of PII protection and control, the 
PoSeID-on proposes and explores innovative 
ways of using blockchains in contexts dealing 
with personal information. The list of 
contributions made by this paper is as follows:

i.	 A conceptual architecture for protecting 
and controlling PII using blockchains.

ii.	 An identification of requirements and 
challenges when dealing with personal 
data.

iii.	A functional view of the main system 
modules currently being developed, 
namely blockchain, user dashboard, 
risk management, personal data analyser 
(PDA) and internal communication.

The remainder of this paper is organised 
as follows. Visual and Initial Guidelines as 
the name indicates, provides the PoSeID-
on vision and initial project guidelines. 
Conceptual Architecture presents a high-level 
view of the system architecture, describing 
its main building blocks and respective roles. 
This section also provides examples of typical 
use cases. Personal Data Requirements 
and Challenges provides an insight into 
how PoSeID-on deals with PII related 
requirements and challenges. Permission 
Handling briefly identifies the solution that 
was adopted for handling PII transaction 
permissions in a way that does not disclose 
data subjects and data processors relationship 
mappings. Functional View provides a 
functional view of the main PoSeID-on 
modules. Lastly, the final section presents the 
conclusions and guidelines for future work.

II. VISION AND INITIAL GUIDELINES
This section starts by providing a brief 
introduction to the goals of the PoSeID-on 
project and its envisaged platform, allowing 
readers to understand the rationale behind 
the system requirements and architectural 
design decisions presented later in this paper. 
This section also presents a set of guidelines 
that were discussed and agreed upon 
between the project partners, as a common 
understanding of the intended nature of 
the PoSeID-on platform, and shared across 
the project partners, pilot owners and end 
users. These guidelines were informally 
produced in multiple interactions involving 
all the project partners and are reproduced 
here in order to reflect the process that led 
to the definition of the PoSeID-on system 
requirements and system architecture.

A. Goal of the PoSeID-on project
The goal of the PoSeID-on Project is to 
develop a transparent ecosystem for personal 
data protection, in line with the EU’s 
GDPR, with respect to digital security. 
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As a matter of fact, in the current scenario 
of widespread use of digital services, and 
despite the overall awareness of legal 
requirements by the entities that process 
data, end users remain worried about data 
privacy, data protection, digital identities and 
data ethics.

The PoSeID-on solution is based on 
innovative technologies, such as blockchain, 
smart contracts and cloud computing, that 
provide targeted benefits for end users, 
potentially enabling them to manage 
personal data and data access authorisations 
in an easy, secure and auditable way. 
Additionally, it helps both public and 
private entities to identify new business 
opportunities, to be compliant with GDPR 
while processing personal data, as well as 
to undergo a substantial information and 
communications technology (ICT)-driven 
transformation, which will ensure higher 
security of end users’ data. The PoSeID-on 
also impacts society as a whole, as it leads 
to increased trust in the digital market, in 
addition to supporting fundamental rights in 
the digital society.

The platform developed by the project 
is now being assessed in four different 
pilot deployments (in Italy, France, Spain 
and Malta) in public, private and mixed 
contexts. Specifically, the Italian pilot aims at 
enhancing e-services for public officials, the 
Spanish pilot aims to improve e-government 
services for the citizens of Santander, the 
Maltese pilot focuses on helping businesses 
to better sponsor and offer their services to 
customers, and the French pilot is aimed at 
simplifying e-services for French citizens. 
Initially, pilots involve a basic, limited set of 
users, to be enlarged during the evaluation 
phase. The pilots run in a controlled 
environment in order to simulate real life 
services and conditions.

B. Envisaged platform
According to its description of work (DoW), 
the PoSeID-on project is supposed to 

design, implement and validate a privacy-
enhancing dashboard for personal data 
protection, a platform that manages all the 
personal data transactions between a data 
subject (owner of personal data) and private 
or public entities acting as data controllers 
or data processors. All relevant information 
shall be made available to users via a user-
friendly web dashboard that allows them to 
track PII, manage PII access permissions and 
view the risk level stemming from their data 
exposure. In order to reduce identity fraud 
and protect the privacy of users, access to the 
dashboard is to be made available through 
electronic identification (eID) accounts 
only, in line with the eIDAS (electronic 
identification and trust services) regulation.11

The PoSeID-on project considers a 
solution based on smart contracts and 
permissioned blockchain. Through smart 
contracts, the project aims to meet the need 
of data confidentiality, inviolability and 
access control for data subjects. Through 
the blockchain technology, references to PII 
shall be managed and exchanged securely. 
In compliance with the data minimisation 
principle, smart contracts are only supposed 
to contain the reference to the users’ 
personal data necessary for the specific 
transaction. In order to restrict the number 
of third parties who can access PII and give/
revoke the authorisation to process it, the 
PoSeID-on considers the adoption of a 
fully private, permissioned blockchain. This 
means that not only write permissions are 
limited to PoSeID-on participants but also 
read permissions. In this way, once all the 
permissions and references to personal data 
are inserted into the blockchain, they are 
only visible to authorised third parties. In the 
context of this paper, the term ‘permissioned 
blockchain’ refers to a blockchain for which 
read/write permissions are restricted to the 
PoSeID-on participants.

The blockchain technology was 
selected due to two main reasons. First and 
foremost, there was the need to maintain 
an irrevocable record of PII transactions, 
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including permissions handling and all kinds 
of operations involving PII processing, 
for providing full control to PII owners, 
for accountability and for legal assurances. 
On the contrary, there was the need to 
allow multiple entities to share data and 
to contribute to data processing without 
relinquishing control over their own 
databases or without relying on a central 
datastore. By agreeing to participate in the 
PoSeID-on system, users benefit from full 
control over their PII and third parties can 
provide an auditable ledger of all their PII-
related operations to users and regulators. 
Moreover, it should be highlighted that no 
PII is ever stored in the blockchain, which 
only stores information on permissions and 
on PII handling.

Figure 1 shows a high-level view of the 
envisaged PoSeID-on platform, as originally 
presented in the project DoW, illustrating 
the different roles (end users, data processors) 
and components (dashboard, permissioned 
blockchain, identity provider, data processor 
application programming interface [API] 

module, risk management module [RMM] 
and data privacy analyser). These will be 
detailed in the remaining sections of this 
paper.

It should be noted that from the 
perspective of the PoSeID-on, data controllers 
(entities that determine the purposes, 
conditions and means for the processing of 
PII) and data processors (the entities that 
process PII on behalf of data controllers) 
are treated in exactly the same way, as these 
functionalities often reside in the same system. 
Thus, hereafter, the term ‘data processor’ 
indistinguishably applies to both entities.

C. Project guidelines
In order to detail and clarify the PoSeID-on 
high-level vision presented in the previous 
section, during the initial stages of the 
project, the PoSeID-on partners identified 
and agreed upon a set of guidelines to be 
used as a common understanding of the 
PoSeID-on platform. These are briefly 
referred here.

Figure 1:  High-level view of the envisaged PoSeID-on platform
Note: API, application programming interface; PoSeID-on, Protection and control of Secured Information by 
means of a privacy enhanced Dashboard.
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Dataset
The dataset of PII types serviced by the 
PoSeID-on must cover not only the pilot 
use cases but also be extensible in order to 
cover (all) future use cases. The pilots are 
used for defining reasonable datasets that, 
nevertheless, must not limit the PoSeID-on 
system operation.

Blockchain implementation
The blockchain will only be used to store 
permissions. PII will not be stored in the 
blockchain. The right to be forgotten, as 
expressed in Article 17 of the EU GDPR, 
requires to not store data (PII) into the non-
editable blockchain.

PII storage
The PII will be stored either with 
authoritative data processors or, for a small 
subset of PII that is owned only by the data 
subject, on the PoSeID-on platform itself. 
According to the permissions given by the 
data subject, the PII will be synchronised 
with other data processors. Data subjects will 
always be in full control of their own PII.

Since the release of these guidelines, the 
approach to PII storage in the PoSeID-on 
platform itself has been adjusted. While from 
a functional point of view, the architecture 
still supports this notion of having the data 
subject storing and managing some sort of 
‘master PII’ used to synchronise with data 
processors (eg to update a phone number 
or an address at all data processors), from a 
conceptual point of view, this function has 
been moved to an external data processor 
able to provide these services and to act on 
behalf of the data subject when requesting 
PII updates to other data processors. Having 
the storage of PII within the PoSeID-on 
platform itself would create unnecessary 
technical restrictions and could create 
potential loopholes in the principle of 
protecting data subjects’ privacy even 
from PoSeID-on operators. Therefore, 

this functionality has been externalised 
to an autonomous data processor which, 
depending on deployment options, may be 
operated by the PoSeID-on authorities or 
by third parties trusted by the data subject. 
A proof-of-concept data processor providing 
this functionality is being developed during 
the project to demonstrate the concept and 
to support the pilots.

Right to be forgotten
As PII is not stored in the blockchain, 
but shared and synchronised with third-
party systems, a procedure needs to be in 
place to assure the right to be forgotten as 
defined in the GDPR. First of all, third 
parties are legally forced to destroy PII that 
is no longer covered by the permissions 
given by the data subject. Secondly, the 
PoSeID-on will notify the data processors 
automatically, via an API call, when their 
permission over PII has been revoked. It 
will be up to the data processors to destroy 
all copies of that PII in order to stay within 
the confines of the GDPR. It should be 
noted that there are exceptions to the right 
to be forgotten and that data processors may 
not be able to delete some PII due to legal 
obligations, defence of legal claims, public 
interest, research purposes or even statistical 
purposes, for example. The verification and/
or assurance of the actual erasure (or not) of 
the PII is outside the scope of PoSeID-on, 
whose role is limited to notifying data 
processors.

Sharing of PII with data processors
Data subjects share PII with data processors. 
PII will flow through the PoSeID-on 
system. If a data processor cannot be 
reached, for whatever reason, the 
PoSeID-on will hold onto the PII in-transit, 
acting as an intermediary cache.

Limits will be in place to make sure the 
PoSeID-on will discard the PII in-transit 
after a configurable amount of time has 
elapsed during which the data processor 
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was offline. While the PII is in-transit, it 
will be encrypted in such a way that only 
the recipient can decrypt it. The PoSeID-
on system will transparently take care of 
this encryption. The platform shall provide 
non-repudiation of access to the PII by data 
processors. The authorisation management 
shall be implemented in a granular way, also 
providing users segregation.

Publishing updates of PII
Data processors will accept any update on 
the PII they receive from the PoSeID-on, 
as it is guaranteed to be an update initiated 
by the data subject. All changes to the PII 
will be automatically published to the data 
processors, which have been allowed access 
according to the permissions as stored in the 
blockchain.

PII safeguarding: encryption
Using the public key infrastructure that is 
in place, all the PII (at rest and in-transit) 
will be encrypted so that only the recipient 
can decrypt it. The sending party (which 
can be the PoSeID-on or a data processor) 
is responsible for encrypting the PII before 
submitting it.

A central index of all public keys is 
needed. Every participant in both the 
blockchain and the PII data exchanges will 
need to be identified with a public key 
in order to safely transport the PII and do 
blockchain operations. This central index 
can improve security by storing all the keys 
needed for encrypting transactions. It will be 
accessible only to authorised super users for 
management activities and log analysis.

PII safeguarding: data processors and 
third parties
All data processors need to comply with the 
GDPR. This means that before integrating 
with the PoSeID-on, data processors must 
have their operational security and data 
safeguarding certified by an accredited 

certification body in accordance to Article 
43 of GDPR. Similarly, third parties are 
required by the GDPR to safeguard PII with 
proportionate security measures.

III. CONCEPTUAL ARCHITECTURE
This section describes the PoSeID-on’s 
system architecture, introducing the core 
components and actors of the platform. For 
the sake of overall readability, the conceptual 
architecture is provided before the discussion 
of system requirements (cf. next section), 
to offer the reader a first overview of the 
platform components.

As already mentioned in Visual and 
Initial Guidelines , the PoSeID-on aims at 
providing a privacy-enhancing dashboard 
for personal data protection, a platform that 
manages all the personal data transactions 
between a data subject (owner of personal 
data) and private or public entities acting 
as data processors (including direct data 
transactions between data processors). All 
relevant information shall be made available 
to users via a web dashboard. Access to the 
dashboard is made available through eID 
accounts.

Figure 2 illustrates the overall PoSeID-
on architecture, identifying the various 
system components. Table 1 lists the 
conceptual components and the respective 
short description. The following subsections 
provide additional details regarding each of 
the components.

A. Data subjects, data processors and 
administrators
The PoSeID-on considers three different 
types of actors: data subjects, data processors 
and administrators.

Data subjects are natural persons that 
represent the primary target of the GDPR. 
Data subjects own PII that constitutes 
a valuable resource for third parties and 
represents a privacy risk. Nevertheless, in 
several situations, data subjects need to share 
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this PII with third parties (such as insurance 
companies, health institutions, tax services, 
other public services, banks and so forth), 
either directly (data subject provides the PII) 
or indirectly (a third party that already has 
some PII shares this PII with another third 
party, after having been given permission 
by the data subject — this is the case, for 
instance, of a tax service getting revenue 
reports directly from a bank).

Third parties exchanging PII with the 
data subject or between themselves are 
designated as data processors. Depending 
on the granted permissions and on the 
nature of the exchanged PII, several 
models of exchange may be used, such as 
single or multiple use with limited time 
and scope or use for an unlimited period 
of time. Depending on the nature of the 
permissions granted by the data subject, 

Figure 2:  PoSeID-on general architecture
Note: API, application programming interface; DP API, data protection API; eID, electronic identification; PII, 
personal identifiable information; PoSeID-on, Protection and control of Secured Information by means of a 
privacy enhanced Dashboard.
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TABLE 1:  Conceptual architecture components

PoSeID-on conceptual architecture 
components

Brief description

Data subjects, data processors and 
administrators

Primary target of PoSeID-on platform end users

Dashboard Interface for data subjects and administrators

Data processor API Access point for data processors to send/receive requests

Client-side data processor API Connector to data processor’s internal information systems

Permissioned blockchain and smart 
contracts

Blockchain implementation where only authorised parties can 
propose changes. Serves as a backend for PII access management 
within the PoSeID-on platform

Blockchain API Abstraction layer that allows modules to access and interact with 
the blockchain

Risk management module Detects operational anomalies that may translate to security and 
privacy risks

Personal data analyser Detect and evaluate privacy risks within PII transactions

eID provider Authenticates users in the PoSeID-on platform

Data subjects’ PII repository PoSeID-on’s storage for PII owned by the data subject (eg not 
belonging to a data processor, introduced manually by the data 
subject into the PoSeID-on)

Message bus Messaging module for the PoSeID-on’s components 
communication

Note: API, application programming interface; eID, electronic identification; PII, personal identifiable information; 
PoSeID-on, Protection and control of Secured Information by means of a privacy enhanced Dashboard.

data processors may store PII and share 
this PII with other data processors within 
the limits established by the permissions. 
The PII storage mechanisms actually 
employed by each data processor fall 
outside the scope of the PoSeID-on. The 
data processor is supposed to comply 
with data subject requests and permissions 
regarding retention, deletion and processing 
of their PII due to regulatory and legal 
obligations. 

The administrators are the operators 
managing the PoSeID-on platform. The 
platform is operated by a pre-assigned 
entity — typically a public or semipublic 
organisation with the mission of providing 
a PII management framework such as 
PoSeID-on — usually considered a trusted 
third party. Nevertheless, the whole platform 
design minimises the risk of intentional or 
accidental breaches of privacy originating 
on the management entity. Administrators 

manage the PoSeID-on platform on behalf 
of this entity.

B. Dashboard
The interface provided to data subjects, to 
access the PoSeID-on platform, is a web-
based application that provides access to the 
various types of operations performed by 
data subjects, such as granting, modifying 
and revoking permissions for a specific 
data processor, checking the history of 
exchanges of their PII and receiving alarms 
due to high privacy exposure risks. This 
human-oriented dashboard is the primary 
interface for data subjects, although, in 
some situations, other communication 
channels may be used according to the data 
subject preferences (eg receiving urgent 
alarms of privacy exposure via e-mail or 
SMS [short message system]). Access to the 
dashboard is based on logging with the data 
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subject’s national eID (or similar credentials, 
depending on the specific PoSeID-on 
instance).

The dashboard also provides an interface 
for PoSeID-on administrators, although with 
a different set of functionalities and user 
interfaces.

C. Data processor API
The access point for data processors, for 
communicating with PoSeID-on, is the 
data processor API. While the interface 
for data subjects and administrators (the 
dashboard) is primarily human-oriented, the 
interface for data processors is focused on 
interconnecting the data processor’s already-
existing information systems with the 
PoSeID-on so that their business logic can 
integrate with the PoSeID-on functionality. 
This application provides an authenticated 
API over which data processors can send 
requests for/about PII. The application is 
also used for sending data processor messages 
through their client-side data processor API, 
about changes in PII values and PII deletion 
requests.

D. Client-side data processor API
In order to interconnect to the PoSeID-on 
platform, data processors can use a client-
side data processor API, which is made 
available to data processors to interface with 
their PII store. It manages the transport of 
PII and the revocation of permissions.

The PoSeID-on itself will also develop 
one client-side data processor API to 
manage communication with the data 
processor API, which will be implemented 
for the PoSeID-on platform to store PII 
that has no central authority otherwise 
(PII such as personal phone numbers). 
From the rest of the system’s point of view, 
this is just another data processor. This 
PoSeID-on local data processor can also act 
as a reference implementation for the data 
processor API specification.

E. Permissioned blockchain and smart 
contracts
The PoSeID-on permissioned blockchain 
consists of a special-purpose blockchain 
implementation built from standards and 
open source, configured and customised to 
work within the PoSeID-on system. It will 
be permissioned, meaning that only known 
parties will be allowed to propose changes 
to the ledger. This will also allow the 
PoSeID-on network to be faster, avoiding 
slow consensus mechanisms such as proof-
of-work and proof-of-stake. Smart contracts 
in the blockchain rule the management of 
the requests and permissions to grant, deny 
and check PII access. The blockchain nodes 
are hosted by the PoSeID-on administration 
entity and the participating data processors. 
It is also possible to allow the inclusion of 
nodes hosted by other GDPR-certified 
entities, which might make sense in some 
scenarios, eg scenarios in which there 
is a small number of participating data 
processors.

F. Blockchain API
The blockchain API abstracts all blockchain 
operations into a high-level API suitable 
for integration into other applications. 
As the use of blockchain carries some 
important implications on how the clients 
and the servers behave, actions like account 
management (data processor and data subject 
identity on the blockchain) or system 
functionality (smart contract functions 
usage) change drastically. For instance, users 
shall sign every call to a smart contract, but 
other components in the overall PoSeID-on 
architecture, like the dashboard module, 
might function normally despite the 
existence of a blockchain network behind it. 

Modules writing information to the 
blockchain ledger must have a mechanism 
to access the network. This is the blockchain 
API that also allows the intervening 
modules to feed the risk management and 
personal data analyser modules. Thus, 
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interaction with the blockchain is limited 
to two main components: a blockchain 
communication module (the blockchain 
API) and the distributed ledger nodes. The 
user authenticates using eID through the 
dashboard. The eID provides the public key 
for identification of the user. A private key 
is then created within the PoSeID-on based 
on a user-introduced password. This key is 
then bound to the eID of the user, which 
is then associated to a burnable user id, 
managed by the blockchain API, to be used 
for identification in the ledger. From the 
dashboard and data processors perspective, 
the interaction with the blockchain or smart 
contracts happens through the blockchain 
API, which abstracts all blockchain 
operations into a high-level API suitable for 
integration into other applications. This API 
is not a web service, but a wrapper used in 
the dashboard, providing direct connection 
to one of the nodes. This API takes care 
of actions like account management (data 
processor and data subject identity on the 
blockchain) and system functionality (smart 
contract functions usage). The calls to smart 
contracts are signed using the private key 
generated when the user first logged in on 
the platform.

G. Risk management module
The RMM is responsible for monitoring 
the PoSeID-on, both from a system-wide 
perspective and from the point of view of 
individual data subjects’ operations.

The RMM is expected to detect and 
evaluate possible security and privacy risks, 
such as anomalous behaviour from data 
processors (eg a specific data processor 
suddenly starts collecting much more data 
than usual from a large number of data 
subjects, which may mean the data processor 
was hacked and is being used to syphon PII 
to external attackers) or risks associated with 
a specific data subject (such as successive 
attempts to login with his or her credentials). 
Risk detection is performed by combining 

machine learning (ML) algorithms, which 
analyse multiple sources of information 
about transactions, user-level behaviour 
and system-level behaviour, in the form 
of component logs. When the data subject 
provides explicit consent, transaction-
specific data and PII will also be sent to 
the RMM and used to complement this 
analysis. High risk levels may trigger alerts to 
PoSeID-on administrators and data subjects, 
depending on the RMM settings.

H. Personal data analyser
The PDA will be used to monitor personal 
data transactions and related warnings 
generated by the blockchain platform, 
in order to detect and prevent anomalies 
and misbehaved transactions. A warning 
is generated each time a transaction is not 
received and approved by all the interested 
parties. 

This component is used to control 
personal data in a transaction, with the 
aim of discovering all previously non-
identified personal data, such as personal 
data for which there is no data subject 
authorisation. Due to the sensitive nature 
of the analysed data, the PDA acts only 
when explicit consent is provided by the 
user. Furthermore, all input data is discarded 
after each analysis. In case the user does 
not provide explicit consent, the PDA will 
simply not operate for the data from that 
specific data subject. While this scenario 
is not the most desirable, it does not affect 
other data subjects. 

I. EID provider
An identity provider authenticates 
persons and organisations on behalf of 
the PoSeID-on platform, in line with the 
European eIDAS regulations and ecosystem.

J. Data subject’s PII repository
Data processors may receive PII directly 
from the data subject or from (allowed) 
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transactions with other data processors. In 
the former case, it is important to provide an 
easy-to-use mechanism for the data subjects 
to insert, store and update this PII. Therefore, 
it is considered that data subjects always 
use a data processor for storing their PII, 
even when this data processor has no other 
specific purpose (in practice, in which case, 
the data processor just acts as a storage point 
for the data subject’s PII). This component 
will be responsible for storing all the PII 
considered private to a data subject for which 
no authoritative data processor exists. It will 
interface with the rest of the PoSeID-on 
system by using the same data processor 
API as all other data processors. The only 
difference is that this component acts as a data 
processor with the data subject’s credentials. 
All data stored within this component is 
encrypted with the data subject’s public key 
instead of a data processor–specific key.

Depending on deployment options, 
storage itself may take place

●● on premises with the rest of the PoSeID-on 
components, although, due to the adopted 
encryption mechanisms, the PoSeID-on 
authority actually has no access to the 
data subject’s PII — therefore meeting the 
privacy requirements previously discussed 
(whenever the same authority manages the 
PoSeID-on platform and the data subject’s 
PII repository, as will happen in the 
planned pilots) or

●● in the infrastructure of third-party entities, 
when this service is (hypothetically) 
provided by third parties selected by the 
data subject. The adopted encryption 
mechanisms still prevent unauthorised 
access to the data subject’s PII in this 
case. Also, it should be noted that this 
deployment model is supported by the 
conceptual architecture but will not be 
tested and/or adopted by any of the 
planned PoSeID-on pilots.

A side benefit of this approach is the fact 
that, in this way, a sample data processor 

will be developed and made available to the 
(real) data processors participating in the 
pilots, as a showcase of how to use the data 
processor API to access PoSeID-on services. 
Those data processors can use this example 
as a starting point to interconnect their own 
information systems with the PoSeID-on.

K. Message bus
This component provides a messaging 
infrastructure for PoSeID-on components 
to communicate with each other in a 
controlled but decoupled fashion, which 
will allow for the easy addition and removal 
of components without affecting the 
overall system operations and asynchronous 
communication, thereby facilitating 
scalability and fault tolerance.

The different components of the PoSeID-
on can be seen as individual applications. 
Messages are passed between them, through 
a queue mechanism, with each and every 
one signed by the sender and encrypted 
for the recipient. When a component is 
unreachable (for instance, a data processor is 
offline), the message will be kept until either 
a pre-defined timeout (say, one week) passes 
or the recipient comes back online.

In this way, the PoSeID-on can stay easy 
to reason about, easy to test, easy to develop 
and maintain by many distributed parties, 
and easy to scale up when the need arises.

L. Examples of typical use cases
In order to complement the description 
of the PoSeID-on conceptual architecture 
provided earlier, next we briefly present 
a few representative use cases for the 
PoSeID-on system.

Use cases initiated by the data  
processor
Through the data processor API, a data 
processor can request the PII values 
pertaining to a given data subject. The 
PoSeID-on will check the blockchain in 
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order to determine if access has been granted 
by the data subject and will fetch the PII 
values from the authoritative data processors 
responsible for storing this data. The act of 
accessing (permitted or not) will be stored in 
the blockchain. The data will be encrypted 
using the requesting data processor’s public 
key, making the PII secured in-transit 
and only readable by the requesting data 
processor.

Through the data processor API, a data 
processor can request access to one or more 
PII types of a given data subject. The data 
processor needs to tell PoSeID-on, for each 
PII type, whether the corresponding PII value 
will be stored by the data processor itself or if 
it is being delegated to an authoritative data 
processor for that PII type. The authoritative 
data processor for each PII type can be 
configured by the PoSeID-on administrator. 
For example, a passport number is supplied by 
the ministry of internal affairs.

For each requested PII type, the data 
processor also needs to supply information 
about whether the PII value can be updated 
by the data subject, whether the PII value 
is mandatory, and what this PII type will 
be used for. This request will be converted 
into a smart contract and stored into the 
blockchain. The data processor will now 
appear in the data subject’s dashboard.

Through the data processor API, a data 
processor can also request access to one or 
more PII types of all data subjects. This is 
the same procedure as asking it for a specific 
data subject, apart from the fact that every 
data subject will now see the data processor 
in his or her dashboard instance. This is, 
for instance, the case of a governmental 
organisation. Requesting the PII of all 
data subjects at once can be very invasive 
and, therefore, should be restricted to 
pre-authorised data processors only. The 
PoSeID-on administrator can configure 
which data processors can do blanket 
requests like these.

Through the data processor API, a data 
processor can send PII data to the PDA for 

analysis and detection of possible privacy 
issues.

Use cases initiated by the data subject
Through the web-based dashboard, a data 
subject can grant access for a data processor 
to a PII type, after the data processor has 
requested access to that PII type. The data 
subject can see what this PII type will be 
used for, as supplied by the data processor. 
Access is automatically granted if the data 
processor has deemed this PII type to be 
mandatory. The act of granting access will 
be stored in the blockchain.

Through the dashboard, a data subject 
can revoke access to a PII type for a given 
data processor. This will only be possible if 
the data processor has not made this PII type 
mandatory. The reason for making a given 
PII type mandatory, as supplied by the data 
processor, will be visible to the data subject. 
If this PII type is read-only, access cannot be 
revoked either. Typically, this is the case for 
the PII generated by the data processor itself 
(eg a driver’s license number). After revoking 
access to certain types of PII, the data processor 
will be notified through an API call of this 
effect. It is up to the data processor to destroy 
all copies of this PII. The act of revoking access 
to the PII will be stored in the blockchain.

Through the dashboard, a data subject 
can view all PII types and values known to 
any given data processor. The PII values will 
be requested from either the data processor 
or from the associated authoritative data 
processors. The PII will be encrypted using 
the data subject’s public key so it will be 
both secure in-transit and only readable by 
the data subject.

Through the dashboard, a data subject 
can update PII values, if they are not 
specified as read-only by the data processor. 
Making specific checks based on a set of 
pre-defined rules, the dashboard will not 
accept malformed data. After the data subject 
has successfully updated his or her PII, the 
PoSeID-on will send an API request to the 
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data processor informing it of the new value. 
All data processors that use this supplied 
PII, by using the primary data processor as 
an authoritative source for this PII type, 
will also be notified of the new value. 
The updated PII values will be encrypted 
separately for each receiving data processor, 
by using the data processor’s public key. The 
act of updating the PII value (but not the 
value itself) will be stored in the blockchain. 
In some cases, PII can be supplied to data 
processors by a data subject in a one-shot 
operation. The PII will be used to execute 
a process specific to that data processor and 
later discarded. So, instead of having read/
write access to the PII stored in the data 
processor’s system, the data subject can only 
write. A successive write can either trigger 
an amendment or a restart of that process.

IV. PERSONAL DATA REQUIREMENTS 
AND CHALLENGES
PoSeID-on architectural components 
are hereafter analysed in Table 2 with 
reference to their potential impact on final 
users’ personal data, posing the following 
challenges for their implementation.

In compliance with the GDPR and 
according to the challenges identified 
in Table 2, the most relevant legal 
requirements to be considered in conceiving 
and developing the PoSeID-on platform 
following the privacy by the design approach 
are hereafter listed. It should be noticed 
that these requirements refer to the entire 
platform development.

●● Lawfulness of collected personal data: 
An explicit consent for sensitive data 
should be requested. The consent should 
be recorded and a clear record of the 
agreement of each data subject should be in 
place. Functional mechanisms should also 
be set up for consent withdrawal, implying 
the capability to locate and remove the 
personal data during the process and also 
from backups and archives (even in cloud).

●● Adequateness, relevance and 
proportionality: The collection of 
personal data must be limited to what 
is directly relevant and necessary to 
accomplish the PoSeID-on platform-
specified purpose. The purpose has to be 
legitimate, and it has to be specified and 
made explicit before collecting personal 
data.

●● Accuracy of the collected personal 
data: Procedures to keep data up-to-
date should be implemented, such as the 
final user validation of data. Functional 
mechanisms should be in place to check, 
edit and extend stored data, with various 
controls concerning secure and reliable 
identification, authentication, access, 
validation, etc. These mechanisms may also 
affect backup and archives copies.

●● Storage limitation: Functional 
mechanisms should be able to erase 
specific stored data, with various 
controls concerning secure and reliable 
identification, authentication, access, 
validation, etc. These mechanisms may also 
affect backup and archives copies.

●● Transparency and openness: The 
PoSeID-on platform should provide 
appropriate information to individuals 
to exercise their rights, data controllers 
to evaluate their processors and data 
protection authorities to monitor 
according to their responsibilities.

●● Individual rights: Secure and reliable 
identification, authentication and data 
access should be ensured. A withdrawing 
form should be available in the platform. 
A mechanism should be implemented 
to identify the specific data that is to 
be blocked or restricted. Extracted data 
should be limited to the identified and 
authenticated person concerned and 
communicated securely (eg encrypted). 
All these mechanisms may also affect 
backup and archives copies.

●● Automatic processing: Mechanisms 
allowing manual review should be 
implemented.
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TABLE 2: Personal data protection challenges in PoSeID-on

PoSeID-on architecture 
component/technology

Component brief description referred to personal data 
management

Data protection challenges

Web dashboard It will allow the collection of subjects’ data and the exercise 
of their rights, including access to personal data

•	 Adequateness, relevance and limitation of 
data collection

•	 Lawfulness, fairness and transparency in 
collecting the data

•	 Collecting of data for specified, explicit and 
legitimate purposes

•	 Accuracy of data
•	 Collection of sensitive data
•	 Concise, transparent, intelligible and easy 

access to personal data by the subject
•	 Information on how data is processed 

expressed in a clear and plain language

Digital identity connector It will allow the use of the electronic identification (eID) 
accounts by data subjects, to access the PoSeID-on 
platform

•	 Reliability of the authentication process

Data processor API It acts as an API front-end, receives API requests, enforces 
throttling and security policies, passes requests to the 
back-end service (blockchain) and then passes the 
response back to the requesters. It will be available to 
external entities, to interact with the PoSeID-on platform

•	 Trustworthiness and reliability of the 
authentication process

•	 Adequateness, relevance and limitation of 
data collection

•	 Lawfulness, fairness and transparency in 
collecting the data; processing of data for 
specified, explicit and legitimate purposes

•	 Accuracy of data
•	 Processing of sensitive data

Risk management 
module, machine-
learning algorithms and 
techniques

It will have historical data logs — including network and 
authentication logs collected and stored in log management 
systems — to identify patterns of traffic caused by user 
behaviours, both normal and malicious. These activities, 
based on the user behavioural analysis (UBA) approach, will 
not act based on their findings, but are intended to provide 
security teams with actionable insights

•	 Ensuring rights and freedoms of subjects 
while using automated processing of 
personal data to evaluate subjects’ 
behaviour

Personal data analyser, 
natural language 
processing and 
understanding

It will monitor privacy risks, notifying privacy threats to 
data subjects during data transactions and discovering all 
previously non-identified personal data, such as personal 
data for which there is no data subject authorisation

•	 Discovered data, matched with the current 
data, could identify the subject

Permissioned blockchain, 
smart contracts

It will contain references to personal data and will deploy 
smart contracts for personal data management

•	 Privacy incursions due to the presumed 
blockchain transparency

•	 Ensuring the right to be forgotten and to 
rectification of data

Cloud Personal data is saved on the cloud •	 Uncontrolled distribution of personal data
•	 Data leakage
•	 Geographical distribution of data and 

consequent difficulty to determine applicable 
law due to data volatility in the cloud

•	 Exercising of rights of data subjects may be 
subject to different conditions depending on 
data geographical distribution

•	 Data retention period should be granted in 
multiple locations

•	 Breach notification obligations and protocols
•	 Ensuring data portability
•	 Ensuring data security

Note: API, application programming interface; PoSeID-on,  Protection and control of Secured Information by means of a privacy enhanced 
Dashboard.
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●● Accountability: Examples of 
accountability measures are related to 
tracking of personal data access and 
of communications with external 
systems, documenting and recording all 
processing activities, and mapping data 
flow. Moreover, appropriate data breaches 
reporting, response, assessment and 
information security should be developed. 

●● Data security: From a privacy and data 
protection perspective, there is need for a 
set of rules for limiting access to authorised 
people only and to ensure that the data is 
trustworthy and accurate. Therefore, data 
should be kept secure by applying privacy 
enhancing technologies (eg encryption, 
pseudonymisation, anonymisation, identity 
and access management), preventing 
accidental disclosure of personal data and 
securing communications with external 
stakeholders (such as, for instance, external 
systems).

Given the requirements and challenges 
presented earlier, Table 3 provides an insight 
into how the PoSeID-on addresses them.

V. PERMISSION HANDLING
The PoSeID-on architecture provides 
ample support for encryption (and privacy) 
between the various actors involved (data 
subjects, data processors and administrators). 
The PII data exchanges (eg between data 
processors or between data subjects and 
data processors) are made through the 
message bus, but PII is encrypted in such 
a way that its content is not accessible, not 
even to the PoSeID-on administrations. 
The PII in clear text form pertaining to 
non-public transactions must not be stored 
in the PoSeID-on platform. This includes 
transaction permissions, as these are PII, 
because they represent relationships and, 
thus, should not be public knowledge. In 
short, no single party is allowed to have 
access to relationship mappings outside its 
own memberships.

In order to achieve this, PoSeID-on 
permission handling explores the use of 
’constellations’, provided by the Quorum 
technology.12 Quorum is an Ethereum-
based open-source distributed ledger 
protocol developed by J.P. Morgan, which 
allows private contracts and transactions 
between parties. The constellation is a 
Java implementation of a general-purpose 
system for enabling private transactions of 
information in a secure way.

A Quorum node delegates all functionality 
directly related to secure data exchange to its 
corresponding constellation, with which it 
communicates. The constellation consists of 
two independent sub-modules:

●● Transaction manager is responsible for 
transaction privacy. It stores and allows 
access to encrypted transaction data, but it 
does not have access to any sensitive private 
key, as it delegates all the cryptographic 
functions to the ’enclave’.

●● Enclave performs all cryptographic 
operations, such as symmetric key 
generation or encryption/decryption, and 
holds the related private keys, acting as a 
virtual security module.

With these components, the features of 
the proposed solution can be summarised as 
follows:

●● Only the public state ledger is public 
knowledge and stores public transactions.

●● All nodes store in the public state ledger 
all transactions and private transactions 
contain only the hash of the message 
between the sender and recipient.

●● Only the two parties involved in a data 
transaction relationship can learn of the 
contents of the private transaction, ie only 
the recipient receives the message.

●● The constellations (transaction managers) 
transfer the messages and they are not part 
of the immutable ledger.

●● Messages are transmitted encrypted with 
the pub key of the recipient.
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●● Only the transaction managers in the 
sender and the recipient store the 
transaction payload in clear.

●● Databases in transaction managers manage 
private messages and can be deleted.

●● Each node has a private state ledger, 
owned and accessible only by it. The 
message can optionally be stored there.

●● Enclaves manage the private keys to 
encrypt/decrypt the transactions in the 
transaction manager.

This is a smart contract–based solution 
that guarantees that all public transactions 
and only hashes of private transactions are 
stored in the public ledger. Moreover, the 
solution ensures that permission message 
types and protocol (grant/update/revoke) 
can be defined as wanted and that all 
transactions are auditable and the code (smart 
contracts) is verifiable by external auditors. 
Moreover, as the solution is based on the 
extensively used Ethereum13 technology, it is 
mature and easily maintainable.

VI. FUNCTIONAL VIEW
This section provides an overview of the 
main PoSeID-on components from a 
functional perspective.

A. Blockchain and smart contracts
The need of the PoSeID-on system to 
provide a distributed, auditable and secured 
PII permission management solution is 
addressed by the blockchain module, whose 
architecture is shown in Figure 3.

With the application of blockchain, 
permissions over data subjects’ PII and 
transactions of data subjects’ PII between 
data processors will be stored in a distributed 
ledger that allows participant organisations 
to share data subjects’ information and, 
yet, to share a mechanism to protect that 
data from being flowed to nonparticipating 
organisations. Each of the participant 
organisations will be a peer participating in 

the distributed ledger by keeping a private 
ledger synchronised with the rest.

As PII permissions and transactions 
are both a form of PII as well, there is 
need for protecting their confidentiality 
and integrity. Therefore, a blockchain 
platform implementation that allows 
private communications between parties 
is necessary. To this aim, the PoSeID-
on solution relies on a permissioned 
blockchain implementation. This means 
that each deployed peer will belong to a 
well-known party who can only participate 
in the consensus of data validation for the 
operations that are privately shared with it. 
These will be separate ledger (data) access 
permissions not only virtually but also 
physically, thus leading to added security of 
private information.

In the PoSeID-on, as the dashboard 
and data processor components (and their 
related API components) belong to well-
known parties, it is possible to find a scheme 
of blockchain participants. Each of these 
participants will be aware of a certain set of 
the data subject’s PII permissions and then 
will be able to check their states.

This architecture includes the required 
design modules according to the selected 
blockchain base platform, Quorum, 
which fits the PoSeID-on requirements. 
While public contracts and transactions 
work practically in the same way as in the 
Ethereum public network, private contracts 
and transactions (and, of course, their 
resulting state) are private to the specified 
parties (the one that sourced the transaction 
and the destination ones). No other party 
can disclose the transactions or their resulting 
state, as all the information exchanged 
is cyphered in a way only the involved 
parties can decrypt. In order to observe 
the compatibility and basic operation of 
Ethereum, a hash of the transaction payload 
is registered in a block of the common 
chain, but no information can be disclosed 
by other parties from that hash; it is only 
useful to the authorised parties for indexing 
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the transaction and checking its integrity. 
In this way, no private information is (or 
can be) registered on the common chain or 
the public state. A separate private database 
is available in every Quorum node to store 
the private state that refers to the private 
information that pertains to that party.

Private contracts and transactions 
refer to a set of parties. A party can be 
understood as an organisation and its related 
infrastructure (basically a Quorum node and 
a Constellation in charge of the process of 
the private transaction). By restricting the 
user accounts that can access the party (that 
is, by defining and guarding an organisation), 
privacy is transferred to final users.

Organisations participating in the 
PoSeID-on’s fully private permissioned 
blockchain network are conceptual entities 
who have permission to maintain pieces 
of information and interact with other 
organisations through the distributed ledger.

These organisations are responsible 
for maintaining their Quorum party 
infrastructure, which executes the smart 
contracts, maintains the blockchain and 
updates the public and private states.

Quorum manages the privacy of 
transactions between parties, but the 
association between parties and user 
accounts is out of the scope of the Quorum 
itself. Thus, in order to support the concept 
of organisation as referred to a group of 
authorised participants, a module that 
associates user accounts to organisations and 
manages the access of the account to the 
Quorum party is needed. This module is 
named account (access control) manager in 
the blockchain API architecture.

Smart contracts are used for permission 
management, checking and lookup. Every 
operation involving PII is confirmed first 
against the permissions present in the ledger, 
through the call of a smart contract. Any 

Figure 3:  Blockchain module architecture
Note: API, application programming interface.
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requests or performed operations involving 
PII are also recorded in the ledger. The 
implemented smart contracts allow for, and 
record, the following operations:

●● PII Permission Request: Contains the 
requested PII type, the time of the 
permission expiration, a field describing 
the intended use for the requested PII, and 
the ID of the issuer of the request.

●● PII Permission Grant: Contains the PII 
type being granted access, the ID of the 
data processor requesting the information, 
and the ID of the PII owner.

●● PII Permission Revocation: Contains 
the revoked PII type, the ID of the data 
processor which had its access revoked, and 
the ID of the owner of the PII.

●● PII Access: Contains the accessed PII type, 
the ID of the data processor that accessed 
the information, and a timestamp.

●● PII Permission Check: Contains the PII 
type being checked for permissions, the 
ID of the data processor consulting the 
permissions, the ID of the PII owner, 
and returns whether the requesting data 
processor has access to the concerned PII.

●● PII Permissions List: Contains the data 
subject’s ID whose permissions were listed.

The smart contract implementation 
in combination with the blockchain API 
supports the consultation and writing of 
these ledger entries. As the identity data 
(external account address) is stored in the 
ledger in every user interaction (eg change a 
permission status in the PoSeID-on system), 
it is not possible to use a single user ID 
because it would result in breaking GDPR 
compliance, as the PII about that user would 
be traceable. To solve this issue, in PoSeID-
on we have implemented a mechanism to 
create a pool of pseudo-identities for each 
data subject user that can be erased on 
request. When the pseudo-identities are 
deleted by the data subject, the link between 
two given permissions ceases to exist, a 
permission history over the time cannot be 

created, the data controller owning the data 
stored on the ledger is not known and the 
data subject addresses are forgotten by the 
PoSeID-on.

B. Dashboard
The web-based privacy-enhancing 
dashboard (from here on, PED), whose 
architecture is presented in Figure 4, is the 
application responsible for the data subject’s 
user interface to the PoSeID-on system. 
Secondly, the PED is also an information 
source to the platform administrator.

As the name suggests, the PED is 
completely web based. This means that 
in order to use the application, the user 
will visit the application’s URL (uniform 
resource locator) with a supported user 
agent. At the time of writing, these user 
agents include Mozilla Firefox 64.0, Google 
Chrome 71.x and Apple Safari 12.0.2. For 
maximum usability, the web application will 
be designed in such a way that it supports 
the same functionality across multiple 
devices with a mobile-first approach. In 
addition, in accordance with EU directive 
2016/2102,14 the application needs to follow 
strict accessibility guidelines to further 
increase usability across the EU population.

The data subject and the administrator 
use their user agent to connect to the PED. 
This connection uses transport layer security 
(TLS), and all non-TLS connections will 
be redirected to TLS. Through a reverse 
proxy, the user agent loads all the static 
content needed for the web application 
from the web application front-end file 
server. The client-side code will then start 
to communicate with the web application 
back-end through the reverse proxy. The 
web application back-end is responsible for 
authentication and authorisation, offering 
compatibility with eIDAS.

All of the business logic of the PED 
resides in the web application back-end. 
This includes communication with the 
other PoSeID-on components. The web 
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application back-end is a service, written in 
the Python programming language, which 
exposes an authenticated HTTP GraphQL15 
API for consumption in the web application 
front-end. This API allows the web 
application front-end to use the back-end’s 
functionality.

The web application front-end is the part 
of the PED that is sent to the user agent 
and runs on the client side. It consists of 
a graphical user interface built with web 
technology (HTML [hypertext markup 
language], CSS [cascading style sheet], 
images) and application code suitable 
for running in the user agent (primarily 
JavaScript). The application code contains 
a client to the authenticated GraphQL API 
exposed by the web application back-end.

The HTTP (hypertext transfer protocol) 
reverse proxy sits in between the services 
that make up the PED and the internet, 

on which the platform’s users connect to 
the platform. The web application back-
end and the web application front-end do 
not directly communicate with the users 
over the internet and are, thus, not directly 
available.

C. Risk management module
As mentioned in Conceptual Architecture, 
the RMM module is used to evaluate and 
manage privacy and operational risks within 
the PoSeID-on system, through analysis 
of operational logs and PII exchanges, and 
manages a risk score associated with each 
data processor. This can be used to advise on 
which service should eventually be disabled 
in case of anomalies and high exposure to 
privacy risks.

The anomaly detection approach taken is 
based on system log analysis16–18 and follows 

Figure 4:  Dashboard architecture
Note: AMQP, advanced message queuing protocol; API, application programming interface; eIDAS, electronic 
identification and trust services; HTTP, hypertext transfer protocol; TLS, transport layer security.
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the well-described framework by M. Lyu 
et al.19 This framework is comprised of four 
main steps — log collection, log parsing, 
feature extraction and anomaly detection.

●● Log Collection: Logs in the PoSeID-on 
are delivered through the message bus 
directly to the RMM, using a custom 
message protocol. The messages will 
contain the log, structured according 
to the Graylog extended log format 
(GELF)20 as Graylog is the chosen log 
management solution. In addition to this, 
the message will also contain extra fields 
if it involves operations regarding PII 
within the PoSeID-on. These fields contain 
information such as the data subjects and 
data processors involved and the types of 
PII requested or exchanged. As this is also 
considered PII, it will only be added to the 
message when consent is given in order to 
enable a more complete analysis.

●● Log Parsing: As logs consist of free 
form text, it is necessary to parse them 
and extract a group of structured event 
templates. The event templates consist of 
the most common combination of log 
parts/segments, which therefore define the 
constant part of a log. Once a set of event 
templates is found, each subsequent log 
can then be considered as an occurrence 
of one of the derived events or can create 
a new event template. For the log parsing 
step, Drain,21 a state-of-the-art online 
log parsing approach based on fixed 
depth trees, was implemented as recent 
benchmarks have proven its superiority in 
comparison to other available open source 
alternatives; it has also been successfully 
deployed in a production environment at 
Huawei.22 In order to integrate Drain into 
the RMM, a Java implementation of the 
algorithm was developed, to fully integrate 
it in the Spark Streaming23 pipeline.

●● Feature Extraction: Once logs have 
been parsed, it is necessary to create 
numerical feature vectors, which will be 
provided to the ML models performing 

the anomaly detection. First, parsed logs 
are grouped into windows over which 
we count the number of occurrences of 
each event. This step is already included 
in Drain’s log parsing algorithm, which 
provides as a result the set of events and 
their respective number of occurrences. 
In the initial phase of the module’s 
development, only temporal windows 
are considered, but as the development 
progresses, grouping logs by source or 
syslog severity levels will be tested in order 
to evaluate the best approach.

●● Anomaly Detection: For the anomaly 
detection step, in the initial phases of the 
RMM deployment, unsupervised learning 
models are more favourable due to the 
lack of operational data, such as K-Means 
and principal component analysis, which 
do not require previous labelled data. 
In order to implement the anomaly 
detection step MLlib,24 Spark’s ML library 
is being used. Further testing is necessary 
in order to select the best unsupervised 
learning algorithm for the context of 
the PoSeID-on. Once in production, the 
RMM can also be extended with other 
semi-supervised or supervised models 
based on the results of the unsupervised 
anomaly detection and manual labelling of 
the collected datasets. Once anomalies are 
identified, data subjects and data processors 
present in the anomalous window will 
be notified along with the PoSeID-on 
administrators. 

The potential number of data subjects 
managed by the PoSeID-on is in the order 
of millions. As such, the risk management 
module must be designed with performance 
and scalability in mind. The RMM’s 
architecture (Figure 5) is based on the 
proposal by Nathan Marz for a generic 
and scalable data processing architecture, 
which he called Lambda Architecture.25 As 
literature shows,26–28 adopting the lambda 
architecture for event processing allows 
for an efficient processing of high volumes 
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of information, consistent with the ones 
expected by the PoSeID-on platform. It 
allows the analysis of data in near real-time, 
as it arrives at the RMM, providing data 
subjects a near instant feedback regarding 
exposure risks, while also allowing the 
analysis and extraction of valuable insights 
from large volumes of data collected over 

time through more complex or time- and 
resource-intensive methods.

This architecture can be divided into 
three layers: a batch layer, a speed layer 
and a serving layer. As messages containing 
system operational logs and blockchain 
transactions arrive at the risk management 
module, these messages are pre-processed 

Figure 5:  Risk Management Module architecture
Note: API, application programming interface; ML, machine learning.
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and then dispatched to both the batch and 
the speed layers.

The batch layer manages a master dataset 
that is used for historic risk analysis, taking 
advantage of having a large collection of 
data, where the time span will depend on 
how long the RMM is allowed to retain 
data, provided the data subject has given 
explicit consent for this purpose. This 
historic risk analysis takes significant time 
and is not expected to work in near real-
time. Instead, this layer provides warnings 
in case of risk detection in an ‘offline’ 
manner. Having a batch layer also provides 
the advantage of being able to use ML 
models that do not have a stream-based 
counterpart. This layer is also in charge of 
training and updating ML models for use in 
near real-time analysis by the speed layer for 
algorithms that require an offline training 
step, as is the case with most supervised 
learning algorithms.

The speed layer deploys the models 
created by the batch layer in addition to the 
clustering models and analyses the stream of 
data in real-time, using the data that arrives 
between batch analysis. This layer reasons 
over the data, and in case an anomaly is 
detected, it dispatches a recommendation 
action request to the serving layer.

The serving layer is in charge of receiving 
the results from both the batch and speed 
layers and notifying the respective entities 
about risk exposure through the dashboard 
interface. It is also in charge of receiving 
feedback from administrators regarding 
such risk notifications by providing the 
identification of the log window where the 
anomaly was identified and allowing them 
to confirm or deny that a real risk is present 
within it. According to the administrator’s 
feedback and the history of anomalous logs 
involving each data processor, the associated 
risk reputation of data processors is also 
updated.

The risk management module is deployed 
using container images compliant with the 
open containers initiative (OCI)29 and will 

be horizontally scalable by leveraging Spark’s 
distributed computing capabilities.

D. Personal data analyser
The PDA monitors PII transactions where 
explicit consent is provided in order to 
detect and assess privacy risks. Figure 6 
presents the PDA module architecture 
and displays its inner components and 
interactions with external modules. The 
module interacts with the message bus, 
which, in turn, communicates with the 
dashboard and the data processor API.

The requests arriving from the message 
bus to the request processor are processed 
and dispatched to other components 
according to the data type (eg direct RPC 
(remote procedure call) inputs, PDF 
(portable document format), TXT (text) 
or other types of structured information). 
The metadata extractor retrieves all the 
associated metadata information and feeds 
it to the next component. The internal 
parsers are intended to extract information 
and all data available inside each file or data 
structure being analysed. The files can be 
any structured information, PDF, XML 
(extensible markup language), HTML, 
URL, CSV (comma-separated values) 
or TXT.

When all the information is extracted 
in the previously described components, 
it is then necessary to derive meaning 
from it. For that purpose, the natural 
language reasoning (NLR)/natural language 
understanding (NLU) processing unit 
performs semantic and syntactic recognition 
to allow the identification and classification 
of named entities such as persons or places. 
This step is supported by state-of-the-art 
natural language processing (NLP) tools like 
Stanford CoreNLP30 and spaCy,31 which 
are then fine-tuned and improved for this 
particular context. At this stage, in addition 
to further training and improving the default 
models offered the spaCy, we are training 
new and specific models for the named 
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entities we aim to analyse. The training 
can be achieved by feeding the models 
with intended datasets and respective labels 
(eg the Groningen Meaning Bank dataset32). 
Assuming that the permissions also contain a 
description of their purpose, this component 
also receives as input the descriptions of the 
permissions associated with each use case.

The final stage of the PDA flow is the 
ML reasoning unit. In this component, 
ML algorithms determine whether or not 
privacy risks are at stake. This is performed 
with a combination of available data: the 
validation of transaction PII, the existence 

or not of previously non-identified PII, the 
reputation of involved data processors and 
level of sensitiveness of each PII attribute (eg 
sensitive or quasi-identifier). Privacy metrics 
and user permissions are considered in the 
reasoning process. As privacy metrics rely 
on large amounts of data, the metrics33 to be 
applied depend on the amount of data each 
transaction holds. With the implementation 
of the first version of the module, 
experiments are being performed with the 
aim of setting privacy thresholds, which 
can be fine-tuned by administrators. When 
such privacy thresholds are crossed, response 

Figure 6:  Personal Data Analyser architecture
Note: API, application programming interface; HTML, hypertext markup language; ML, machine learning; NLR, 
natural language reasoning; NLU, natural language understanding; PDF, portable document format; RMM, risk 
management module; TXT, text; URL, uniform resource locator; XML, extensible markup language.
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messages are generated and sent to the 
message bus in order to notify the concerned 
parties. At the end of each personal data 
analysis execution, all the data is discarded.

The current version of the PDA 
(developed in Python version 3) provides 
a functional NLP pipeline capable of 
identifying named entities such as persons’ 
names, cities, countries, locations, birth 
dates and others. It is currently using a 
hybrid approach where NLTK,34 Stanford 
CoreNLP, spaCy and regular expressions are 
used in conjunction to find PII. The main 
steps of the NLP pipeline are tokenisation, 
part of speech tagging, named entity 
recognition. Recurring to the Python library 
Pika35 to interact with RabbitMQ, the PDA 
is fully integrated with the message bus and 
successful delivery and validation of messages 
were achieved between the RMM and 
PDA. Recent work allowed completing 
the communication integration with the 
dashboard and data processor API as well as 
the release of an OCI-compliant container 
image of the module. 

E. Message bus
The message bus is a middleware that 
leverages communications between the 
PoSeID-on system components, in a 
decoupled fashion, allowing for the easy 
addition and removal of system components 
and their communication. In a generic 
sense, a message bus is a combination 
of a data model for structuring system 
messages and communications, a common 
command set that specifies the available 
operations on messages and between 
connected components, and a messaging 
infrastructure in charge of providing 
the set of functionalities associated with 
the command set. Given the preceding 
description, it is not expected that a message 
bus is in itself developed by the PoSeID-on, 
as there are several very good solutions 
providing message bus functionality already 
available. In this sense, what is expected is 

that all components communicating through 
the message bus implement the necessary 
APIs provided by one of these solutions in 
order to communicate through the chosen 
message bus platform.

One possible solution for providing the 
message bus functionality for the PoSeID-on 
system is Apache Kafka.36 The components 
described here are the high-level abstractions 
provided by the Kafka platform. Kafka 
is a streaming platform that provides the 
following capabilities:

●● Publish and subscribe to streams of 
messages, which are similar to message 
queues.

●● Store streams of records in a fault-tolerant 
and persistent way.

●● Process streams of records as they occur.
●● High availability.

As described in the Kafka documentation, 
Kafka runs as a cluster on one or more 
servers, spanning one or more data centres. 
For high availability, it is recommended to 
have at least three Kafka servers and three 
Apache Zookeeper37 servers. The Kafka 
cluster stores streams of messages, here called 
records, in categories called topics, which 
can act as traditional queues. Besides this, 
Kafka separates the entities connected to 
its platform into two different categories: 
producers and consumers. Thus, Kafka 
is suitable for the PoSeID-on’s needs for 
inter-module communication, that comprise 
asynchronous communication, efficiency 
and dependability.

Another possibility of providing the 
message bus functionality is RabbitMQ.38 
It provides functionalities similar to Kafka’s, 
which are very well suited to the PoSeID-
on. RabbitMQ requires only 3 or more 
servers to provide high availability. It is also 
a lossless mechanism and supports RPC. The 
node performance of the two options are, on 
average, 20,000 msg/sec for RabbitMQ and 
100,000 msg/sec for Apache Kafka. Despite 
the difference, both options are suitable for 
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PoSeID-on. Given that both provide the 
performance that PoSeID-on needs and 
that RabbitMQ requires less hardware and 
development complexity, the message bus is 
currently being developed using RabbitMQ.

All the messages flowing through 
the message bus are serialised and duly 
encrypted. The serialisation uses Google’s 
protocol buffer39 due to its simplicity, speed 
and efficiency. To guarantee the security 
and privacy of the messages, the PoSeID-
on employs a custom message protocol, 
which uses Libsodium software library40 
for encryption, decryption and signing. 
Therefore, all messages are signed with 
a module-specific ED2551941 key and 
encrypted using the respective Curve2551942 
key. This a requirement applied to the 
messages of all modules integrated in 
PoSeID-on.

VII. CONCLUSION
In this paper, we have seen the main 
architectural aspects of an approach to 
the protection and control of transactions 
dealing with personal data, in multi-user 
and multi-processor environments. The 
approach was developed in the context of 
the PoSeID-on EU project for GDPR-
compliant public and private services 
delivery and explores the use of blockchains 
as a base platform. In addition to providing 
conceptual and functional views, the paper 
identified several challenges that are being 
addressed. Besides the implementation of the 
basic platform functionality and subsequent 
validation in four pilots, our current 
work is addressing (i) the development of 
advanced permission-handling approaches; 
(ii) technologies, frameworks and algorithms 
for risk management; and, last but not least 
(iii) contents analysis, natural language 
processing, sentence identification and 
speech tagging for personal data analysis. 
The innovative features of the proposed 
architecture and platform open a variety of 
challenges and opportunities, of which the 

deployment of the platform itself in real, 
operating environments is the main one. In 
addition to finalising its development and to 
extensive pilot testing, deployment will be 
the main subject of future work.
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