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Abstract

gained ground in the scenario of modern wireless communications. In

recent years, companies have started to introduce numerous products
and services for machine-to-machine communication, and it is still expected that
M2M will enable the connectivity of millions of devices. The central idea of
this paradigm is to provide a pervasive presence of machines and make them
share data cooperatively to take decisions with low human intervention. In this
context, group communication is present in M2M as a type of communication
frequently required, since the number of devices is expected to be large. However,
the complexity, the heterogeneity, the large scale, and vast types of scenarios turn
efficient machine-to-machine group communication into a major challenge.

M achine-to-Machine (M2M) is an emerging paradigm that rapidly has

Tackling this challenge, this thesis in the first part proposes mechanisms, usually
classified as in-network data aggregation, to improve machine-to-machine group
communication by allowing the member nodes of a M2M group to eliminate data
redundancy and to reduce overhead caused by transmissions of small payloads.
Additionally to the proposed in-network data aggregation, this thesis presents
tree-based heuristics and also formulates a mathematical model to compute the
maximum network lifetime. It also discusses a performance comparison between
the proposed heuristics and the optimal solution, highlighting the pros and cons
of each approach. Furthermore, this thesis describes a set of experiments using
real devices to test the feasibility of the proposals and measure the performance
of the improvements in a group communication scenario.

The second part of this thesis addresses the problem of energy efficiency of nodes
with capabilities to harvest energy from the ambient. Regarding this problem,
two mechanisms that apply data aggregation procedures are proposed. In both
cases, the applied data aggregation procedures are used to regulate the amount
of traffic flowing over the paths. The ultimate objective of this traffic regulation
is to control the energy consumption of the nodes in order to achieve neutral
operation or energy sustainability. The condition to be in neutral operation is
to keep the remaining energy of a node away from maximum and minimum.
The first mechanism uses the residual energy as parameter to determine the
amount of data that should be aggregated before the transmission. The second
mechanism exploits the fact that there is a bottleneck in terms of residual energy
in the path towards the gateway. This bottleneck is the node with minimum
energy reserve in the path. So, the enhanced mechanism exchanges messages to
find the critical node which is causing the bottleneck and aggregates the traffic to
maintain the critical node in neutral operation. This mechanism is implemented
in a real embedded system and adapts and extends some of the M2M standard
protocols.

The benefits and drawbacks of the contributions have been demonstrated using



different evaluation methods, such as simulations, mathematical models, and
real experimentation. Furthermore, the evaluations have been conducted with
well-known metrics and the results show that all the proposed mechanisms were
able to outperform related proposals in literature.

Keywords: Machine-to-Machine (M2M); Data Aggregation; Energy
Efficiency; Network Lifetime; Neutral Operation.



Resumo

aquina para maquina(M2M) é um paradigma emergente que rapi-

damente ganhou terreno no cenario das comunicagoes sem fio mod-

ernas. Nos ultimos anos, as empresas comecgaram a introduzir in-
imeros produtos e servicos para a comunicagdo M2M, e ainda é esperado que
M2M permita a conectividade de milhares e milhdes de dispositivos. A idéia
central desse paradigma é fornecer presenca pervasiva de dispositivos e fazé-los
compartilhar dados de forma cooperativa para tomar decisées com baixa in-
tervencao humana. Neste contexto, a comunicagdo em grupo esta presente em
M2M como um tipo de comunicacao frequentemente necessaria, uma vez que se
espera que o numero de dispositivos seja grande. No entanto, a complexidade,
a heterogeneidade, a grande escala e os vastos tipos de cendrios transformam a
comunicagao eficiente de grupos M2M em um grande desafio.

Enfrentando este desafio, na primeira parte desta tese é proposto procedimentos
para melhorar a comunicagao em grupo M2M, permitindo que o né6 membro de
um grupo M2M elimine a redundancia de dados e reduza o overhead causado
por transmissdes de pequenos payloads. Adicionalmente aos procedimentos pro-
postos, esta tese apresenta heuristicas baseadas em arvore e também formula
um modelo mateméatico para calcular o tempo de vida maximo da rede. Uma
comparac¢ao de desempenho entre as heuristicas propostas e a solugao 6tima
também é discutida, destacando-se os prés e contras de cada abordagem. Além
disso, esta tese descreve um conjunto de experimentos usando dispositivos reais
que testam a viabilidade e medem o desempenho das melhorias propostas em
um cenario de comunicagao em grupo.

A segunda parte da tese aborda o problema da eficiéncia energética de nés com
capacidade de extrair energia do ambiente. Em relagdo a este problema, dois
mecanismos que aplicam agregacdo de dados sao propostos. Em ambos casos,
os procedimentos de agregacao de dados sdo usados para regular a quantidade
de trafego que fluem pelos caminhos. O objetivo final de regular o trafego é
controlar o consumo de energia dos nés a fim de alcancar operagao neutra ou
sustentabilidade energética. A condicao para estar em operacao neutra significa
manter a energia residual da reserva dentro um intervalo longe do méximo e
minimo. O primeiro mecanismo proposto com esse fim usa a energia residual
como pardmetro para determinar a quantidade de dados que deve ser agregada
antes da transmissao. O segundo mecanismo explora o facto que existe um
gargalo em termos de energia residual no caminho em direcao ao gateway. Esse
gargalo é 0 n6 com reserva minima de energia no caminho. Assim, o mecanismo
aprimorado troca mensagens para encontrar né critico que o gargalo de energia
no caminho e agrega o trafego para manter o né critico em operagao neutra. Este
mecanismo foi implementado em um sistema embarcado real, adapta e estende
alguns protocolos padroes de M2M.

Os beneficios e desvantagens das contribuigoes foram demonstrados usando



diferentes métodos de avaliacdo, tais como simula¢des, modelos matematicos
e experimentacdo real. Além disso, as avaliagoes foram realizadas com métricas
bem conhecidas e os resultados mostram que todos os mecanismos propostos
foram capazes de superar propostas relacionadas da literatura.

Palavras-chave: Maiquina para Maquina (M2M); Agregacio de Da-
dos; Eficiéncia Energética; Vida Util da Rede; Operacao Neutra.
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Chapter

Introduction

It's the job that's never started as takes
longest to finish.

(J.R.R. Tolkien, The lord of the rings)

Contents

1.1 Background and Motivation . . . . . . . ... .. ..
1.2 Objectives and Contributions . . . . .. .. ... .. 3
1.3 Thesis Outline . . . ... ... ... ... ... ...

group communication. In order to achieve that, a comprehensive lit-

erature review was conducted to identify relevant open issues on the
current research. To fulfill the identified gaps in the current approaches, a con-
siderable number of mechanisms were proposed and evaluated using simulation,
mathematical models, and real experiments.

This thesis aims to improve the energy efficiency of machine-to-machine

Next, the overall research motivations of this thesis are presented followed by
the detailing of the proposed objectives and contributions, as well as the thesis
outline.

1.1 Background and Motivation

In the last years, all the electronic equipment keeps getting smaller, more power-
ful and less expensive. This trend towards miniaturization is a process that has
been continuing for decades. The semiconductor industry has not only led to
the miniaturization of transistors but also other areas of electronics, including
sensors, transducers, actuators, communication modules, satellite transceivers
and antennas. Now, several very small components are available on the market
with an affordable price due to the large demand for these products. Running in
parallel with this trend, communication networks have provided a huge range of
technologies to interconnect the devices. There are technologies for all types of
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distances, energy consumption, mobility and bandwidth. Special attention has
been placed on wireless technologies, since they ensure ease of deployment, the
mobility of the devices and reduced costs.

This context of cheaper, more powerful devices and low-cost wireless network
connectivity drove to the concept of Machine-to-Machine (M2M). M2M can be
defined as the technology that is able to provide remote control for a large num-
ber of devices with little or no human intervention [Zhang et al., 2011b].

The market regards M2M communication as a key technology that is able to
reach a huge new market, since the traditional Human-to-Human (H2H) market
is showing signs of saturation. While the mobile data rates are predicted to
double annually, the average H2H market revenue per user is likely to remain
fixed [Marsch et al., 2012]. To date, there are about 8 billion mobile devices,
including mobile phones and M2M devices [Cisco, 2016]. This number is expec-
ted to grow, since the number of connected devices in the world is expected to
be 20 billion in the end of 2020 [Xia et al., 2017]. In the light of this, there is a
great expectation that M2M will create a new market for device manufacturers,
application developers and mobile network operators.

With the aid of M2M technology, transport systems (e.g. railways, highways
and bridges) can be monitored with a large number of devices, since deploying
multiple sensors in a monitoring system is no longer cost prohibitive. Moreover,
implanting devices equipped with multiple sensors and actuators has become
much more practical, in view of the low costs and reduced sensor sizes. Having
these characteristics, the M2M data traffic is composed of multiple types with
heterogeneous requirements [Taleb and Kunz, 2012].

Machine-to-Machine does not only refer to a large number of devices, it also
involves numerous applications and data-consumer entities. Using a service
platform (middleware) multiple applications and entities are able to request
data from M2M devices. The middleware layer promotes the necessary inter-
operability between many stakeholders, and it reduces the costs with software
development [Zhang et al., 2010]. With the aid of middleware service layer,
multiple M2M data-consumers can request data from the M2M devices, concur-
rently. The responses to these data requests are frequently produced by groups
of M2M devices that satisfy the data-consumers criteria (e.g. geographic loca-
tion and data-type). So, it is necessary to perform and manage concurrent data
gathering involving groups of devices in machine-to-machine systems.

The success of M2M systems can only be assured by having mechanisms that are
able to improve the energy efficiency of M2M group communications. To achieve
this, special attention has been given to the transceiver, as it is a component
that most consume energy. It is a consensus that to improve energy efficiency,
the actions (sniff, idle, receive and transmit) of the device’s radio must be kept
to a minimum and the sleep or the low power state must be prolonged. A
manner to use the transceiver at minimum is to regulate the amount of traffic
communicated by the group of nodes.

Under the aforementioned aspects, M2M communication has to employ mech-
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anisms to regulate the amount of data transmitted. In this direction, data
aggregation approaches have emerged as important mechanisms for group com-
munication. It is able to summarize the data traffic, reduce the volume of data
communicated, and minimize the communication overhead. In general, data
aggregation is based on the premise that a set of nodes produce correlated data
[Fasolo et al., 2007]. This premise is true if there is a group of nodes sensing
the same particular environment or phenomenon, which is the case of group
communication in M2M scenarios.

In view of the fact that data gathered from the group has some level of re-
dundancy, data aggregation can extract the neighboring-data along the route
and apply a summary function to reduce the amount of data [Fasolo et al.,
2007]. Routing functionalities are needed to execute the data aggregation over
the network, since routing influences the points of aggregation and determines
the network flows. In addition to the points of aggregation, data aggregation
mechanisms must coordinate the amount of data on transmissions, by defining
an aggregation level. Otherwise, congestion or inefficient use of energy may
occur.

A number of different solutions have been proposed to address energy efficiency
in general M2M communication. Several of these proposals are reviewed and
summarised in Chapter 3. However, the literature review shows that there are
important open issues to be solved specifically in M2M group communication. To
fill these gaps, this thesis proposes, discusses and evaluates group communication
mechanisms able to improve the energy efficiency by regulating the network
traffic and reducing the communication overhead.

1.2 Objectives and Contributions

The main goal of this thesis is to improve energy efficiency of machine-to-
machine group communication. As the definition of energy efficiency is broad,
special attention should be given for traditional battery-powered with limited
energy resources and renewable scenarios. In battery-powered scenarios, the
nodes have a fixed amount of energy, and the network lifetime is the main per-
formance metric to be maximized. In the other case, in renewable scenarios,
nodes can recharge their reserves, so their spent of energy must be controlled
to achieve sustainable consumption, which means to avoid battery depletion or
overflow.

This thesis contains an in depth literature review related to machine-to-machine
group communication and energy efficiency. Besides, it follows a research direc-
tion able to mitigate relevant open issues in this field. The proposed mechanisms
for machine-to-machine group communication were implemented and evaluated
using distinct methodologies, such as simulation, mathematical models, and
testbed experimentation.

The specific goals of this thesis are as follows:
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Goal 1 - Define a generic approach suitable and adaptable for machine-to-
machine group communication to eliminate data redundancy and reduce
overhead;

Goal 2 - Propose a set of group communication mechanisms that aims to im-
prove the energy efficiency in traditional battery-powered devices with
fixed energy budget and renewable energy sources;

Goal 3 - Study the performance of the proposed mechanisms.

Taking into consideration the specific goals, this thesis has produced the follow-
ing contributions:

Contribution 1, A generic approach for M2M group communication

This contribution is related to the proposal of a generic approach suitable
to improve M2M group communication. The proposed approach applies
two distinct types of processing functions on the group traffic to enable
less overhead and eliminate data redundancy. This approach, Two Tier
Aggregation, is flexible enough to be used on different group communic-
ation scenarios and allows the groups to have particular communication
settings. All the mechanisms and models presented in Chapter 4 benefit
from this contribution, which is shown in Section 4.2;

Contribution 2, Heuristics to prolong the network lifetime

Routing heuristics play an essential role in the performance of the pro-
posed Two Tier Aggregation. The heuristic decides aspects related to
the points of aggregation and how traffic will flow over the network.
The proposed heuristics are tree-based solutions that find compatible
groups to reduce the overhead and eliminate the data redundancy. This
contribution is presented in Section 4.3;

Contribution 3, Model formulation for network lifetime maximization

The formulation of mathematical models is a powerful technique able to
find the optimal solution for a given problem. Even though the computa-
tion cost to find the optimal solution is too high to be implemented, the
optimal solution is important for the study of a problem because it defines
an upper bound. In this case the network lifetime upper bound was
obtained using Integer Linear Programming and allowed the comparison
between the optimal and the heuristics solutions. This contribution is
introduced in Section 4.4;

Contribution 4, Prototyping and testbed experimentation

This contribution is related to the implementation and evaluation of the
main proposed functionalities in real devices. The experimentation using
prototypes and real environments poses several challenges not commonly
considered in simulation or mathematical models. Using real devices,
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it is possible to have a realistic notion of the gains and limitations of
the proposed procedures. The conducted testbed experimentation was
focused on measuring the energy consumption, testing basic cases and
analyzing the impact the aggregation procedures have on the energy.
This contribution is detailed in Section 4.5;

Contribution 5, Mechanisms for energy sustainable operation

Mechanisms were proposed to keep in sustainable operation devices with
energy recharging sources. The focus of these mechanisms was to
regulate the amount of traffic flowing through a node using dynamic
data aggregation procedures. In the first proposed mechanism, each node
regulates autonomously its traffic using as main parameter the residual
energy in the reserve. In the second mechanism, each node decides the
amount of traffic by knowing the minimum energy level in the path. This
contribution is presented in Sections 5.2 and 5.3;

Contribution 6, Adaptation and extension of standard M2M protocol stack

There are several systems and platforms to facilitate implementation
and support the solution embedding on real devices. However, some of
these systems implement their own protocol stack or do not give access
to the source code. Instead of using proprietary set of protocols, the
standard M2M protocol stack was adapted and extended to promote the
convergence and the advance of the M2M protocols in energy harvesting
scenarios. This contribution is presented in Section 5.3.3.

The next section shows the outline of the thesis.

1.3 Thesis Outline

The reminder of this thesis is organized in five chapters, as described below.

Chapter 2 - Machine-to-Machine Environments

This chapter introduces the main concepts and covers a set of background
notions necessary for the understanding of the literature review and the
proposed solutions. The emphasis of this chapter is to study machine-
to-machine applications, the different types of communication, and the
network architecture. This chapter also presents technologies related to
group communication in M2M environments, such as the Constrained
Application Protocol and the IPv6 Routing Protocol for Low-Power and
Lossy Networks. This chapter also details the general challenges and also
presents specific machine-to-machine scenarios. The specific scenarios are
important to narrow the scope of the research and were used as base to
identify and list a set of communication requirements;

Chapter 3 - Related Work
This chapter presents a state-of-the-art study conducted to analyze the
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current solutions most suitable to fulfill the listed communication require-
ments. The final outcome of this chapter is the identification of open
research issues, which serves as research direction for the design of the
proposed solutions;

Chapter 4 - Mechanisms for Energy Efficiency in M2M Group Communication

This chapter proposes a generic approach, called Two Tier Aggregation,
to improve the energy efficiency of machine-to-machine group communic-
ation. In addition, this chapter proposes and assesses two mechanisms
that apply Two Tier Aggregation on heterogeneous group communication
applications. The first mechanism, named Data Aggregation for Multiple
Groups (DAMiG), computes independent trees to communicate and
aggregate the internal and the external group traffic. The second
mechanism, named Two-Tier Aggregation for Multi-target Applications
(TTAMA), computes a spanning tree including all active groups and then
prunes the unnecessary nodes. This chapter also shows the formulation
of a mathematical model able to find the maximum network lifetime
of the Two Tier Aggregation approach. A performance comparison is
made between the proposed mechanisms and optimal and near-optimal
solutions. Protopying and testbed experiments are also described in this
chapter, including the measurements aiming to find the effective amount
of energy the proposed aggregation procedures saves;

Chapter 5 - Dynamic Data Aggregation in Replenishable Energy Environ-

ments
This chapter proposes and evaluates two mechanisms that use data ag-
gregation procedures to regulate the energy consumption, seeking to
maintain the nodes in neutral operation. The first mechanism, Data
Aggregation for energy harVesting NETworks (DAV-NET), uses the
residual energy on the battery to define an aggregation level. The second
mechanism, Routing and Aggregation for Minimum Energy (RAME),
follows a similar idea, but it uses the minimum residual energy in the
path to determine the amount of data to be aggregated. In comparison to
DAV-NET, RAME is a much more comprehensive solution since it focus
on keeping at neutral operation the nodes with minimum energy reserves.
Besides, it adapted and extended the standard protocols Constrained
Application Protocol (CoAP) and IPv6 Routing Protocol for Low-Power
and Lossy Networks (RPL);

Chapter 6 - Conclusion and Future Works
This chapter presents the final remarks and conclusions taken from this
thesis, as well as the research directions for future works.

The next chapter presents the fundamentals and background concepts related
to machine-to-machine communication.
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several fields and have driven the emergence of a new era of smart

applications. This chapter explores important topics of machine-to-
machine environments, including the aspects related to scenarios, applications,
network architecture, data traffic, and technologies.

Machine—to—MaChine communications have presented a large growth on

2.1 Introduction

Machine-to-machine systems have brought great potential opportunities for
designing monitoring and remote control applications. It is seen as a key tech-
nology to connect the huge number of embedded devices, which is increasing
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tremendously, and to accelerate the development of numerous innovative ap-
plications. Most part of the academic community agrees with the following
broad definition for machine-to-machine: “M2M refers to a system formed by a
large number of low-power and low-cost embedded devices sharing information
and making collaborative decisions with little or no human intervention” [Zhao
et al., 2017].

For an understanding of machine-to-machine environments, Figure 2.1 shows the
continuous workflow performed by a generic M2M system. The first task that
must be performed by the M2M devices is Data Capture Task (DCT), which
involves collecting data from the real world. Examples of electronic sensors that
carry out this task are: temperature, humidity and flow measurement.

After the DCT, the machines must perform the Processing and Decision Task
(PDT). This task requires powerful computational capabilities to handle the
data acquired, and support decision-making functionalities.

M2M systems have devices able to depict messages and execute actions. This
task is called Message and Actuation Task (MAT) and its purpose is to provide
the environment with system responses. These responses might be alerts, in-
formation, messages, commands or important events for actuators. The MAT
is the output of the M2M system and its destination might be humans and/or
machines.

Data Capture Task (DCT) |
NN
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Figure 2.1: Basic M2M Workflow Tasks.

The M2M system becomes more complex when these three basic tasks are ar-
ranged in a distributed fashion. In the light of the distributed execution of these
tasks, the following classes of machines emerge in the M2M system:

¢« Pure DCT machines: Devices only equipped with the necessary hard-
ware/software to sense the environment.

e Pure PDT machines: Devices able to compute the data and choose the
appropriate action based on a set of rules or policies.
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¢ Pure MAT machines: Devices that have the resources necessary to
perform some automated actions and/or display alerts/messages.

« Hybrid MAT/DCT machines: Devices able to act either as a sensor
or actuator/informant.

Figure 2.2 depicts these distributed arrangements of functionalities and the set
of machines with different capabilities. It should be noted that some of the
PDT machines might have different levels of resources (e.g. computing power,
memory and power supply) and might be deployed at distinct distances from
the other machines.
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Figure 2.2: Types of devices in M2M environments.

In the current stages of M2M systems, the typical system architecture is com-
posed of machines with MAT and/or DCT capabilities remotely connected to
centralized PDT machines. However this architecture has been extended to scen-
arios involving machines with multiple functionalities (MAT/DCT) that com-
municate with PDT functionalities distributed over several devices [Mehmood
et al., 2017].

Important notions to be extracted from the machine-to-machine systems are: (i)
M2M systems are composed of devices with very distinct hardware and software
capabilities; and (ii) M2M devices perform their functionalities in a distributed
and complementary fashion.

The remainder of this chapter presents and further discusses the main concepts
of machine-to-machine communication. Section 2.2 presents the scenarios of
applications, the types of data traffic, and the network architecture. Section
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2.3 details important standards defined for M2M communication. Section 2.4
introduces the main research challenges in M2M communications.

2.2 Machine-to-Machine Communication

After studying M2M systems from a high level perspective, it is important to
describe and show the characteristics of some M2M applications, since the M2M
systems have the potential to be applied to several scenarios.

2.2.1 Scenarios and Applications

Many companies and industries are still exploring M2M scenarios and applica-
tions. The descriptions of the main M2M scenarios and applications are provided
below.

e Smart Grid and Smart Metering: The aim of smart metering is to
measure the consumption of the utilities, control the assets, enhance the
performance of the system and provide security. It is also designed to
reduce operational, maintenance and system planning costs [Ghavimi and
Chen, 2015]. Smart metering is also used to monitor and control drills,
wells and pipelines. Some of these facilities are characterized as inaccess-
ible, and M2M communication becomes a viable option to monitor the
extraction, transport and distribution of oil, gas, electricity and water.

o Automotive: The automotive market has attracted many stakeholders
(e.g. automotive consumers, manufacturers and providers of automotive
services). Most of the manufacturers are involved in the creation of ap-
plications, for instance, safety and collision avoidance, traffic management
infrastructure systems, vehicle telematics, in-car entertainment and inter-
net services [Booysen et al., 2012]. In the M2M automotive scenarios,
the driver is able to obtain information about traffic, accidents, natural
disasters, climatic conditions, route assistance and Internet access. By
having access to mechanical reports, the automobile manufacturers are
able to make progress in the research and development of new technolo-
gies to further improve efficiency, increase driver satisfaction and provide
environmental benefits.

e Health: Healthcare applications enables data collection about the body
condition (e.g. blood pressure, body temperature, heart rate, weight and
body locations) via body sensors. The basic idea of Healthcare applica-
tions is to forward the data gathered from the patients to clinical centers,
where the physical indicators can be handled through remote monitoring.
The analysis by the appropriate professionals allows the patients to be
given better treatment or some feedback which is useful, for instance, for
better fitness activities.

— 10 —
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Smart Cities: Currently, cities need to have a better infrastructure and
resource management. This has emerged from the trend toward greater
urbanization, as well as population growth and the need for environmental
sustainability. City monitoring is a scenario, in which the M2M system
encourages the integration of private and public services. The data collec-
ted by the M2M communication system could be used to plan the supply
of new resources, manage current services (e.g. public transport informa-
tion and traffic control) and implement services (e.g. police operations in
strategic locations).

Monitoring and Control of Objects: Keeping track of objects and/or
animals is also an important field for M2M applications. A lot of com-
panies and people are interested in keeping track of their possessions. The
M2M system can provide a comprehensive view of the state of their assets
so that they can take action when necessary. In many situations, com-
panies are interested in carefully controlling their properties by means of
remote monitoring. For instance, in a rural area, horses could be mon-
itored (e.g. their position, health conditions and the temperature of the
herd). In an urban area, the M2M monitoring applications could be used
against burglary or for alerting a distributor when a vending machine is
out of drinks or the maintenance staff when an air-conditioning unit has
a malfunction.

Table 2.1 summarizes the major areas of M2M and gives some examples of
specific applications.

Table 2.1: M2M Major Areas and Specific Applications (adapted from [Pandey

et al., 2011]).
Major Areas Specific Applications
Automotive Failures calls, stolen vehicle tracking, remote diagnosis, in-

surance services, fleet management, emission control, toll
payment, road safety and navigation

Smart Metering

Management of electricity distribution network, meter read-
ing communication, management of power quality and out-
age, tariff setting and payment, theft protection

City monitoring

Traffic low management, passenger information system, dy-
namic traffic light control, surveillance and security

Healthcare

Monitoring of patients’ health and fitness, triggering alarms
in critical conditions, remote control of medical treatment

Track and control

Stock monitoring, production line monitoring and theft pro-

(Person/Objects) | tection, identifying faults

The next section presents the existing types of traffic in M2M communica-

tions.
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2.2.2 Data Traffic

Before M2M, the usual Internet traffic was mostly created by people access-
ing information. The advent of M2M communication results in new types of
network traffic. The M2M traffic has emerged in the Internet and there are
expectations that there will be a much larger number of smart devices that need
to be supported in the Internet than the traditional computers used at present
[Beale and Morioka, 2011].

Traditional Internet services, such as, web-browsing, file downloading and web-
mail, are characterized by large blocks of data. On the other hand, M2M com-
munication is characterized by having a wide variation of traffic characteristics
[Lioumpas et al., 2011]. For instance, some M2M applications generate infre-
quent and delay-tolerant packets (e.g. smart metering and parking metering),
while other M2M applications require real-time transmission (e.g. video surveil-
lance). Also, there is periodic and event-based traffic.

On the basis of the Technical Report T'S 22.386 drawn up by the 3GPP [(3GPP),
2010], the main characteristics of M2M traffic are listed as follows.

¢ Time controlled: M2M data delivery only during predefined time inter-
vals.

e Time tolerant: This is the data which does not have delay requirements.

¢ Infrequent transmission: This refers to data that is hardly ever gener-
ated.

e« Small data transmissions: It is the feature related to the applications
that only communicate small amount of data.

« Mobile originated: This is the data generated in mobile situations.

e Low mobility: It is the communication generated by devices that rarely
move or only move within a certain geographic area.

« Events/entities: Monitoring events related to particular M2M devices.

o Priority alarm: This is the communication caused by the occurrence of
special events or situations.

e Group Based Communication: This is the communication involving
a set of M2M devices.

e Two-Way: It is important to notice that M2M communication involves
two-way (forward and backward) communication, and each of them have
distinct latency requirements to be satisfied.

e Multiple Data-Type: In general, each M2M application communic-
ates more than a single data-type. This is because the M2M devices are
equipped with multiple sensors, and some of the traffic characteristics are
related to mobility, frequency, amount of data, delay tolerance, priority
and the number of devices involved in the communication.
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The generation of a particular type of data traffic depends on the characterist-
ics and implementation of the applications. For example, a heart monitoring
application could be implemented to communicate the health reports at regu-
lar time intervals or when some emergency situation occurs. In the case of the
former, the application requires continuous monitoring, which means the data
traffic can be characterized as time controlled. In the case of the latter, the ap-
plication only generates the notification when an emergency event is detected,
so it produces priority alarm traffic.

The study of types of traffic produced by M2M devices is useful to understand
the network architecture, which is the subject of the following section.

2.2.3 Network Architecture

The combination of wired and wireless network technologies may result in several
variants of network architectures able to provide communication for the M2M
systems. By integrating network technologies, some solutions ([Mehmood et al.,
2017] and [Ghavimi and Chen, 2015]) have shown a Heterogeneous Hierarchical
Architecture (HHA).

As can be observed in Figure 2.3, the lowest layer is the M2M Capillary Network,
which is formed of M2M Devices and M2M Gateways [Ashrafuzzaman and Fa-
pojuwo, 2018]. These devices can be connected via Bluetooth [Bluetooth, 2001],
Zigbee [Alliance, 2006], or IEEE 802.15.4, which run on the 2.4 GHz band.

The M2M Devices are designed to maintain low cost per unit, allowing the de-
ployment of a large number of units. In addition, the hardware capabilities of the
M2M Devices are restricted in terms of Central Unit Processing (CPU), battery
autonomy and memory. This limited hardware capacity imposes severe restric-
tions on the functionalities carried out by M2M Devices. In general, they have
low transmission rates and perform simple operations (e.g. sensor or switches
off/on). In contrast with M2M Devices, most M2M Gateways have a constant
energy supply and robust hardware.

The M2M Access Network Layer is the communication system that provides
Internet connection (Core Networks) to the M2M Gateways. Examples of M2M
Access Network technologies are: Ethernet, Wi-Fi [Alliance, 2007], Asymmetric
Digital Subscriber Line (ADSL) [Standard, 1998], Long Term Evolution (LTE)
[Access, 2007] and Worldwide Interoperability for Microwave Access (WiMAX)
[Group et al., 2004].

By means of M2M Gateways, the Hierarchical Heterogeneous Architecture re-
duces the number of machines that are directly connected, as well as the traffic
load and the number of subscribers over the Access Network Layer. M2M Gate-
way nodes must forward the data from M2M Devices to the Access Network
Layer and vice-versa, by supporting connections between both layers [Naeem
et al., 2017]. For instance, when an external node needs to contact a M2M
Device that is attached to a M2M Gateway, this external node must first con-
tact the appropriate M2M Gateway, and then, the M2M Gateway is able to

— 13 —
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Figure 2.3: Network Architecture of M2M Communication.

establish a connection with the particular M2M Device. This means that the
M2M Gateway can act as a proxy, by providing a service of remote access [Ishaq
et al., 2016].

The M2M Platform and Application layers are at the top of the HHA. These
layers are the destination of the information collected by the nodes. The M2M
Platform and Application Layer are usually hosted in the Backend Servers and
equipped with powerful hardware resources that are able to process a large
number of transactions [Matoba et al., 2011].

The M2M platform (also called middleware) can be defined as a software layer
that enables M2M applications to access their devices by using a common set of
services. The wide range of devices in terms of capabilities, software complexity
and costs, and the necessary interoperability between many stakeholders, have
resulted in the adoption of a M2M middleware [Zhang et al., 2010]. This adop-
tion enables the interaction of different applications from different stakeholders
and reduces the programming costs.

The next section details some standards defined for machine-to-machine commu-
nications that will be mentioned in the remaining chapters of this thesis.
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2.3 Standards Related to M2M Communication

The Internet Engineering Task Force (IETF) is one of the leading institutions
aiming to define standards and protocols for machine-to-machine communic-
ation. IETF has created working groups to address different aspects in this
field. Omne working group is the Routing in Low Power and Lossy networks
(ROLL), which addresses all the routing aspects. Other working group, called
Constrained RESTful EnviRonments (CoRE), was established to make progress
on a framework that enables embedded web for constrained M2M devices.

The next section details the Constrained Application Protocol (CoAP), which
is the resulting protocol from the CORE working group.

2.3.1 Constrained Application Protocol

Many internet applications depend on the Web architecture and use the Hy-
pertext Transfer Protocol (HTTP) [Fielding et al., 1999]. Due to the success
of HTTP, the Constrained Application Protocol (CoAP) [Shelby et al., 2014]
is a lightweight application protocol inspired on the HTTP, but designed for
M2M devices with low energy and computation resources. CoAP is based on
the Representational State Transfer (REST) architecture, which identifies the
information resources by Uniform Resource Identifier (URI).

The interaction model used by CoAP is based on the client and server paradigm,
where a client requests an action on a resource located at the server. The CoAP
messages can be Confirmable (CON), Non-confirmable (NON), Acknowledge-
ment (ACK) and Reset (RST).

Confirmable messages implement a retransmission mechanism using a default
timeout and exponential back-off until an Acknowledgement message is received.
The confirmable message are implemented because CoAP assumes the unreli-
ability of the transport layer, for instance User Datagram Protocol (UDP). Ad-
ditionally, the option of Non-Confirmable is also provided for applications that
do not require reliable communication.

Each CoAP message carries a Message ID and Token in the header, as depicts
Figure 2.4. The Message ID is a 16-bit code that is used to detect duplicated
messages, while the token is a sequence of 0 to 8 bytes that is used to match a
response with a request. Every request carries a client-generated token that the
server must echo (without modification).

Another field in the CoAP header is the Code. It is a 8-bit unsigned integer,
in which the first 3-bits are used to identify the class and the remaining 5-bits
determine the details. The classes defined so far are: request (0), a success
response (2), a client error response (4), and a server error response (5).

The main code values in request and response messages are presented in Table
2.2.
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Figure 2.4: CoAP message fields.

Table 2.2: Codes in CoAP messages.

Type Code | Name

001 | GET
Request | 0:02_| POST
4 003 | PUT

0.04 DELETE

2.01 Created

2.02 Deleted

2.03 Valid

2.04 Changed

2.05 Content

4.00 Bad Request

4.01 Unauthorized

4.02 Bad Option

4.03 Forbidden

4.04 Not Found

Response | 4.05 Method Not Allowed
4.06 Not Acceptable

4.12 Precondition Failed

4.13 Request Entity Too Large
4.15 Unsupported Content-Format
5.00 Internal Server Error
5.01 Not Implemented

5.02 Bad Gateway

5.03 Service Unavailable

5.04 Gateway Timeout

5.05 Proxying Not Supported

Next, the Observe and Group-Communication options of a CoAP request mes-
sage are detailed.

2.3.1.1 Observe

The Observe option of CoAP request gives the capability to receive periodically
data updates of a data resource located in a CoAP server. Using this option,
CoAP clients do not send a CoAP GET request frequently for the same data
resource. Instead, with a single Observe GET request, the client subscribes for

16 —



CHAPTER 2. MACHINE-TO-MACHINE ENVIRONMENTS

a particular data resource.

The Observe option is important for M2M communication, since it avoids re-
peated requests for the same data resource. Besides, it allows the execution of
an asynchronous communication model, since the server updates the client every
time the Observed data has filled a criteria.

Next, other important CoAP option, group communication, is described.

2.3.1.2 Group Communication

A particular scenario for CoAP is when a client wants to communicate to a
group of server nodes. In this case, information must be sent to or received from
a group of devices, allowing a single CoAP client to get or send simultaneously
data resources from or to multiple CoAP servers.

CoAP is designed to support group communication to improve efficiency. A
CoAP group is defined as a set of CoAP endpoints, where an endpoint is an
entity participating in the communication as client or server.

A CoAP server is allowed to belong to multiple groups and group membership
of a node may dynamically change over time. Originally, the CoAP standard
defines that the CoAP groups can be reached through group’s associated IP
multicast address. However, the individual response by each group member to
a CoAP group communication request is always sent back as unicast.

The next section presents another protocol produced by the IETF, the RPL
protocol.

2.3.2 Routing Protocol for Low-Power and Lossy Networks

The reduced energy and hardware resources of M2M devices creates a network
characterized by high loss rates, low range, low data rates, and link instability.
In this context, the Internet Engineering Task Force has maintained the Routing
Over Low power and Lossy networks (ROLL) working group since 2008. To meet
the requirements of the Low Power and Lossy Networks ROLL has developed
the IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL).

The special focus of RPL is on multipoint-to-point communication where mul-
tiple devices send traffic toward a central point, and vice-versa (i.e. point-to-
multipoint). The central point is also called sink node and most of the times
it acts as Gateway. RPL creates and maintains a tree topology, named Des-
tination Oriented Directed Acyclic Graph (DODAG), rooted at the Gateway.
Multiple instances of RPL can coexist in the network and multiple DODAGs
can be constructed in each instance, but a node belongs to a single DODAG for
each RPL instance it joined.

The idea of multiple RPL instances comes from the necessity of optimizing
the network paths for different objectives. The same network nodes can run
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Figure 2.5: RPL DODAG tree.

simultaneously two or more RPL instances to serve a performance criteria, given
by the Objective Function. For instance, one RPL instance seeks to reduce the
latency while another aims to reduce the energy consumption.

In RPL, the main mechanism to detect and avoid loops in the routes is Rank. It
is a scalar representation of the node in the DODAG. Although the exact calcu-
lation of the Rank is specified by the Objective Function, the general principle
of Rank is a metric that reveals the node’s individual position relative to other
nodes taking the root as reference. The Rank value must monotonically decrease
as a route is made in the DODAG tree towards the root. In the other case, the
Rank must monotonically increase going from the root to the nodes.

As shown in Figure 2.5, RPL distinguishes Upward and Downward traffic ac-
cording to the direction the messages travels. Being more specifically, Downward
is the term used to indicate that the communication is going from the root to
the nodes, and Upward indicates that information is flowing from the nodes to
the root.

The DODAG tree is created in a distributed way. The process initiates with the
announcement of a new DODAG, to which the nodes can join. When a new node
join the DODAG, it must provide at least one parent node as a default route
towards the root. A parent of a node is defined as one of the immediate successors
of the node on a path towards the root. A node that has not all the resources
necessary to act as parent may join the DODAG as leaf node. To find the parent
towards the root and also to enable the communication between the root to the
nodes, RPL exchanges frequently three types of control messages:

« DODAG Information Object (DIO): Message that contains inform-
ation that makes a RPL Instance discoverable. This message carries the
RPL instance ID, DODAG ID, Mode of Operation, Rank of the sending
node, Metric Container, Routing Information, and DODAG Configura-
tion.
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« DODAG Information Solicitation (DIS): This message has the
simple objective to solicit a DIO from a RPL node. A node also may
use DIS to probe its neighborhood for nearby DODAGs.

o Destination Advertisement Object (DAO): This message is used to
propagate destination information Upward along the DODAG. It means
that this message is used to support Downward routes.

The only manner a node can join to a DODAG tree is using information con-
tained in DIO messages. Due to this reason DIO messages carry more informa-
tion than other RPL messages. The DAO message also propagates RPL routing
information, but it contains Upward route information which is valid only to
members of the same DODAG.

RPL defines some modes of operation, which are related to the type of support
it gives to the Downward routes: (i) Non-storing mode: No Downward routes
are maintained by the regular nodes, which means that the information flows
from the nodes to the root and only the root stores the routing table entries
for destinations found by DAO messages; and (ii) Storing mode: all nodes,
except root and leaves, store routing table entries for destinations learned from

DAO.

Regarding the RPL mode of operation, when a node joins a DODAG, it must
accept the operation mode defined by the root. In case a node does not support
the selected operation mode, it joins the DODAG as a leaf node, which means
that it cannot be parent of any other node in the DODAG tree.

The next section presents the challenges in Machine-to-Machine communica-
tion.

2.4 Challenges in Machine-to-Machine
Communication

Several reports predict a huge growth for the M2M market in terms of devices
and connectivity. It is estimated that the number of smart-metering devices per
cell in a typical city will be tens of thousands [Akpakwu et al., 2018]. However,
with this potential introduces additional obstacles. Thus, the success of M2M
communication depends on the development of approaches able to tackle major
challenges in business and in academic research.

One important business barrier for M2M success is the adoption of standard
protocols and technologies. Without the insertion of standards in the market,
different stakeholders cannot interplay easily. Low monetary cost per device unit
is another business demand for M2M environments. The affordable price of the
devices is essential to deploy hundreds of M2M devices on large areas.

Research challenges in machine-to-machine aim to improve the performance by
providing new approaches to increase the energy efficiency, or provide more
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manageability or to support scalability of the network. Given the vast range
of M2M applications, there are several research challenges. Some of them are
relevant for this thesis, such as: energy efficiency, group communication, and
traffic congestion in heterogeneous dense networks.

The next section gives an overview of the most relevant challenges related to
this thesis.

2.4.1 Relevant Challenges

With regard to research challenges in M2M communication, many aspects must
be investigated. The most relevant research challenges are shown in the next
sections.

2.4.1.1 Energy Efficiency

The amount of energy resource available for the nodes is a factor that impacts
the restrictions of M2M devices. As the energy is resource essential for all
hardware components, M2M devices powered by small batteries must not be
equipped with high consumption circuits, even though its cost may be low.
Thus, energy consumption has effects on diverse system aspects, such as com-
munication reliability, rate of data exchange, circuits design, and other hardware
constraints.

To efficiently use the energy resource is a challenge in M2M communication,
but the energy efficiency can admit different meanings depending on the energy
sources the nodes have. In general, the nodes can have limited or replenishable
energy resources. These cases are detailed next.

Battery-Powered

Typically, the M2M devices acting as sensor or actuators are powered by small
batteries. A small energy reserve contributes for the low-cost of the devices and
makes the deployment of a large number of nodes easier. In these scenarios, the
energy efficiency challenge is tackled when the devices save the energy resources
as much as possible. Or, in case of connected devices communicating cooperat-
ively (e.g. relay and forward nodes), energy efficiency is achieved maximizing
the network lifetime, which is a measurement related to the full operational time
of the network [Azari and Miao, 2017].

Energy Harvesting

Some M2M devices have manners to collect energy from the ambient (e.g. solar,
wind, acoustic, and vibration [Sudevalayam and Kulkarni, 2011]), which means
that their energy resources are replenishable. So, not all M2M devices must
minimize the energy consumption at all time. For these devices, energy efficiency
means to use the amount of available energy at a rate that avoids energy waste
and depletion [Ozel et al., 2015]. Theoretically, at an optimal consumption rate,
the device can maintain its operation indefinitely, assuming the ambient can
provide energy to be harvested [He et al., 2015]. This optimal operation is also
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called neutral operation or self-sustainable operation and guarantees that the
remaining energy on the battery is maintained at a desirable interval.

Next, the group communication challenge is detailed.

2.4.1.2 Group Communication

Most M2M applications, such as smart-metering and city-monitoring, involve a
large number of devices. These devices, when connected, form a network that
must be manageable. In practice, the management of M2M device involves
firmware updates, anomaly detection, and storage of hardware information and
reachable addresses. To reduce the complexity of the management operation,
many of the management tasks must be executed in groups of devices [Ghavimi
and Chen, 2015].

Groups or clusters can be formed according to the similarity of the devices or
data. The possibilities for grouping the devices are vast. One of the examples is
to group the devices that have the same class of sensors located in a given area.
The existing groups allow a client to request data without specifying one-by-one
the addresses of the target devices. Thus, the access for the group becomes
transparent for any client interested on reaching the group.

Continuing the presentations of the challenges, the next section shows the one
related to traffic congestion.

2.4.1.3 Heterogeneous Dense Networks

The straightforward approach to provide connectivity for M2M devices is using
small cells of cellular networks [Ali et al., 2015]. From the network point of
view, this solution is homogeneous, but it is cost-inefficient and it is not suitable
for dense networks. This idea would result in heavy traffic signaling for con-
trolling and managing dense areas of M2M devices, contributing to the network
congestion.

Heterogeneous wireless connectivity is envisioned for M2M communication be-
cause it can be applied to reduce the number of machines connected to the cel-
lular network or other technology. According to this concept, M2M devices are
connected locally using a short or medium range wireless technology, and some
special nodes, called gateways or border-routers, provide external connectivity.
This challenge is to perform cooperative approaches on the network traffic to
reduce the data reaching the gateway. Besides, the cooperative approaches,
executed on the M2M capillary network, should avoid the overhead caused by
several message transmissions containing small size payloads [Boccardi et al.,
2014].

The next section discusses specifics scenarios and communication require-
ments.
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2.4.2 Scenarios and Requirements

M2M communication involves diverse types of applications and its general chal-
lenges are very broad. To facilitate the requirements analysis of M2M commu-
nication, the following sections narrow the scenarios in analysis. Since efficient
energy is transversal for the others challenges, each specific scenario considers
different energy sources. In the first scenario, the nodes are powered by batteries,
while in the second the devices are able to harvest energy.

2.4.2.1 Group Communication over Low Power Networks

A class of M2M scenarios is composed by the applications which clients need
to monitor multiple groups [Teklemariam et al., 2013] and demands periodical
communication from each group [Fadlullah et al., 2011]. Some CoAP options,
observe and group communication, are in accordance with these scenarios. Next,
some practical applications are presented.

Smart Parking and City Monitoring

In the City Monitoring application, see Figure 2.6.a, there are two groups of
devices that can communicate different measurements, such as the levels of car-
bon dioxide emissions and electricity consumption. Each group communicates
and produces a message revealing the measurements every 60 seconds.

Figure 2.6.b illustrates two periodic applications that monitor multiple groups
over the network. In the case of the Smart Parking application [Zanella et al.,
2014], the devices are divided into two groups and are responsible for giv-
ing information about the total number of available parking lots every 30
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(a) City Monitoring. (b) Smart-parking.
Sensors: Luminosity and Electric Current. Sensors: Temperature, and Presence.
Update interval 60 seconds. Update interval 30 seconds.

Figure 2.6: Multiple Group Monitoring.

Building Automation
Another example of group communication, a M2M building automation applic-
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ation must keep track of different geographic areas of the building so that it can
make the appropriate operational decisions. In each building area, a group of
devices must sense a particular target, such as temperature, humidity, light, and
concentration of toxic gases. In this case, the geographic area and the type of
data can be the criteria to define the targets that must be monitored (i.e. target
1=“room temperature 17, target 2="“room humidity 1”7, and target 3="the light
in the room 27).

Based on these applications and on the aforementioned M2M challenges, it is
possible to identify a set of requirements for M2M communication. These aspects
are presented as follows.

1. Eliminate data redundancy: As a group of nodes monitors the same
target, the levels of data redundancy are likely to be high [Al-Karaki et al.,
2009]. Owing to limited resources, data redundancy should be kept to a
minimum to avoid high communication costs and consumption of energy
resources.

2. Minimize overhead: The energy consumed by the control messages
should be kept to a minimum [Lo et al., 2013], since the message payload
is small and frequent in group monitoring [Shafiq et al., 2012]. In prac-
tical situations, the payload content represents only ten percent of the
total message size, but it can cause network congestion [Boccardi et al.,
2014].

3. Support heterogeneous groups: Depending on the requirements of the
clients involved in the group communication, the system should allow each
group to execute its own configuration [Katsaros et al., 2014]. It means
that each group can be configured with an unique setting. The groups
might communicate with a particular periodicity (e.g. every 30 seconds),
maximize a particular resource (e.g. energy), provide a tolerable level of
performance (e.g. maximum delay and loss), and execute some in-network
data processing functions.

The next section shows M2M scenarios where the nodes have the capability of
harvesting energy from the ambient.

2.4.2.2 Energy Harvesting Networks

Another specific area of M2M scenarios is formed by applications that collect
data from nodes able to harvest energy from the environment. Next, two energy
harvesting scenarios are provided.

Smart Greenhouse and Tank monitoring

Figure 2.7.a shows applications where devices measure the luminosity, humid-
ity, pressure and temperature. In the smart greenhouse application, the data
collected from the nodes can be used to control the windows, lights, heaters, or
fans. Besides, the data provided by the nodes is also an important record to
study the growth of the species.
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In the Oil tank monitoring application depicted in Figure 2.7.b, the devices
measure the amount of stored product, the pressure, and the temperature. In
this application, tanks can be filled with diverse elements other than fresh oil,
such as used oil, wasted liquids, or chemical substances.

The information provided by the devices benefits consumers, suppliers and util-
ity distributors. The monitoring enables consumers to make smarter decisions
about how to control this resource, since the supply usage is monitored through-
out the day. In addition, it allows the suppliers to better understand the needs
of the customers, and the distributors have better tools to manage and monitor
their networks.

T
3 -0

Temperature
(a) Smart Greenhouse. (b) Tank Monitoring.
Sensors: Luminosity and humidity. Sensors: Temperature and pressure.

Figure 2.7: Energy Harvesting scenarios.

In both scenarios, the amount of renewable energy offered to the nodes is abund-
ant. In addition, using energy harvesting the batteries last longer, reducing the
maintenance frequency.

Based on the challenges together with these applications description it is pos-
sible to identify a set of desirable functionalities to be executed on the M2M
communication. These aspects are presented as follows.

1. Neutral operation: Neutral Operation or Energy Self-Sufficient are
terms widely used to define energy harvesting efficiency. It means that the
nodes must consume the exact amount of harvested energy [Ozel et al.,
2015]. To maintain the nodes in neutral operation is a requirement because
it guarantees there is no overuse or underuse of the energy on the battery.
Doing so, the network lifetime is prolonged and the energy constraints of
the nodes can be relaxed during the some periods.

2. Overhead minimization: The reduction of control data can impact
positively several performance metrics, such as throughput, loss rate, and
energy. So, it is important to use less control information inside the mes-
sage header.

3. Standard protocol stack: It is important to promote the development
of standard protocols for low-power networks defined by the main standard
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bodies, such as IETF. The improvements made on standard protocols have
the potential of leverage the adoption of this technology by the industry.

The next section summarizes the content presented in this chapter.

2.5 Summary

This chapter presented the basic concepts and definitions regarding machine-
to-machine environments. It began showing the M2M systems are composed
of heterogeneous devices that share information to accomplish smart remote
control.

Section 2.2 detailed the different scenarios and applications, and the types of
traffic produced by machine-to-machine communication. Besides, it discussed
the Heterogeneous Hierarchical Architecture, which is a well-known M2M net-
work architecture.

Section 2.3 outlined the most important standards for the understanding of this
thesis, related to M2M communication. It emphasized the CoAP protocol, show-
ing the observe and group communication options, and the RPL protocol.

Section 2.4 presented a set of specific scenarios and their communication require-
ments. The scenarios addressed in this section were divided into two classes,
traditional battery with limited energy resources and energy harvesting. In the
former, the nodes have severe energy constraints, while in the later, the nodes
can replenish the energy resources from the ambient.

The next chapter introduces the study of the related work.
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Machine communication is a complex task that requires a deep know-
ledge of different concepts, definitions, and specially the proposed solu-
tions in the literature.

To design solutions able to improve relevant aspects of Machine-to-

3.1 Introduction

Keeping in mind the main communication requirements based on specific scen-
arios, this chapter presents a comprehensive literature review. The remainder of
this chapter presents in Section 3.2 the study and analysis of the related works.

97



CHAPTER 3. RELATED WORK

Next, the research directions are identified in Section 3.3. Finally, Section 3.4
presents a summary of the chapter.

3.2 State-of-the-art

The state-of-the-art study present in this section is focused on reviewing the
works able to fulfill totally or partially the communication requirements listed
in section 2.4.2. The literature review begins in the next section presenting the
solutions able to reduce the communication overhead.

3.2.1 Overhead Reduction

Overhead consumes the resources of the nodes transmitting control informa-
tion. This is a problem because it consumes resources of the nodes, such as
energy, bandwidth, and processing. Overhead is caused by entire messages that
contain control information or additional bits introduced in the header of data
messages.

In order to reduce the overhead, Lo et al. [Lo et al., 2013] propose a tunnel-
based solution scheme which merges data units from several nodes destined to
the same tunnel exit-point. This idea avoids repeated headers for the same
source-destination pair. It is possible to be executed because when a device
sends many data to the same destination node, which is located outside the
local network, each protocol involved adds the same header information for
each data unit. In contrast to the classic solution, the implemented tunneling
solution adds General Packet Radio Service Tunneling Protocol User (GTP-
U), UDP and Internet Protocol (IP) headers for several data units. Besides,
the solution is designed to queue low priority data units from different nodes
until the maximum size of tunneling is reached. The evaluation of this proposal
shows a significant overhead reduction on 3rd Generation Partnership Project
(3GPP), such as Long Term Evolution, and IEEE 802.16p [Group et al., 2004]
technologies.

Taleb et al. [Taleb and Kunz, 2012] also aim to reduce the overhead of M2M
communication in cellular networks. The authors of this work show that in
M2M communication there is a large number of signaling messages exchanged
between the devices and the Mobility Management Entity (MME). One of the
main signaling messages is the Tracking Area Updates (TAUs), which is used
by the nodes to notify the base-station about their geographic location. The
proposed solution defines a time window in the base-station to receive a given
number of messages, so all the TAUs received are processed at once. Thus, this

solution reduces the message overhead involved in the communication between
the base-station and the MME.

Kim et al. [Kim et al., 2017] propose an overhead reduction solution in cellu-
lar network, where a concentrator node receives messages from other devices
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and is responsible for relaying the data to the base station. The concentrator
node inserts multiple small packets into a larger packet, reducing the number of
accesses between the nodes and the base station.

Tsitsipis et al. [Tsitsipis et al., 2011] and [Tsitsipis et al., 2012] apply a scheme
to insert multiple data units inside the same message. In addition, this work
focuses on low-power and short-range networks and presents the benefits of the
proposed scheme in terms of energy consumption.

Stasi et. al [Di Stasi et al., 2014] focus on reducing the overhead to improve
the throughput of multiple path mesh networks. The proposed solution finds
queued packets at the MAC layer that can be put together in a single MAC
frame. The execution of this solution is done hop-by-hop, where each hop disas-
sembles the incoming packets and then passes the data to the appropriate layer
which concatenates packets destined to the same next-hop. The performance
evaluation of this proposal shows benefits in terms of throughput in a scenario
where the nodes do not have CPU or energy constraints.

The next section presents the solutions able to reduce the redundancy on the
data communication.

3.2.2 Data Redundancy Elimination

The basic idea of reducing data redundancy is to apply algorithms on the data
collected from the network to eliminate the data similarities, and sometimes
repeated information. The approaches able to reduce the redundancy can be
classified into:

« Data Compression Schemes: These solutions apply compression al-
gorithms on each message to eliminate the redundancy. These schemes do
not impact the accuracy of the collected data, since all compressed data
can be restored without information loss.

o Data Aggregation Schemes: These schemes apply mathematical func-
tions on different messages to reduce the amount of communicated data.
These solutions reduces the accuracy of the data, since part of the redund-
ant information cannot be found in the destination side.

In this thesis, a special focus is given to data aggregation schemes, since it is
capable of reducing the energy consumption.

Data aggregation schemes became popular on constrained wireless networks,
because most of the collected data from nodes is redundant and the final des-
tination is interested on the overall measurement of the nodes. For instance,
a group of nodes monitoring temperature of a room tends to measure similar
values. Applying data aggregation, instead of receiving different messages with
similar temperature, the client receives a single message revealing the average
room temperature.

Data fusion schemes differentiate from data aggregation, because the former
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refers to the process of taking a decision based on the content of one or more
message. For instance, a data fusion solution can be used to gather temperature
and carbon dioxide to decide if a fire is occurring. Thus, data fusion can even-
tually result in data elimination, but its final objective is to produce a decision.
On the other hand, data aggregation schemes do not involve decision taking
procedures, since it uses the message content merely as statistical inputs.

As shown by Jesus et al. [Jesus et al., 2015], the most popular data aggrega-
tion schemes apply simple mathematical functions such as sum, average, min-
imum, maximum and count. These functions are popular because they reveal
the general behavior of the measurements, can be computed distributed over
the nodes, and have the property of taking many input values and producing a
single value.

One of the most representative solutions that applies simple mathematical func-
tions to aggregate data is proposed by Madden et al [Madden et al., 2002]. In
this proposal, users can send queries to the network and receive the aggreg-
ated response. The solution is designed to allow the network to reply SQL-like
queries, which can specify the type of data, the aggregation function, and the
location.

Lin et al. [Lin and Chen, 2017] propose a solution that applies the aforemen-
tioned data aggregation functions on the data while the messages are traveling
from the producer nodes to the destination. Each relay node receives data
from neighbors, aggregates the received and the produced data, and transmit
it to the next node. This cooperative data aggregation execution is also called
in-network aggregation and can be performed in multiple hop communication
scenarios.

A large number of works applies aggregation functions to reduce redundancy and
aggregate data. Many solutions in this field are coupled with energy efficiency
aspects in the routing layer. For that reason, the next section presents routing
solutions able to improve the energy efficiency of the communication.

The next section reviews the routing works designed to improve energy efficiency
of M2M groups.

3.2.3 Routing-Based Solutions for Energy Efficient Group
Communication

Schemes that apply data aggregation or overhead reduction have different en-
ergy efficiency according to the set of paths selected by the routing layer. So,
many works consider data aggregation, but focused on routing strategies to in-
crease the energy performance of the communication. Figure 3.1 shows three
main classes of routing solutions that aim to achieve energy efficiency commu-
nication applying data aggregation or overhead reduction in fixed energy budget
networks. These solutions are divided in heuristics and Mathematical Optimiz-
ation.
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Heuristics is further classified in Tree-based and Cluster-based approaches.
These approaches still are divided in single and multiple group communica-
tion. In single group communication, the mechanisms assume the existence of
homogeneous communication, which means that all network devices have sim-
ilar communication settings. For instance, the whole network communicates
only one data type (e.g., temperature, humidity, light intensity, gas density, or
position), all the geographic areas have the same communication periodicity, or
all devices execute the same aggregation function.

Energy Efficient Communication
in Fixed Energy Budget

Heuristics Mathematical
Optimization

Tree-Based Cluster-Based
Routing Routing

Single Group Multiple Groups
Communication Communication

Single Group Multiple Groups
Communication Communication

Figure 3.1: Literature classification.

In multiple group communication, the network is divided in set of nodes and
each set can have a particular communication setting. The nodes have hetero-
geneous communication features in terms of data type, aggregation function,
or transmission periodicity. The single group communication case becomes a
particular case of multiple group communication.

It is important to highlight that all the works described in this section consider
fixed amount of energy (i.e. non-replenishable battery). In addition, the term
energy efficiency means reducing the energy consumption or maximizing the
network lifetime. Network lifetime is defined as the time interval in which all
the network nodes have enough energy resource to execute their functions [Azari
and Miao, 2017].

The study of the routing solutions starts below, describing the Tree-based solu-
tions for single group communication.

— 31 —
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3.2.3.1 Tree-Based Routing for Single Group Communication

The problem of collecting data from energy constrained nodes has been extens-
ively studied. Some works name as covergecast or many-to-one [Long et al.,
2017] the type of communication where all network nodes send data to central
point. To improve the energy efficiency of this communication type, solutions
have been inspired by Graph Theory to build a tree connecting the network and
to reduce the costs involved in the data gathering process.

The classic tree algorithms are: Minimum Spanning Tree (MST) and Shortest
Path Tree (SPT). Most of the works are based on these algorithms to propose a
tree-based solution able to improve the energy efficiency of the communication.
For the best understanding of these solutions, it is important to define the terms
parent and child. A parent p is the node with A hops to reach the root, while
the child is a node connected to p, which has h 4+ 1 hops to the root.

The solution proposed by Luo et al. [Luo et al., 2011] computes a Shortest Path
Tree (SPT), minimizing the number of children of the nodes with lowest residual
energy. The proposed solution only considers the residual energy remaining in
the receiver because the energy on the sender is constant during the decision.
The link distance between the sender and the receiver is not taken into account,
since all the nodes are deployed in coordinates that equalize the distance of
the neighbouring nodes. Moreover, this work considers a single group, assumes
uniform communication periodicity for all nodes, and all nodes apply aggregation
functions of the collected data.

Kacimi et al. [Kacimi et al., 2013] propose a load balancing traffic heuristic
to improve the network lifetime. The heuristic balances the amount of traffic
on a link, taking into account the transmission power necessary to perform
transmissions on that link. The authors show that load balancing strategies are
efficient to maintain a fair energy consumption among the nodes. In addition,
the work assumes that the nodes are deployed in grid topology and the devices
have equal level of energy. This assumption simplifies the problem of maximizing
the network lifetime because it assures the parent nodes will be the first nodes
to deplete their energy resources, since they will communicate a larger amount
of data.

A relevant solution is the Power Efficient Data gathering and Aggregation
Protocol-Power Aware (PEDAP-PA) [Tan and Kérpeoglu, 2003]. To achieve
maximum network lifetime, PEDAP-PA considers the wireless links as edges of
a graph and assigns a weight to each edge. The weight is associated with the
energy cost involved in the communication of a pair of nodes. PEDAP-PA also
includes in the weight formula the sender residual energy, so the more residual
energy a sender has, the less is the weight. To find the best data aggregation
performance in terms of network lifetime, PEDAP-PA computes the Minimum
Spanning Tree (MST) over a weighted graph. As result, PEDAP-PA shows
better performance than Low Energy Adaptive Clustering Hierarchy (LEACH)
[Heinzelman et al., 2002] and Power-Efficient GAthering in Sensor Information
Systems (PEGASIS) [Lindsey and Raghavendra, 2002], which are well-known
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clustering solutions.

PEDAP-PA has two main drawbacks, (i) the algorithm to estimate a link cost
does not consider the residual energy of the receiver node, and (ii) the weights
are computed every 100 communication rounds regardless the amount of con-
sumed energy. To solve these problems, Energy Efficient Spanning tRee (EESR)
[Hussain and Islam, 2007] proposes a dynamic scheme, which considers the re-
sidual energy of the receiver node, and it recomputes the weights in dynamic
periods. Other PEDAP-PA improvement is presented by Lin et al. [Lin et al.,
2010], providing an algorithm that iteratively removes edges from nodes that
are spending more energy and adds new edges to nodes that are spending less
energy. In addition, Tan et al. [Tan et al., 2011] present the Localized Power-
Efficient Data Aggregation Protocol (L-PEDAP) solution, which is a distributed
version of PEDAP-PA.

Another solution, proposed by Mottola et al. [Mottola and Picco, 2011], called
MUSTER, is designed for single group scenarios with multiple sinks. As these
scenarios involve multiple sources and destinations, it is necessary to compute
a set of trees to enable the communication. MUSTER is a distributed solution,
where each node exchanges control information with the parent candidates to
compute (i) the routing quality and (ii) the expected lifetime of the parent
candidates. The routing quality is calculated for each parent n considering the
reliability of n, the number of paths passing through it, and the number of sinks
it is sending data. The main objective of the solution is to reduce the number
of nodes involved in the communication and maximize the path overlapping to
take advantage of the data aggregation.

Next, the tree-based solutions designed for multiple groups are described.

3.2.3.2 Tree-Based Routing for Multiple Group Communication

Regarding multiple group communication, where each group has a different com-
munication setting, the solution proposed by Xu et al. [Xu et al., 2009] builds a
Shortest Path Tree connecting the nodes and all parent nodes execute aggrega-
tion functions. It starts building the tree with the root, and in each iteration,
it adds the shortest path to the nearest data producer device. The process con-
tinues until all source nodes have been included in the tree. The focus of this
work is to study the latency of the proposed tree, trying to find a communica-
tion scheduler to minimize the latency. Thus, this work does not study how the
proposed tree impacts the network lifetime.

The solution proposed by Li et al. [Li et al., 2006] is designed to aggregate
data from groups that monitor different targets and communicate in accordance
with a particular communication periodicity. This work considers that over time
the groups can become active to produce and communicate data. Otherwise,
the group remains inactive. The solution computes a Minimum Spanning Tree
which includes all devices belonging to active groups, and reduces the number of
links belonging to inactive groups. In this solution, the internal group traffic is
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forwarded to the sink node via the shortest path without applying aggregation
functions or any other scheme to reduce the overhead.

Lee et al. [Lee et al., 2010] propose a framework to enable the network to
perform group-by aggregation queries. The groups are formed according to the
geographic regions. The solution selects a leader node for each group. The traffic
sent from the members to the group leader is routed by a tree. The member
nodes applies a first round of Haar wavelets on the produced data and sends it to
the leader. The leader node receives wavelet coefficients from member nodes and
computes the second round of Haar wavelets. After the group leader compresses
the data, it is sent to a central point.

The next section presents the solutions that use clustering algorithms for single
group communication.

3.2.3.3 Cluster-Based Routing for Single Group Communication

Cluster-based routing has been largely used to improve energy efficiency of low-
power networks. Most the cluster solutions have a scheme to select cluster heads,
which aggregates the data received from the cluster members.

The major part of the cluster-based routing solutions that apply data aggrega-
tion or other overhead reduction scheme considers the network nodes as members
of a single group. Under this idea, the cluster solution can divide the network
using its own metric without considering any existing group defined by the user
or the applications. Besides, in cluster-based solutions, the cluster head is the
main point to perform aggregation or overhead reduction, creating a 3-depth
topology, namely cluster members, cluster head and base-station.

Low-Energy Adaptive Clustering Hierarchy (LEACH) [Handy et al., 2002] is one
of the most popular cluster-based proposals. LEACH selects a new cluster head
periodically and assumes that every node is capable of being a cluster head.
When a cluster head is elected, it broadcasts a message to all the other nodes.
All the cluster members that receive an advertisement must select the sender as
cluster head. When a node receives multiple advertisement, the receiver must
select one cluster head using the signal strength or residual energy. In addition,
LEACH assumes that the cluster heads are able to transmit directly to the sink
node.

The Hybrid Energy-Efficient Distributed clustering approach (HEED) [Younis
and Fahmy, 2004] selects the cluster heads based on the residual energy com-
bined with a parameter that combines the node proximity with its neighbors.
This solution also considers the size of the cluster as a parameter to define the
number of cluster heads in the network and ensures that all nodes have wireless
connectivity.

The next section continues the literature review, showing the cluster-based solu-
tions that consider multiple groups.

34 —



CHAPTER 3. RELATED WORK

3.2.3.4 Cluster-Based Routing for Multiple Group Communication

The solution proposed by Al et al. [Al-Karaki et al., 2009] provides a hierarch-
ical cluster-based approach, called Grid-based Routing and Aggregator Selection
Protocol (GRASS), to find the paths and the points of data aggregations. This
approach considers a scenario where the network nodes are tracking different
targets and for each target there is a particular group of monitoring nodes.
Each group has Local Aggregators (LA) and only the cluster head performs ag-
gregation functions. To perform the aggregation of LA data, a second level of
aggregation is done by the Master Aggregators (MA). The problem is reduced
to finding a set of LA and MA such that the network lifetime is maximized.
The authors provide optimal and near-optimal solutions for this problem. How-
ever, GRASS assumes that all nodes, even the nodes tracking different targets
(different groups), have an uniform group setting (e.g. same period of com-
munication and same aggregation function). Although GRASS considers the
existence of multiple groups, data is aggregated regardless the group where it
was produced.

Considering heterogeneous groups, Choi et al. [Choi and Chung, 2013] propose
a solution to aggregate data from multiple geographic targets. The proposed
solution, called REQUEST™, allows the monitoring of multiple geographic re-
gions defined previously by the user. REQUEST™ is designed to aggregate data
even when the targets overlap, which means that a node is able to monitor more
than one target. REQUEST" builds a cluster-based topology to perform the
aggregation. All the nodes inside a particular target area belong to the same
cluster, and each cluster has a cluster head. This solution computes a tree,
where the root is the cluster head, to define the paths between the regular nodes
and cluster head. This tree is computed to minimize the number of hops for the
intra-cluster traffic.

After presenting the cluster-based solutions, the next section describes the math-
ematical approaches that apply data aggregation or overhead reduction for en-
ergy efficient communication.

3.2.3.5 Mathematical Optimization Approaches

The mathematical models that determine the optimal flow of data have the
benefit of achieving the maximum or minimum objective function, which can
be defined in terms of network lifetime or energy consumption. The optimal
solution becomes a reference or an upper-bound, since the model simplifies many
aspects to make the problem solvable.

One of the disadvantages of optimal solutions is that, in most cases, it is cent-
ralized and requires the full knowledge of the network. In addition, the com-
putation effort required to find the optimal solution is high, mainly when the
problem involves large scale. Some techniques enable the decomposition of the
centralized models into distributed, but they increase largely the complexity of
the solution.
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Among the works that address the problem of maximizing the network lifetime
using data aggregation, Kalpakis et al. [Kalpakis et al., 2003] formulate a Lin-
ear Programming (LP) model to carry this out in single group communication
scenarios. This LP model is one of the most important references for maxim-
izing the network lifetime by means of data aggregation. However, it does not
consider either multiple groups or schemes to promote overhead reduction. In
the model proposed by Kalpakis et al. [Kalpakis et al., 2003], the aggregation
can be carried out without knowing the data producer, which means the LP for-
mulation is based on the single-commodity network flow problem. In the case
of multiple groups, the aggregation is performed by considering each group as a
different data producer, and thus the problem of determining the maximum net-
work lifetime should be addressed on the basis of the multi-commodity network
flow problem.

Hua et al. [Hua and Yum, 2008] generalize the formulation of Kalpakis et al.
[Kalpakis et al., 2003], addressing the problem of maximizing the network life-
time and considering other aggregation operations rather than simple mathem-
atical functions. However, the authors were only concerned with finding efficient
heuristics for single group applications.

Bicakei and Tavli [Bicakei and Tavli, 2010] investigate communication strategies
for prolonging the network lifetime in multi-domain wireless sensor networks also
through linear programming. The authors consider a scenario of cooperative
multi-domain networks deployed in the same physical location, where a differ-
ent authority manages each domain. The idea of a cooperative multi-domain
network is similar to the concept of multi-group communication. However, this
work does not apply any data aggregation approach on the network traffic.

So far, the proposed solutions are designed for nodes with fixed energy budget,
which means the nodes have a fixed, pre-determined amount of energy to spend.
In the next section, the solutions consider that the nodes have means to renew
their reserves.

3.2.4 Neutral Operation in Renewable Energy Budget

The term Neutral Operation or Energy Self-Sufficient is widely used to define
energy efficiency in harvesting scenarios. These terms mean that a node only
consumes the amount of energy that has been harvested. When a node is in
neutral operation, there is no overuse or underuse of the energy on the battery.
Therefore, the main objective of these solutions is to achieve neutral operation.
To achieve this objective, the works define manners to regulate the amount of
energy that can be consumed. The next section describes the solutions based
on the Single Cycle of Charge and Duty.
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3.2.4.1 Single Cycle of Charge and Duty

Some solutions rely on the Single Cycle of Charge and Duty (SCCD) to achieve
the neutral operation of the network. SCCD allows a node to assume only
two states over the time, namely charging or active state. In the charging
state, the node collects energy from the ambient, while in the active state, the
node is allowed to execute communication actions, such as data transmission
and reception. According to SCCD, every node remains in the charging state
until it stores the amount of energy to perform a single data reception and
transmission.

Relying on SCCD, Eu et al. [Eu and Tan, 2012] propose an opportunistic
routing solution, in which each transmitted message can be received by multiple
neighbors. However, for the case of multiple receptions, only the closest node to
the sink forwards the message. As this solution is based on opportunistic routing,
it has the advantage of not requiring synchronized communication, and increases
the reliability of the communication. On the other hand, it requires schemes to
avoid message duplication, and it is designed for one-to-one communication,
which makes this solution not suitable for data aggregation.

Also based on SCCD, Suh et al. [Suh et al., 2009] propose a solution that
addresses routing and sleep scheduling. This solution selects a set of relay nodes,
which are the nodes that receive data from the neighbors and send it directly to
the sink. According to this proposal, the maximum number of communication
hops is 2. Besides that, the sleep/wake up timings are computed in a centralized
fashion. Although this solution can be used for many-to-one communication,
it has the following drawbacks: (i) the constrained number of communication
hops undermines the execution of data aggregation in medium and large scale
scenarios, (ii) this solution assumes that during the wake up time there is no
energy to be harvested, and (iii) only a very small topology is evaluated, where
the nodes are distributed in line. Another drawback of this solution is that it
does not consider any standard protocol in the communication stack.

Some works do not restrict the activities like SCCD. Instead, there are solu-
tions that find manners to regulate the amount of traffic to control the energy
consumption. These solutions are presented below.

3.2.4.2 Regulating the Amount of Traffic

A solution on neutral operation must consume more energy when there are more
energy resources on the reserves. It is well-known that the amount of consumed
energy is influenced by the amount of traffic communicated by the nodes. An
effective idea is to regulate the amount of traffic traveling on the network in
accordance to the amount of energy available.

Following this idea, Peng et al. [Peng and Low, 2013] propose a query-based
routing protocol inspired on Directed Diffusion [Intanagonwiwat et al., 2003].
According to this solution, the sink node floods the network with interest mes-
sages and all regular nodes send a reply message to the sink. Then, the sink
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node sends another message, called Reinforcement Interest, which specifies the
communication data rate for the regular nodes. However, the regular nodes only
accept this data rate if it does not compromise the amount of energy available
in their energy reserve. The solution considers the amount of energy harvested
during a whole day as parameter to estimate the amount of available energy.
Thus, this solution introduces a sort of admission control for controlling the
energy consumption in energy harvesting.

Lattanzi et al. [Lattanzi et al., 2007] propose a solution that finds a traffic
workload (i.e. communication rate) able to maintain the energy consumption
sustainable. It is developed for synchronous and constant-periodic monitoring
applications, where all the nodes provide data at the same communication rate.
However, this solution assumes that the batteries can store unlimited amount of
energy, preventing the nodes to experience energy overflow. Although this work
was designed for many-to-one communication, the algorithm that computes the
traffic workload does not take into account the influence of data aggregation or
overhead reduction scheme on the amount of traffic.

Gao et al. [Gao et al., 2014] address data compression in energy harvesting
networks. This work proposes a reactive solution that dynamically changes the
compression level of the nodes according to the harvested energy. The authors
propose an in-network approach that assigns low compression level for the nodes
that have high residual energy and low communication costs. Besides, each node
starts with the minimum compression level, and increases it gradually. The
solution stops to increase the compression level if the node’s energy consumption
exceeds the energy extracted from the ambient. This solution has the following
drawbacks: (i) it is a centralized solution, and (ii) as the data compression
level depends solely on the amount of harvested energy, the authors do not
show how the proposed solution computes the compression level when there is
no harvested energy from the ambient (e.g. during periods of no or low solar
irradiation).

Assuming unreliable wireless links, Zhang et al. [Zhang et al., 2011a] propose a
solution that addresses aspects of link scheduling and data aggregation in energy
harvesting networks. In this work, the network traffic is aggregated by means
of a tree, which is computed based on the Weighted Connected Dominating
Set (WCDS). The proposed solution finds the tree assigning a weight for each
node and computes the Maximum WCDS, where the weight is a function of
the harvested energy. In this approach, a parent node receives and aggregates
all messages into a single message and transmits to its parent. However, this
solution does not vary the aggregation level, since a node always aggregates all
messages into a single message, achieving the maximum aggregation level.

Jeong et al [Jeong et al., 2016] also propose a solution for regulating traffic load
in energy harvesting networks. In this solution, before the periodic communic-
ation is executed, a node estimates its remaining energy. In case the estimated
remaining energy is expected to cause overflow on the energy reserve, the node
transmits data to avoid wasting of energy. If the energy reserve is expected to
be depleted, the node does not transmit any data. Although this work considers
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data aggregation, it does not use different data aggregation levels to communic-
ate different traffic loads. In addition, Jeong et al [Jeong et al., 2016] rely on
a linear battery model to estimate the battery level, which is a very unrealistic
assumption.

Next, some other relevant solutions for neutral operation are described.

3.2.4.3 Other Relevant Approaches

Xiao et al. [Xiao et al., 2013] present a solution that adapts the Low Energy Ad-
aptive Clustering Hierarchy (LEACH) protocol for energy harvesting scenarios.
The proposed solution changes the traditional LEACH algorithm responsible for
selecting the cluster heads. This proposal considers the predicted energy har-
vested and the current residual energy for selecting cluster heads. However, this
solution does not address the data aggregation aspects.

Zeng et al. [Zeng et al., 2009] propose two routing metrics designed for energy
harvesting networks with unreliable wireless links. These metrics are used to
select the best forwarder neighbor, and they take into account the neighbor’s
location, residual energy, short-term energy harvesting rate, energy consuming
rate, and wireless link quality (i.e. frame delivery ratio). Although this solution
is evaluated with many-to-one traffic, it does not consider aspects related to
data aggregation.

After the analysis of the literature, the next section discusses the relevant open
issues.

3.3 Open Issues

This section aims to present the open issues found after studying the require-
ments and the state-of-the-art. The identified open issues in this section are the
research directions used as guide to design and develop the solutions contained
in this thesis. Firstly, the open issues related to multiple and heterogeneous
group communication are presented in Section 3.3.1. After that, Section 3.3.2
describes the open issues regarding neutral operation in energy harvesting scen-
arios.

3.3.1 Multiple and heterogeneous Group Communication

Tables 3.1 and 3.2 show how analyzed works fulfill the communication require-
ments listed in Section 2.4.2. Table 3.1 presents the works focused on single
groups, while Table 3.2 shows the solutions related to multiple groups. As can
be noticed, three works propose schemes to reduce the overhead, while most
solutions only apply data aggregation to reduce the redundancy. Heterogeneous
group communication is not widely explored by the approaches.
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Table 3.1: Literature related to Single Group Communication.

Redundancy Overhead Energy
Work Reduction Reduction Efficiency
[Handy et al., 2002]
[Tan and Korpeoglu, 2003]
[Kalpakis et al., 2003]
[Younis and Fahmy, 2004]
[Hussain and Islam, 2007]
[Hua and Yum, 2008]
[Lin et al., 2010]
[Tan et al., 2011]
[
[
[
[
[
[

Mottola and Picco, 2011]
Luo et al., 2011]
Tsitsipis et al., 2012]
Kacimi et al., 2013]

Lo et al., 2013]

Kim et al., 2017]
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Table 3.2: Literature related to Multiple Group Communication.

Redundancy Overhead Energy

Work Reduction Reduction Efficiency
[Li et al., 2006]

[Xu et al., 2009]
[Al-Karaki et al., 2009] *
[Lee et al., 2010]
[
[
[

Bicakei and Tavli, 2010)
Choi and Chung, 2013]
Di Stasi et al., 2014]

* Homogeneous groups.
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The study of the state-of-the-art shows that multiple and heterogeneous group
communication in M2M scenarios is an open research field. Keeping in mind
the requirements of this type of scenario, two specific open issues are presented
as follows:

e To improve the energy efficiency of heterogeneous group communications
using mechanisms to reduce the data redundancy and the overhead of the
communication.

« To improve the manageability of the groups is also an open aspect, since
the tasks related to creation, modification, and deletion of a large number
of nodes and groups are not addressed by the solutions.

The next section presents the open research aspects in energy harvesting net-
works.
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3.3.2 Neutral Operation in Energy Harvesting Scenarios

Table 3.3 shows the main features of the solutions proposed for energy harvesting
scenarios. Most of the solutions aim to achieve neutral operation, which means
to minimize the battery depletion and the waste of energy. To achieve this
objective, part of these solutions consider mechanisms to regulate the amount
of traffic on the network, since more traffic results in higher energy consump-
tion, and vice-versa. However, none of the works propose solutions considering
the standard protocol stack for low-power networks, mainly the routing and
application protocols, RPL and CoAP, respectively. Instead of considering the
standard protocols, most of the approaches rely on theoretical models to for-
mulate the behavior of some layers. Besides, only a reduced number of works
consider schemes to reduce the traffic overhead.

Table 3.3: Literature related to Energy Harvesting Scenarios.

Traffic Overhead Neutral
‘Work Regulation Reduction Operation
[Lattanzi et al., 2007] v X X
[Zeng et al., 2009] X X 4
[Suh et al., 2009] v X v
[Eu and Tan, 2012] v X v
[Zhang et al., 2011a] v X 4
[Xiao et al., 2013] X X 4
[Peng and Low, 2013] v X v/
[Gao et al., 2014] v X v
[Jeong et al., 2016] v X v
[Kim et al., 2017] X v v

Given the analysis of the state-of-the-art related to energy harvesting scenario,
the following open issues can be listed:

e To achieve neutral operation in low-power networks applying mechanisms
to regulate the amount of traffic traveling over the network.

« To promote extensions in the standard protocols stack in order to improve
their efficiency in energy renewable scenarios.

¢ To develop solutions to reduce the traffic overhead, since these scenarios
can suffer from traffic congestion.

To finalize this chapter, the next section presents a summary.

3.4 Summary

This chapter presented a comprehensive discussion with the final objective to
identify the gaps in the current state-of-the-art. It presented a set of challenges
in Section 2.4. Besides, in this section, the M2M scenarios were narrowed to
allow the identification of communication requirements.
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After the discussion around the challenges and identification of the require-
ments, Section 3.2 showed the state-of-the-art study, with the aim to find how
the existing literature solutions solve or fulfill the challenges and the selected
communication requirements.

To accomplish the objective of this chapter, Section 3.3 presented an analysis
about the open issues and research directions. This analysis is critical for the
design of the proposed solutions detailed in the next chapters of this thesis.

The next chapter presents the proposed mechanisms for M2M Group Commu-
nication.
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Access Memory (RAM) and Read-Only Memory (ROM)), slow processing, and
reduced bandwidth. In addition, most of the devices are battery-powered and
have limited lifetime. Given these constraints, data aggregation and overhead
reduction schemes show large potential to improve the group communication.
However, the use of these schemes unveils the need for adaptive mechanisms
to leverage the energy efficiency. Thus, this chapter aims to present the design
and evaluation of mechanisms able to support data aggregation and overhead
reduction in order to improve group communication.

4.1 Introduction

Some of the requirements for group communication scenarios are: (i) Elim-
inate data redundancy, (ii) Minimize overhead, and (iii) Support heterogen-
eous groups. The fulfillment of these requirements would drive the machine-
to-machine communication to the efficient use of the resources and also to deal
with the massive number of nodes not individually, but as groups.

Although some stadardization bodies have made advances in this direction, the
literature review shows that few works fulfill partially all these requirements.
So, in order to fill this gap, this chapter presents:

o General scheme that jointly applies data aggregation procedures to elim-
inate data redundancy and reduce overhead in group communications.

» Two tree-based heuristics to execute the proposed data aggregation pro-
cedures over the nodes to prolong the network lifetime.

¢ The formulation of the network lifetime upper bound and the performance
comparison between the heuristics and the optimal solution.

e Testbed experiments involving the proposed data aggregation procedures.

To present all these contributions, this chapter is structured as follows. Section
4.2 presents the proposal of a general scheme that performs data aggregation
and overhead reduction. Section 4.3 presents the following heuristics: Data
Aggregation for Multiple Groups (DAMiG) and Two Tier Aggregation for Multi-
target Applications (TTAMA). Section 4.4 models the network lifetime upper
bound and compares it to the heuristic solutions. Finally, Section 4.5 presents
the testbed experiments.

4.2 Data Aggregation and Overhead Reduction
Scheme

In the literature, there are different generic aggregation functions and several
manners to combine the functions to achieve data redundancy elimination and
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overhead reduction. A manner to achieve both objectives in group communic-
ation is to design a scheme with multiple tiers, where each tier is restricted
to aggregate data from a specific set of nodes and to use a particular type of
aggregation functions. For instance, while one aggregation tier aims to reduce
the level of data redundancy, a second tier aims to reduce the communication
overhead.

The general proposed scheme, named Two Tier Aggregation (TTA), uses the
following two techniques on the network traffic:

« Payload Aggregation for Redundancy Elimination: applies stat-
istical functions to aggregate the payload information into a single value.
As depicted in Figure 4.1, using the average function, received payloads
containing the values 20 and 10 can be aggregated into a single payload
containing 15. The aggregation functions eligible to be used as payload
aggregation function are average, maximum, minimum, count, and sum,
since they have the property to produce one output value regardless the
number of input values.

Received Message 1:| Header 20

Received Message 2:| Header 10

Aggregated Message| Header 15

Figure 4.1: Payload Aggregation.

« Payload Concatenation for Reduced Overhead: produces a message
that has a single header and multiple attached payloads, which means
that the size of the messages is variable. As shown in Figure 4.2, received
payloads are conserved, but it avoids sending one header for each payload.

Received Message 1:| Header 20

Received Message 2:| Header 10

Aggregated Message| Header 10 | 20 |

Figure 4.2: Payload Concatenation.

To understand how these two techniques aggregate the traffic produced by mul-
tiple groups, it is necessary to make a distinction between Internal and External
Group Traffic. When a particular group is taken as a reference point, Internal
Group Traffic is the set of messages originating from its members, while External
Group Traffic is the set of messages produced by other groups.

Seeking to fulfill the requirements of multiple group communication, the main
idea of TTA is to apply Payload Aggregation on Internal Group Traffic and
Payload Concatenation on External Group Traffic.

Thus, Two Tier Aggregation uses two rules: (i) When the data is in transit
inside its producer-group, it is stored in the message as the primary payload
and will be aggregated by means of simple mathematical calculations (i.e. the
Payload Aggregation), such as average, maximum, minimum, count, and sum;
(ii) If the data goes outside the producer group, it is maintained intact as a
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secondary payload, which is attached to the primary payload (i.e. the Payload
Concatenation). Thus, the messages produced by the proposed data aggregation
approach have a primary payload and might have multiple secondary payloads
attached.

By using Payload Aggregation, TTA can avoid the problem of similar or even
repeated messages being sent by the group members. In addition, by means of
Payload Concatenation, TTA eliminates redundant headers from the External
Group Traffic, and produces messages with a single header and multiple pay-
loads. This saves energy resources that would otherwise be spent on message
headers, without impairing the accuracy of the communication, since a node can
suppress the headers of messages produced by another group, and thus keep the
payload content intact.

Figure 4.3 illustrates Two-Tier Aggregation. This figure shows a particular com-
munication event when a node, which belongs to group n, aggregates Internal
and External Group Traffic, by applying the payload aggregation to the Internal
Group Traffic and concatenating the payloads derived from the external groups.
As can be observed, the produced aggregated message has a single intra pay-
load resulting from the payload aggregation operations (e.g. average, maximum,
minimum, count, and sum), but every exzternal payload is preserved.

Payload aggregation is only performed on internal group traffic because each
group must have a particular communication setting, such as a data aggregation
function, communication periodicity, and data types. For instance, group A can
be defined by the client to communicate the maximum temperature of a room,
while group B gives information about the average luminosity in an office. Thus,
it is not possible to compute payload aggregation of groups A and B due to the
different settings (i.e. aggregation functions) and the data types. Another reason
to perform payload aggregation only on internal group traffic is that the nodes
of a particular group are usually located in the same geographic area, tending
to present high redundancies on their data. On the contrary, groups located in
different areas are not likely to present such high data redundancy.

= ~ _ External Group

~ (Y] (Y]

~
Internal Groupw b

N [} ﬁ External
K ,‘ ‘Iﬂ"’a PN - - ’ Producer [ 7T 3
] Y Y GroupID (%) 3

/{ | Header [ External 1 | | Sink Node
[Header [ Externaii2 ] |

Header| Intra
Header| Intra

1Y)

i Internal Internal |
1 Group Traffic Aggregator |

s

[Header[Intra | External1 | External2 ] ~ External External |
' GroupTraffic Aggregator !
Aggregated Message ; ;

Figure 4.3: Two Tier Aggregation.
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To illustrate payload concatenation, let us assume the perspective of a node .
Note that, for node i, the payload concatenation consists on the following two
steps: (i) to drop the headers of all messages received from neighbor j, and store
only the payloads; (ii) to generate a new message containing a single header and
multiple payloads. The number of payloads on a single message corresponds to
the number of payloads received from external groups plus one payload produced
by the group. As the payloads have a fixed size, it is possible to define rules to
identify the internal group payload (e.g. the payload belonging to the internal
group is always the one placed after the end of the header). Thus, to perform
payload aggregation on the internal group traffic, a receiver i verifies the address
of the sender j. If the receiver (node i) and the sender (node j) belong to
the same group, then the receiver uses a payload aggregation function, such as
average, to aggregate its own data with the internal group payload. Otherwise,
it adds its own data as the first payload of the new message and transmits.

The next section presents the proposed heuristics designed to use the Two-Tier
Aggregation scheme.

4.3 Heuristics for Efficient Group Communication

The Two-Tier Aggregation is able to eliminate the data redundancy and reduce
the overhead present in the traffic produced by groups. However, this scheme
needs to be further specified in order to be executed distributed over the net-
work. As the state-of-the-art shows, tree-based approaches are widely used to
perform in-network data aggregation schemes. As the computed trees provide
support for the aggregation execution, the terms aggregation tree and tree are
used interchangeably.

This section proposes two tree-based heuristics able to aggregate data from mul-
tiple groups and keep the overhead at low levels. The first approach is named
Data Aggregation for Multiple Groups (DAMiG) and the second is called Two-
Tier Aggregation for Multi-target Applications (TTAMA). Both approaches ex-
ecute Two-Tier Aggregation in group communication scenarios, but TTAMA
achieves better network lifetime, since it proposes an improved algorithm to
compute the aggregation tree.

The next section presents how the system is modeled, in special the terminology
and energy consumption model.

4.3.1 System Model

This section presents the theoretical model used to represent the network and
also introduces the equations used to compute the consumed energy and network
lifetime.
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4.3.1.1 Terminology and Network Model

In order to define a common set of basic terms with unambiguous meanings,
Table 4.1 presents key terms used in this chapter.

Table 4.1: Terminology Definition

Term Definition

Group A set of connected nodes in the network.

Group Settings It defines the aggregation function, the objective metric, the com-
munication periodicity, and the tolerable delay of a group.

Concurrent Two groups are concurrent when both groups communicate in the
Groups same communication round.

Communication A communication round occurs when all nodes in the network de-
Round liver a single own produced payload to the sink.

Node Lifetime It is the total number of communication rounds that can be ex-

ecuted before the first occurrence of battery depletion.

The notations used in this section are listed in Table 4.2. The network is rep-
resented by a graph G = {V, A}, where V' = {1,2,3...n} is the set of nodes and
A is the set of edges. We assume that G is a connected graph, and the edges
represent wireless connections. Every node ¢ € V has the same wireless range,
which is denoted by R. There is an edge between two nodes i, j € V if and only
if the Euclidean distance is d; ; < R.

The network has a single sink node, denoted by s € V, which is the final

Table 4.2: Notation.

Symbol Definition
G(V,A)  The graph of the network, V represents the set of nodes, and
A corresponds to the set of edges.

R Wireless range.

d; ; Euclidian distance between two (7,7 € N) neighbour nodes.

T Set of targets to be monitored.

Ag Set of devices that monitor the k-th target.

D, Data readings produced by the nodes during the /-th commu-
nication round.

s’;gg Aggregation Function of Aj.

Sty Objective of Ay.

Sl}req Communication Periodicity of Ay.

Sdelay Delay Tolerance of Ay.

Celec Energy necessary to run a single bit.

Camp Energy necessary to amplify a single bit.

Q; Set of children nodes of node 1.

wk Data reading after perform data aggregation function.

E,es(7) Residual energy of node i.

Eround(i) The energy consumed by node ¢ during a single round.
L, The lifetime estimation of node 1.

NL The network lifetime time estimation.
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destination of all messages. The set of regular nodes (i.e. non-sink nodes) is
denoted as N = V — {s}. Every node i € N,i > 1 is powered by a non-
replenishable battery. The amount of residual energy in the battery of node
i is denoted by E,..s(7). We assume that all the nodes are able to determine
their own residual energy, and execute Payload Aggregation and Concatenation.
Unlike the ordinary nodes, the network gateway has a constant energy supply.
In addition, we assume that the nodes have static geographic positions, as it is
the case of smart metering and smart grid applications.

The communication round is the unit of time used, and it is defined as the time
interval sufficient to deliver to the gateway the data readings sent by all nodes
interested to communicate in that round. For instance, it can be supposed that
in round 3 only group A, has communication settings demanding the commu-
nication of data readings. In round 4, As and Ag are the groups interested
to communicate data. According to the definition of a communication round,
round 4 only begins when the data readings from group A, are delivered to the
network gateway, and ends when all the data from groups As and Ag have been
received by the gateway.

During a particular communication round, if a device communicates its own
data, it is called source node, otherwise it is named non-source node. It should
be noted that the non-source nodes may participate in the multi-hop communic-
ation, since in some network topologies the source nodes might not have direct
wireless connection with the network gateway.

In the network there are multiple targets 7' = {¢1, to, t3, ..., t,, } to be monitored,
and Vi, € T,3 Ay C N, where k € {1,2,...,m} and |Ax| > 0. Therefore, Ay
represents a set of nodes that monitor the target ¢,. We assume that a node
might belong to only one group Ay, which means that there is no overlap among
the nodes that are monitoring different targets.

The next section continues the general definitions, presenting the energy con-
sumption model.

4.3.1.2 Energy Consumption Model
The nodes have three energy states, transmission (Tx), reception (Rx), and sleep.
The Equations 4.1 and 4.2 denote the energy necessary for node i to transmit

b bits to the neighbour, and the energy spent by the node i € N to receive the
same b bits from j.

Tx; = Cqmpds ;b (4.1)
Rx; = €cjech (4.2)

Besides, it is well-known that the transition between the energy states consumes
power. Thus, s4.qns denotes a single transition from Rx or Tx to sleep, or vice-
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versa, and according to Ma et. al [Ma et al., 2009] we consider S;.qns = 21uJ.
Owing to the high energy costs incurred in these transitions, the solutions imple-
mented and evaluated use TDMA-based like the MAC layer used by Ma et. al
[Ma et al., 2009], which is a collision-free protocol that minimizes the transitions
from one energy state to another. When this protocol is used, the nodes involved
in the communication will spend 2 S;qps in a single communication round. This
is because the nodes change once from sleep mode to Tx or Rx mode, and af-
terwards, change once again from Tx to sleep mode. In addition, since it can
be assumed that the devices are able to maintain perfect clock synchronization,
the energy spent on overhearing and idle states is not considered.

Let d; j denote the Euclidian distance of two neighbour nodes as 7, j € N, and the
communication rounds as [. In addition, it is possible to define the data readings
produced by the nodes in a particular [ as D; = {wk|k € {1,2,...,m},i € N}.
Besides, let the set of children of node i be denoted as Q; = {1,2,...,z}. Then,
w? represents the data to be transmitted by the node i after aggregating its own
data with w(’;, q € ;. Thus, in a communication round, the energy consumption
of a node ¢ € N is given by the following function:

. 2 k k
Eround(l) = 6amp * d@j * w; + €elec * ’qu + 2% Strans (4?))

The first two terms of Equation 4.3 represent the energy consumption related
to the data reception and data transmission, and the third term measures the
energy consumption caused by the transitions between different energy states.
As it can be seen, the energy costs related to the processing and sensing activity
are not taken into account in this model.

The next section describes the problem to be addressed by the heuristics solu-
tions.

4.3.1.3 Problem Statement

Based on the energy consumption of node i during a communication round
(given by Equation 4.3), the residual energy F,.s(i), and the communication
periodicity of its group, it is possible to estimate the remaining lifetime of i.
The following function gives this estimate:

Li = Erouna(i)/Eres(i),i € N,k € {1,2,...,m} (4.4)

Equation 4.4 reveals how many communication rounds the battery of a node
will be able to provide energy, which means the remaining node lifetime. The
network lifetime is defined as the communication rounds between the first data
communication and the time when the first node depletes its energy [Karakus
et al., 2013]. Hence, by knowing the node lifetime, we can formulate the following
function to compute the network lifetime.
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NL =min(L;),Vi € N (4.5)

Thus, the problem of maximizing the network lifetime can be defined as the
following minimax function:

min maz[l/(L;)],Vi € N (4.6)

The energy consumption model (Equation 4.3) and consequently the network
lifetime formulation (Equation 4.5) are based on the amount of data transmitted
(wf, i€ N,k e{1,2,...,m}) and received (wf¥, ¢ € Q;). The data aggregation
model is a key element in saving energy and increasing the network lifetime,
since it is responsible for determining w? and w’q“.

The problem to be addressed by the heuristics is to find a set of trees able to ex-
tend the network lifetime using Two-Tier Aggregation on traffic, approximating
the maximum network lifetime.

After showing the notation, the energy consumption model and the problem
statement, the next section introduces a tree heuristic designed to use TTA on
group communication.

4.3.2 Data Aggregation for Multiple Groups

Data Aggregation for Multiple Groups (DAMiG) is designed to execute the
Two-Tier Aggregation (TTA) on multiple group scenarios. To implement TTA,
DAMIG computes an aggregation tree and applies statistical and merger aggreg-
ation functions along the path. DAMiG is able to reduce the energy consumption
in scenarios with single or several groups. Moreover, the selection of internal
and external group paths takes into account the residual energy of the nodes,
avoiding the paths with low residual energy.

To execute internal and external group aggregation, DAMiG computes the fol-
lowing aggregation tree and paths:

« Internal Group Aggregation Tree (named IntraTree): It is the tree
computed to aggregate the internal group traffic. The root of this tree is
called Internal Group Sink (IGSink).

« External Group Path (ExPath): This is the path that connects two
groups. In one end point, ExPath has the Internal Group Sink (IGSink),
in the other end point, it has the External Group Receiver (EGReceiver).
While the IGSink aggregates all internal group data, the EGReceiver re-
ceives data from other groups, aggregates it (using the payload concaten-
ation functions) with its own data and forwards the aggregated data to
the sink.

« External Group Aggregation Tree (called ExTree): It is the tree that
connects all groups involved in aggregation. The root of the ExTree is the
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network gateway.

Figure 4.4 shows the Internal Group Tree and the ExPath between two groups.
In addition, it also depicts the nodes with special functions, IGSink and the
EGReceiver. Considering the two groups, A sends its aggregated traffic to group
B. The node in A that sends traffic to B is the IGSink and the node in B that
receives the traffic from A is the EGReceiver.

Gateway
Interna'l -
@ \ - Alnterna \
Q e ExPath | Group

o 7= ‘Tree ‘.
~
@ °
Group A Group B

)
IGSink IGReceiver
and IGsink

Figure 4.4: Internal and External-Group Communication.

DAMIG elects the pair (IGSink, EGReceiver) as the pair that minimizes the ratio
between the Euclidean distance and the sum of residual energy, as presented in
Equation 4.7. In this equation, the Euclidean distance between a pair of nodes
(x,y) is computed by the function distance(z,y), and the residual energy of a
node z is given by the function E,.s(z).

) distance(a,b) )
arg min 4.7
VaegA,VbeB (Eres(a) + Eyes(b) (47)

DAMIG uses Equation 4.7 because it is able to select a pair of nodes on the
border of the groups that have more energy.

As groups can be located in any geographic area of the network, including loc-
ations out of the gateway range, DAMiG uses, if necessary, the communication
capabilities of non-source nodes to forward data along the ExPath. To minimize
the energy consumption, the ExPath is the shortest path between 1GSink and
EGReceiver.

The intraTree, the ExTree and the ExPaths use the following equation to estim-
ate the cost of a link:

Tz; + Rx;
Eres(i) + E’res (])
Equation 4.8 estimates the cost for a node 7 to communicate with its neighbor j,

where T'z; and Rz; (see Equation 4.1 and 4.2) denote the energy consumption
to transmit and receive, respectively.

Cost(i,j) = (4.8)
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Algorithm 4.1 presents how DAMiG computes the ExTree and the IntraTrees.
Firstly, it selects an 1GSink and an EGReceiver for each pair of concurrent
groups. This selection is based on Equation 4.7. Having the IGSink and
EGReceiver, the proposed solution computes all possible ExPaths, which are
the shortest paths between the IGSink and EGReceiver pairs. Then, the al-
gorithm computes the ExTree, which is the Minimum Spanning Tree (MST) or
Shortest Path Tree (SPT) of all ExPaths. Similar to the ExTree, all intraTree’s
are also computed based on MST or SPT.

Algorithm 4.1. Internal and External Group Aggregation Tree

Input : N(V,E), DataRequests, atvGroups
Output: Intralree, ExTree
1: Start
2 for (I <+ 0;1 < atvGroups.size;l + +) do
3 for (f < I+ 1; f < atvGroups.size; f + +) do
4: I1GSink + select]IGSink(group[l]);
5: EGReceiver < selectEGRcv(group|f));
6.
7
8

ExPath + find(IGSink, EG Receiver);
end for
: end for
9: ExGroupTree « findExTree(ExPath);
10: for (j < 0;j < actGroups.size; j + +) do

11: sink < getIntraSink(ExGroupTree);

12: intraGroupTree[j] < findIntraTree(sink);
13: end for

14: End

The next section describes the second heuristic proposed for M2M group com-
munication.

4.3.3 Two-Tier Aggregation for Multi-target Applications

This section describes the Two-Tier Aggregation for Multi-target Applications
(TTAMA). First, in Section 4.3.3.1 there is an overview of the TTAMA oper-
ation. Following this, Section 4.3.3.2 shows how to schedule the groups and
reduce the number of trees necessary to perform the Two Tier Aggregation over
time. Next, Section 4.3.3.3 shows how to compute the Network Spanning Tree,
which is a general aggregation tree. Finally, Section 4.3.3.4 presents how to find
the TTAMA aggregation trees.

4.3.3.1 Overview

Two-Tier Aggregation for Multi-target Applications (TTAMA) aims to reduce
the resources spent on data redundancies and minimize the message overhead.
In the first aggregation tier, TTAMA executes aggregation functions to reduce
data redundancy, and in the second, it applies an aggregation function to reduce
the costs incurred by the message overhead.
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TTAMA finds its routes in two phases. Firstly, TTAMA computes a Network
Spanning Tree (NST), which includes all the network nodes. Then, it prunes
the spanning tree to find a set of trees, called TTAMA trees, that will be able
to route the external and Internal Group Traffic.

Figure 4.5 shows the TTAMA components and how they use the group settings
to compute the aggregation trees. Figure 4.5 identifies the four main TTAMA
components, which are described as follows:

1. The TTAMA component, called Group Settings Control, is responsible
for storing and keeping information about the groups. For instance, this
component stores the node IDs and the settings of each group. Figure
4.5 depicts that the Group Settings Control receives the communication
settings from the Group Manager (GM). The GM controls the list of re-
sources of the devices (e.g. sensors, actuators, and network settings), the
data requests and executes the group management tasks, such as creation,
deletion, and edition. Further details about the group formation proced-
ures are provided by Liu et al. [Liu et al., 2014] and Ishaq et al. [Ishaq
et al., 2014].

2. After receiving the information about the group settings, TTAMA triggers
the algorithm that creates a Group Scheduler. This component mainly
deals with two communication settings: communication periodicity and
delay tolerance. Using these communication settings, the Group Scheduler
computes the communication timings for each group. The aim of the
Group Scheduler is to maximize the external group traffic, which increases
the likelihood of external group aggregation. If the group settings do not
change over the time, the Group Scheduler is only computed once.

3. The Network Spanning Tree (NST) is a component that does not depend
on the Group Scheduler. The NST creates a tree that spans all the nodes
that belong to at least one group. This component only needs to know the
node IDs of each group, and this information is provided by the Group
Settings Control.

4. Finally, the Set of TTAMA Trees (STT) uses the information provided by
the Group Scheduler and the NST to compute a set of aggregation trees.
Basically, the STT prunes the Network Spanning Tree (NST) for each
different group combination present in the Group Scheduler. The STT
output is a set of aggregation trees, which can be considered to be NST

sub-trees. Each tree in STT will be used in accordance with the timings
defined by the Group Scheduler.

After showing an overview of the TTAMA components, the following section
shows more details about the Group Scheduler.

4.3.3.2 Group Scheduler

The aim of Group Scheduler is to find inside the delay tolerance interval a new
communication periodicity that reduces the number of aggregation trees and
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Figure 4.5: TTAMA operation.

increases the amount of external group traffic. The number of aggregation trees,
is determined knowing the communication periodicity sl}req of each group.

The number of trees necessary to provide two tier aggregation grows exponen-
tially with the number of groups with a single communication periodicity. The
upper bound of groups is found when all the groups have different frequency
Sfreq- The lower bound is achieved when all the groups have the same com-
munication periodicity. The upper bound results in the minimum amount of
external group traffic, while the lower bound produces the maximum. Thus, the
Group Scheduler uses the delay tolerance (i.e. Sgeiqy) of the groups to reduce
the number of trees, while maximizing the external group traffic.

The delay tolerance setting allows the Group Scheduler to delay the communica-
tion of a group, and find a future communication round which has a larger num-
ber of concurrent groups. In other words, the delay tolerance allows TTAMA to
maximize the number of groups with equal communication periodicity. If it is
not possible to equalize the communication periodicities, TTAMA attempts to
maximize the number of concurrent groups in the same round.

This occurs, for instance, if the group A; is configured with communication
periodicity 10 and the tolerable delay is 2. The group Ay is configured with
communication periodicity 15 and the tolerable delay is 5. The number of ag-
gregation trees necessary to provide two tier aggregation for A; and A, might
be reduced if the periodicity communication of As is delayed by 5 rounds (i.e.
rounds that are a multiple of 20). After this delay, the communication peri-
odicity of A, becomes divisible by A;. This means that every communication
round that A, needs to communicate its data readings, A; will communicate
concurrently.

Summing up, the Group Scheduler influences two aspects of TTAMA. The first
concerns the amount of external group traffic and consequently the execution of
payload concatenation, which can be executed if there is at least two concurrent
groups in a particular communication round. The second effect of Group Sched-
uler for TTAMA is the number of trees necessary to provide data aggregation
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during the communication rounds. Regarding both aspects, TTAMA finds com-
munication periodicities inside the delay tolerance interval that increases the
external group traffic and reduce the number trees.

Continuing to specify the TTAMA components, the next section details how the
Network Spanning Trees are computed.

4.3.3.3 Network Spanning Tree

The Network Spanning Tree (NST) is the tree that includes all the nodes which
belong to at least one group. As can be observed in Algorithm 4.2, first the
NST computes a spanning tree for all the network nodes. After this, the NST
prunes the leaf nodes that do not belong to any group. This pruning continues
as long as there is a leaf node that is not a member of any group.

The pruning approach is preferable when there is a large number of nodes that
belong to at least one group. Otherwise, the number of operations needed to
prune the nodes could be high. It is important to notice that there are several
well-known approaches to compute the NST. Although Algorithm 4.2 uses the
Prim’s algorithm [Prim, 1957], it is not limited to this algorithm.

Figure 4.6 illustrates Algorithm 4.2, and takes into account the existence of
nodes that do not belong to any group. It can be observed in Figure 4.6.a that
the initial NST includes all the network nodes. Thus, after the pruning process,
the NST only includes the nodes that belong to at least one group.

As the NST is based on Prim’s algorithm, it finds the Minimum Spanning Tree
of the edge-weighted graph G(V, A). One important component of any edge-
weighted solution is the cost function used to assign the weights to each edge.
According to the variables defined in Section 4.3.1, the following equation gives
the function used to assign a weight to each edge in the network.

Tx; + Rx;

Fres) + Bres () (4.9)

Edgeweight =

In Equation 4.9 the weight of an edge considers the energy necessary to commu-
nicate (i.e. Tx and Rx) and the residual energy in the transmitter and receiver.
By using the residual energy as a denominator, this function assigns high weights

Algorithm 4.2. Network Spanning Tree

Input : N(V, E), mbrs[]
Output: NST

1: Start

2: GwID <+ 0;

3: NST + PrimAlgorithm(N(V, E), GwID);

4: while (NotMemberLeaf(NST,mbrs[]) # 0) do
5: NST < pruneNotMbrLeaf(NST, mbrs|));
6: end while

7: End
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Figure 4.6: The Network Spanning Tree computation.

to the edges that have nodes with low residual energy. Avoiding these nodes is
of crucial importance to extend the network lifetime, since they tend to deplete
their energy in a short period of time.

The next section describes the aspects related to the TTAMA trees computa-
tion.

4.3.3.4 TTAMA Trees

The computation of TTAMA trees is made using Algorithm 4.3. This Algorithm
uses Group Scheduling and the NST to find the set of TTAMA trees. The first
loop of the algorithm finds the group combinations present in the Group Schedul-
ing. There should be one TTAMA tree for each Set of Concurrent Groups, which
can be retrieved from the Group Scheduling.

Algorithm 4.3. TTAMA trees.

Input : groupScheduling[], NST
Output: ttamaTrees

1: Start

2 for (k = 0;k < groupScheduling.Size; k + +) do

3 groups.Add( findConcurrentGroups(groupScheduling[k]));
4 end for
5. for (i = 0;4 < groups.Size();i+ +) do
6:
7
8

member Nodes « findMember Nodes(groupsli]);

sTree < NST;
: while (noMember Lea f(sTree, member Nodes) # 0) do
9: sTree < pruneMemberLeaf(sTree);
10: end while
11: ttamaTrees. Add(sTree);
12: end for
13: End

In the next loops, Algorithm 4.3 prunes from the NST all the nodes that are
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leaves and are not members of any group in the particular group combina-
tion.

For instance, assuming the existence of three groups that results in the following
Group Scheduling: {A;, Ay, Az}, {A1, Ao}, {A1, As} and {A;}. Then, Algorithm
4.3 finds a TTAMA tree for each group combination. Figure 4.7 illustrates ex-
amples of TTAMA trees. Figure 4.7.a shows the TTAMA tree that is able to
aggregate the traffic in the communication rounds when groups A;, As, A3 com-
municate concurrently. Similarly, the trees in Figures 4.7.b and 4.7.c aggregate
the traffic of groups A, A; and A;, A3, respectively. Finally, the TTAMA tree
in 4.7.d is used to aggregate the traffic of group A;.

Group 3

Group 2

(a) TTAMA  tree  for  groups

b) TTAMA tree for groups A1, As.
A17A27A3' ( ) ' " etoup ' 2

OO
020 Og 020 Og
O O o O O o
O O
(c) TTAMA tree for groups Aj, As. (d) TTAMA tree for group A;.
Gateway Source Non-Source Intra Group external Group
Node Node Traffic Traffic

Figure 4.7: Example of TTAMA trees that are able to aggregate data of three
groups.

After presenting the TTAMA components, the following section shows the per-
formance evaluation.

4. 3.4 Performance Evaluation and Results

The aim of this section is to evaluate the performance of TTAMA and DAMiG
in comparison with related data aggregation approaches. Data Aggregation



CHAPTER 4. MECHANISMS FOR ENERGY EFFICIENCY IN M2M
GROUP COMMUNICATION

for Multiple Groups (DAMiG) is the first selected approach to compare with
TTAMA. This solution performs the Two Tier Aggregation scheme using Min-
imum Spanning Tree (MST). Similarly, the second approach is a version of
DAMIG that uses the Shortest Path Tree (SPT). The third solution is a version
of DAMiG that builds an Internal Group Tree by selecting the parent with the
highest level of residual energy. For clarification, the names of these solutions
are DAMiG-MST, DAMiG-SPT and DAMiG-MaxEnergy, respectively.

In addition to the DAMiG versions, the fourth solution is an adapted version of
the Energy Efficient Spanning tRee (EESR). The original EESR does not per-
form the Two Tier Aggregation approach. Hence, the adapted EESR forwards
the Internal Group Traffic to the network gateway via the shortest path. It is
worth noting that the original EESR energy cost metric was not changed, which
means that the aggregation trees and the shortest path use the original EESR
energy cost metric.

The main reason to compare TTAMA with DAMiG and EESR is to study
the TTAMA performance enhancement when it is compared to solutions that
perform two (i.e. DAMIG) or one-tier (i.e. EESR) of aggregation. Besides,
the different versions of DAMiG allow to further apprimorate this comparision,
since each DAMiG version computes the Internal Group Tree using different
algorithms.

The folowing metrics were selected to measure the energy efficiency of the solu-
tions:

¢ Network lifetime: The network lifetime is determined by counting the
number of communication rounds until the first node depletes its energy
[Karakus et al., 2013]. The number of communication rounds corresponds
to the number of times all the active groups communicate their data to
the network gateway.

¢ Energy consumption: It measures the energy consumed during a com-
munication round based on Equation 4.4. It is important to notice that
only the traffic going from the nodes to the gateway is taken into account
for the energy consumption measurements. Other protocol messages (e.g.
CoAP confirmation) have no impact in the energy resources.

The Constrained Application Protocol (CoAP) was used as reference to config-
ure the traffic of the performance evaluation. The reason for this selection is
that CoAP is the standard protocol for machine-to-machine communication and
it has options, such as group communication and observe, enabling the exact
type of traffic the solutions must be evaluated. It is considered that each group
transmits one CoAP message, in accordance with the communication period-
icities. Each CoAP message has a header of 12 bytes, which includes the fields:
Version (2 bits), Type (2 bits), Token Length (4 bits), Code (8 bits), Message
ID (16 bits), and Token (64 bits) [Shelby et al., 2014]. Moreover, the default
CoAP payload size is 4 bytes. This payload is used to store the group ID and
the data reading.

The communication periodicity of each group is determined by a uniform distri-
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bution. Moreover, the results were obtained on the basis of 40 samples of each
setting with a confidence interval of 95%. Table 4.3 provides further information
about the simulations.

Table 4.3: Configuration Parameters.

Parameter Value

Header Size 12 Bytes

Default Payload Size of 1 message 4 Bytes

Maximum Transmission Unit 127 Bytes
Communication Periodicity Random

Energy 1.8-221]

Constant Cetec D0x1077

Constant €amp 100x10712
Gateway Position Center

Network Topology Grid 140m x 150m
Network Size 100

Number of Groups 1,2, 4,5, 10, 20, 50, 100
Number of Group Members 100, 50, 25, 20, 10, 5, 2, 1
Wireless Range 30m

In order to evaluate the benefits and impact of the proposed schemes in a simu-
lation environment, the solutions and the models described in Section 4.3.1 were
implemented in Java. This simulation tool was conceived originally to evalu-
ate the performance of DAMiG-MST and EERS in [Riker et al., 2014a]. For
this evaluation, we also implemented DAMiG-SPT, DAMiG-MaxEnergy, and
TTAMA. The simulation environment is a program which reads for every simu-
lation an Extensible Markup Language (XML) configuration file, containing key
parameters, such as initial energy, wireless range, number of devices, and group
information. The output of the simulation is written in external files, contain-
ing the network lifetime, the energy consumption, and the residual energy. The
validation of this tool was conducted for networks having 25, 50, and 100 nodes.
The simulation tool and the implemented codes are available online!.

The network topology is a grid of 140m x 150m with 100 nodes and 1 gateway
(located in the center). The solutions were evaluated with the following number
of concurrent CoAP groups: 1, 2, 4, 10, 25, 50, and 100. These numbers of
groups resulted in the following number of members for each group: 100, 50, 20,
10, 4, 2, and 1. Figure 4.8 illustrates the number of nodes and the shape of each

group.

Figure 4.9 shows the performance of TTAMA, DAMiG-MST, DAMiG-SPT,
DAMiG-MaxEnergy, and Adapted EESR. TTAMA has a better performance
for all of the CoAP groups. TTAMA has a longer network lifetime because the
root node of the TTAMA trees might be located outside the group. This feature
allows TTAMA to have a longer network lifetime when the groups have a large
number of members. Another DAMIiG feature that results in lower performance
is the path computation for External Group Traffic. DAMiG creates a complete
graph, where the edges correspond to the Shortest Path between every pair of

'https://github.com/AggSimulationTool/v1.2
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(a) 1 group. (b) 2 groups. (c) 4 groups. (d) 5 groups.
(e) 10 groups. (f) 20 groups. (g) 50 groups. (h) 100 groups.

Node CoAP Group

Figure 4.8: The simulated CoAP groups in the network.

groups. This approach does not produce better results than those of TTAMA.
For this reason, TTAMA approach has a superior performance to that of DAMiG
and Adapted EESR.
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DAMIG-MaxEnergy s
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DAMIG-SPT w1 |
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Number of CoAP Groups

Figure 4.9: Network lifetime.

Based on data depicted in Figure 4.9, the existence of CoAP groups might seem
disadvantageous, since with a single CoAP group is possible to obtain the longest
network lifetime. However, with a single CoAP group, Payload Aggregation
produces an overall data reporting. This aggregation will not allow multiple
CoAP clients to obtain a fine-grained information from the received data reports
(e.g. the average temperature in a specific region of the network).

Observing Figure 4.9, DAMiG-MST, DAMiG-SPT, and Adapted EESR have
almost the same network lifetime when the number of CoAP groups is 1, 2 or

— 61 —
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4. However, these DAMIG solutions have a better performance than Adapted
EESR when the number of groups is greater than 4. The reason for this is that
the Adapted EESR solution does not perform the Two Tier Aggregation scheme.
Thus, EESR communicates more External Group Traffic than the TTAMA and
DAMIG solutions.

In addition, among the three DAMiG versions, DAMiG-MaxEnergy is the solu-
tion with the longest network lifetime. This solution selects the parent with
highest residual energy and is able to balance its energy consumption. How-
ever, the network lifetime of DAMiG-MaxEnergy is similar to DAMiG-MST
and DAMiG-SPT when there is a decline in the members of the groups. For
instance, in the case of one group with 100 members, the difference between
DAMiG-MaxEnergy and the another DAMiG version is 23.32%. When there
are five groups with 20 members, this difference is 11,12%.

To reduce the energy consumption during each communication round it is im-
portant to achieve longer network lifetime. Figure 4.10 shows the average energy
consumption per communication round. As can be seen, TTAMA is the solution
that spends least energy per communication round. On the other hand, Adapted
EESR has the highest average energy consumption per communication round.
Besides, the DAMiG versions and Adapted EESR tend to increase the energy
consumption exponentially when the number of CoAP groups increases, since
they poorly reduce the External Group Traffic overhead. For instance, when
the number of CoAP groups changes from 1 to 5, TTAMA, DAMiG-MaxEnergy
and Adapted EESR increase in 66%, 72% and 77% their energy consumption
per communication round, respectively. Similarly, when the number of CoAP
groups changes from 5 to 100, these values are 15%, 31% and 86%, respect-
ively.

0.001

TTAMA s
DAMIG-MaxEnergy
DAMIG-MST s
DAMIG-SPT ===
0.0008 Adapted EESR s

0.0009

0.0007

0.0006

0.0005

0.0004

0.0003

0.0002

0.0001

Average of Consumed Energy per Communication Round

1 2 4 5 10 20 50 100
Number of CoAP Groups

Figure 4.10: The energy consumption per communication round.

Figure 4.11 provides a visualization of the residual energy when the network
lifetime ends. In this figure, the red color means minimum and the white color
means maximum residual energy. Thus, Figure 4.11 reveals that there is a

62 —



CHAPTER 4. MECHANISMS FOR ENERGY EFFICIENCY IN M2M
GROUP COMMUNICATION

|
|| ) ) &
@ @ 9]
.. e 2 5 &
=
o < < T

Residual Energy
Residual Energy

(d) DAMiG-SPT. (e) Adapted EESR.

Figure 4.11: The color map of the residual energy.

noticeable difference between TTAMA and the other solutions. TTAMA has
a larger amount of residual energy than the Adapter EESR and the DAMiG

versions.

While Figure 4.11 is useful for visualization purposes, Figure 4.12 shows more
details about the average residual and consumed energy (i.e. Internal Group
and External Group energy) when the first node depletes its energy. On one
hand, it can be seen that the External Group communication consumes more
energy when the number of CoAP groups increases. The reason for this is that
the External Group Traffic grows with the number of groups. On the other
hand, there is a reduction in consumption by the Internal Group when there is
a growth in the number of groups.

Two main aspects contribute to the shorter network lifetime and higher residual
energy when the number of groups increases. Payload Aggregation reduces its
data more effectively than Payload Concatenation, since the Concatenation of
payloads reduces only the extra headers of the External Group Traffic messages
and Payload Aggregation are executed on the payloads of the Internal Group
Traffic. This means that the consumed energy per communication round is lower
when the solutions use Payload Aggregation rather than Concatenation.

On the basis of the data in Figures 4.9 and 4.12, it can be noted that TTAMA
has the best performance in terms of network lifetime and is the solution with
the lowest energy consumption. The large amount of residual energy shown in
Figure 4.12 can be explained by the well-known phenomenon called the Energy
Hole Problem [Kleerekoper and Filer, 2014}, which occurs when the nodes in the
region near the Gateway deplete their energy before the other nodes. Although
the network has, on average, a large amount of residual energy, due to the energy
hole problem, the nodes near the Gateway have a lack of residual energy.
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Figure 4.12: The average percent of External, Internal, and Residual Energy.

Observing the data presented by Figure 4.12, it is possible to question the need
of existence of the Internal Group Traffic aggregation. The argument for that
might be based on the fact that the energy consumed is lowest for all solu-
tions if only the External Group aggregation is executed, for instance 100 CoAP
groups. However, it is worth to observe that if only the External Group aggreg-
ation is executed the network lifetime is the lowest for all solutions (see Figure
4.9). Therefore, the Internal Group Traffic aggregation contributes to the energy
consumption, but it extends the network lifetime.

Figure 4.13 shows the probability distribution function of residual energy when
the first node depletes its energy. On the basis of the data supplied by Figure
4.13 it is possible to find out the percentage of nodes that have at least a certain
amount of residual energy. Figures 4.13.a, 4.13.b, and 4.13.c show that DAMiG-
MaxEnergy is the solution with the highest percentage of nodes with low residual
energy when the number of CoAP groups is 1, 2, and 4. This behavior changes
when the number of CoAP groups is 5, 10, 20, 50 and 100, since DAMiG-
MaxEnergy and the other DAMiG versions have almost the same values.

Moreover, Figure 4.13 shows that TTAMA has the lowest percentage of nodes
with low residual energy, except for the case of 1 CoAP group. In some cases
(e.g. 10, 20, and 50 CoAP groups), the Adapted EESR is the solution that
approximates most closely to TTAMA. However, the performance of Adapted
EESR in terms of network lifetime is worse than TTAMA. Thus, the good values
achieved by Adapted EESR in terms of residual energy are not reflected in the
primary goal, which is the network lifetime.

The next section presents the optimization model developed to find the max-
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Figure 4.13: The probability distribution function of the residual energy when
the first node depletes its energy.
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imum network lifetime of Two Tier Aggregation.

4.4 Network Lifetime Upper Bound

This section presents the mathematical model to optimize the Two Tier Aggreg-
ation. The main objective of the proposed optimization model is to obtain an
upper bound of the network lifetime and compare it with different state-of-the-
art heuristic solutions.

The Two Tier Aggregation (TTA) approach inserts many payloads in one mes-
sage to efficiently gather data from multiple groups. The current heuristics for
the TTA do not guarantee the optimal results in terms of network lifetime, in
many cases they can perform poorly. Therefore, a model that optimizes the
network lifetime of TTA is very important to provide a performance benchmark
for the heuristics. Given the fact formulation is centralized, which demands in-
formation about the network status, it is not recommended to be implemented
in real networks. Nevertheless, the proposed model is still a valuable approach
for analysis and comparison performance.

The optimization of TTA is formulated as a lexicographic multi-objective Integer
Linear Program (ILP) that is able to find the network flows that achieve the
upper bound of the network lifetime. This formulation is proposed considering
single and multiple sinks on the network.

This section is structured as followed. Sections 4.4.1 presents the network model
and the problem statement. Sections 4.4.2 and 4.4.3 present the model formula-
tion considering single and multiple sinks, respectively. Section 4.4.4 describes
the obtained results.
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Figure 4.14: Tlustration of the Graph Model.

441 Network Model and Problem Statement

The network is modeled as a directed graph G(V, A), where V = {1,2,...,n}
is the set of nodes and A = {(4,5)]i,j € V} is the set of arcs. The network
has a single sink node, denoted by s € V, which is the final destination of all
messages. For simplicity, the set of regular nodes (i.e. non-sink nodes) is denoted
as N =V — {s}. In addition, each node i has an energy reserve denoted by
E;, and the monitoring groups are denoted by S = {1,2,...,k}. The following
binary values indicate the group that a node i belongs to:

)1 if node ¢ belongs to group &
Gik 0 otherwise

Figure 4.14 illustrates the graph model used. Figure 4.14.a shows the arcs of a
node i, and Figure 4.14.b presents an example of a graph with 5 nodes and a
sink. As can be observed, nodes 1, 2, 4 belong to group 1, while nodes 3 and 5
belong to group 2.

According to Equation 4.5, NL = miny;cnL;, the problem of maximizing the
lifetime can be named as the Maz-Lifetime TTA Problem. From the math-
ematical perspective, the Max-Lifetime TTA Problem is solved by the set of
network flows that achieves the maximum network lifetime and does not violate
the rules of payload aggregation and concatenation defined by the Two Tier Ag-
gregation approach. This problem can be solved by maximizing the minimum
L;. Given that all produced traffic has to be communicated over the network, the
solution for the Max-Lifetime TTA Problem is the network flow that maximizes
the payload production (i.e. NL).

The following section outlines the formulation of the mathematical model.

4.4.2 Integer Linear Programming Formulation

The number of k-group payloads traveling over the arc (,j) is represented by
Py Besides, as it is not necessary to identify the headers in terms of groups,
the number of headers traveling over an arc (7,j) is denoted by hy;.
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Setting a default size for payloads and headers, it is possible to define Htr and
Ptz as the transmission energy for a node 7 to transmit a single header and
a single payload, respectively. Similarly, Hrx and Prz can be defined as the
energy needed for node i to receive a single header and a single payload on arc
(i,j), respectively. Table 4.4 summarizes the symbols related to the optimization
model.

Table 4.4: Definition of terms.

Symbol \ Definition

E; Initial energy of node i € N.

Dijk Number of k-group payloads travelling over the arc (i, j).

hij Number of headers travelling over an arc (i, 7).

Htz Energy consumed to transmit a single header.

Ptx Energy consumed to transmit a single payload.

Hrz Energy consumed to receive a single header.

Prx Energy consumed to receive a single payload.

Tsetup Energy spent related to the CSMA and CCA procedures.

Eq, Energy consumed per communication round in sleeping state.

Ecpy Energy spent by the CPU to perform aggregation on a single payload.

Equation 4.10 defines the energy consumed by a node i € N regarding the
communication of data. It is important to notice that Equation 4.10 also includes
T'%gerup as the energy consumed to setup wireless transmissions. 7%, captures
the energy consumption involved in the tasks before the transmission, which
include the energy to perform Carrier Sense Multiple Access (CSMA) back off,
Channel Clear Assessment (CCA) detection, and the change from Rx (CCA) to
Tx mode. Section 4.4.4 further describes the values assigned to all parameters
used in the energy model equations, including Feopy, T%etup, Htx, Hrz, Ptz, Prz,
and Eg,.

Ecomm; = Z hij(Txsetup + Htx) + Z Zpijthx—l— Z hj;Hra+
J:(i,j)€A Ji(i,j)€A keES J:(d5)€eA

> > pjPrz (4.10)

j:(ji)EAkES

A node also consumes energy performing CPU operations to aggregate data, as
presented in Equation 4.2.

Eagg; = Y Y pjwginEcry (4.2)
ji(4i)eEA keS

Header aggregation is not included in Equation 4.2, since all headers received

by a node i are dropped. The total energy spent of node i on sleeping mode is
Esleep;, and it is computed as follows:
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Esleep; = NL Eg, (4.3)

Here, Eg, is a term that represents the amount of energy per communication
round spent on keeping the CPU in low power mode and the transceiver is
turned off. In Equation 4.3, Ey, is multiplied by NL because it is the number
of communication rounds.

Finally, the total energy consumption of a node ¢ € N is defined in Equation
4.4.

Communication  Aggregegation  Sleep mode

—_— — —_——
Nspent; = Ecomm; + FEagg; + Esleep; (4.4)

Knowing the particular energy consumption of each node (given in Equation
4.4), ES denotes the energy spent by the network, and is defined in Equation
4.5.

ES =" Nspent, (4.5)

i=1

Besides, it is necessary for the ILP formulation to define a term, A, that produces
values less than 1 when it is multiplied by ES. Thus, A is defined as:

1
A= ———+ 4.6
1+>0, B (4.6)
Lifetime-optimal solutions might differ with respect to network energy con-
sumed, given by ES.

Considering two lifetime-optimal solutions, S} and S5, the network energy con-
sumed resulting from S7 might be higher than S;. Thus, max NL does not
guarantee that the solutions found are the ones that consume the minimum net-
work energy among all lifetime-optimal solutions. In order to guarantee both
objectives, we formulate this problem using a lexicographic multi-objective ap-
proach. The primary objective is to maximize NL, while the secondary objective
is to minimize the network energy consumption. The secondary objective can
be achieved by setting AES as penalty term in the objective function. This term
will be a secondary objective because it will always be less than 1, while NL
is an integer greater than or equal to 1. Therefore, defining the objective as
max NL — AES, NL becomes preferred over \ES.

Equation 4.7 defines the multi-objective function as the network lifetime, to
be maximized, penalized by AES, leading to a formulation that minimizes the
network energy consumption among all lifetime-optimal configurations. The
constraints in Equation 4.8 model the fact that the total energy consumed by a
node ¢ must be less than or equal to its energy reserve F;.
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max NL— AES (4.7)
Subject to:
Nspent, < Ej;, Vie N (4.8)
> pijk= NL VieN, VkeS:gy=1
Ji(i,5)€A
(4.9)
hij > pijk, V(i,j) € A, VkeS (4.10)
Z Zpijk(l — gik) = Z ijik(l —gik), YVieN (4.11)
j:(i,j)€EA k€S j:(4,i)€EA keS
S pusk > NL Vk € S (4.12)
w:(u,s)EA
Dijk = 0, Vi,j € N, Vk‘ESZgjk:1/\gik:0
(4.13)
NLe Z%, (4.14)
hij,pijk € LY, V(i,j) € A, VkeS (4.15)

The constraints in Equation 4.9 are related to the payload aggregation executed
on Internal Group Traffic. These constraints ensure that each node i produces,
in the course of its lifetime, all payloads belonging to group & (to which node
i belongs) that travel over the arcs originating in that node. This means that
pijr is not affected by the number of payloads of the same group arriving from
other nodes, since payload aggregation functions produce a single output value,
regardless of the number of inputs.

It occurs because each numeric value taken as input of the payload aggregation
function is defined as a primitive datatype, so both the input and the output
values have a fixed number of bits. For a given set of input numbers defined as
32-bit Float, the payload aggregation function will produce a single 32-bit Float
number as result.

The constraints in Equation 4.10 state that the number of headers travelling on
an arc (i,7) € A, which is given by h;;, must be greater than or equal to the
greatest payload of group k travelling on this arc, i.e. p;,. It is important to
note that these constraints do not ensure that the number of headers is minimal.
However, due to the energy consumption penalty term in the objective function,
the number of headers in the final solution will be as small as possible for the
corresponding number of produced payloads.

The constraints in Equation 4.11 enforce that each node i transmits to its neigh-
bors all the payloads received by i that were produced in another group (i.e.
when g¢;; = 0). Hence, these constraints conserve the payloads produced by
external groups, avoiding that non-member nodes perform payload aggrega-
tion.

The constraints in Equation 4.12 ensure a minimum number of payloads de-



CHAPTER 4. MECHANISMS FOR ENERGY EFFICIENCY IN M2M
GROUP COMMUNICATION

livered to the sink node. These constraints impose that the number of k-group
payloads delivered to the sink is greater than or equal to NL, which would
correspond to the maximum payload aggregation. Besides, the constraints in
Equation 4.13 exist to avoid payload loops over the groups. These constraints
state that a k-group node j (i.e. gjr = 1) cannot receive k-group payloads from
a node i that does not belong to k (i.e. g5 = 0). Finally, the constraints in
Equation 4.14 and 4.15 require that the variables NL, p;j, and h;; are all integers
greater than or equal to zero.

It is important to notice that the literature classifies a Linear Program as Integer
Linear Program when all decision variables must be integers [Bradley et al.,
1977]. 1If some, but not all, variables are restricted to be integer, it is called
Mixed Integer Linear Program. In the case of our formulation, all decision
variables are integer, therefore it is called Integer Linear Program. In some
parts, the proposed formulation is not restricted to be integer (e.g. FE; and
Nspent,), but the decision variables continue to be integer.
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Figure 4.15: ILP solution example.

Figure 4.15 illustrates an optimal solution obtained from the proposed ILP,
considering a network composed of six nodes and one sink. The nodes apply
Payload Aggregation on the payloads of the Internal Group Traffic and remove
the redundant headers from the messages originating in external groups. The ex-
istence of two groups creates three commodities in the network, namely payloads
originating in groups 1 and 2, and headers. Nodes 1 and 6 do not communicate
with external groups, while nodes 2, 3, 4, and 5 perform external group commu-
nication. Taking node 5 as example, it receives 20 payloads originating in group
1 from node 3, produces 88 payloads, communicating a total of 108 payloads and
88 headers. It means that node 5 assembled 20 messages with 2 payloads.

The next section introduces the necessary changes in the model to consider the
case of multiple sinks.
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4.4.3 Multiple Sink Formulation

Networks having multiple sinks are an important scenario, especially for large
scale monitoring periodic applications. One of the advantages of multiple sinks
is that the network has more than one connection with the core network, mak-
ing the data communication more reliable. Besides, multiple sinks mitigate the
communication bottleneck that occurs when there is a single sink over the net-
work.

To optimize the network lifetime using TTA in multiple sinks networks, the
optimization model should consider a set of sinks as final destination, which is
denoted as S = {sy, S2, ..., S }. Thus, a messages going out a particular node has
multiple sinks options to be sent, but only one sink is selected as destination,
which means that the same message is not received by multiple sinks. Knowing
this, the new version of the Equation 11 should consider all s, € S, as it is
presented in Equation 4.16:

> > puk=NL VEES (4.16)

sm€S wi(u,sm)EA

This new constraint states that payloads delivered to all sinks will count as valid
payload communication. Special attention should be given to this constraint
since it can be easily misunderstood. Equation 4.16 ensures that the number of
payloads delivered to any sink must be equal or greater than the NL. As NL
= min L;, the constraints in Equation 4.16 ensure that the sinks cannot receive
less than the min L;, since min L; is the least number of produced payloads.
For instance, the constraints in Equation 4.16 force the sinks to receive at least
one payload from each group k in a communication round c. In some cases,
depending on the layout and the size of the group k, the sinks will receive more
than one payload from group £ in a communication round c.

This constraint also influences the level of the payload aggregation performed
on the Internal Group Traffic. It is worth to observe that Equation 4.16 limits
the maximum aggregation level allowed on the Internal Group Traffic. On the
opposite side, the case of minimum aggregation level occurs when the set of
sinks receives all payloads produced by the members of the group, which means
payload aggregation does not take place.

The section below presents the evaluation and the obtained results.

4.4 4 Performance Evaluation and Results

This section shows the performance of the proposed ILP model measured in
different network and group sizes. Section 4.4.4.1 gives details about the values
assigned to the parameters of the ILP model. Section 4.4.4.2 presents the group
and network sizes and layout. Section 4.4.4.3 shows the network lifetime and
the energy consumption of the proposed ILP, and also presents a comparison
between the upper bound obtained by the ILP and the heuristics taken from
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literature, namely Data Aggregation for Multiple Groups (DAMiG) [Riker et al.,
2014a], Two Tier Aggregation for Multi-target Applications (TTAMA) [Riker
et al., 2016a], and Energy Efficient Spanning tRee (EESR) [Hussain and Islam,
2007].

4.4.4.1 Parameter Configuration

The values assigned to the parameters of the proposed ILP are based on the AT-
Megal28L [Atmel, 2016] micro-controller and the CC2420 transceiver. Based on
IEEE 802.15.4 [IEEE, 2016], the data rate communication defined as 250 Kbps,
and the communication round periodicity is 10s. Most of the non-decision vari-
ables are shown in Table 4.5. At 250 Kbps, the time necessary to communicate
(i.e. Tx or Rx) a header of 48 Bytes is 0.037ms. Similarly, the time to commu-
nicate (i.e. Tx or Rx) a payload of 4 bytes is 0.012ms. The proposed solution is
not restricted to a specific technology or protocol. However, reference standards
are used to define the values of the parameters. CoAP [Shelby et al., 2014] has
been used as reference to define the size of the payload. Regarding the size of
the header, we considered a protocol stack composed of CoAP, UDP, 6LowPAN,
and I[EEE 802.15.4.

According to Casilari et al. [Casilari et al., 2010], before each transmission,
a node has to perform setup procedures, which include the periods of Carrier
Sense Multiple Access (CSMA) back off (2.24ms), Channel Clear Assessment
(CCA) detection (0.128ms), and turnaround from Rx to Tx mode (0.192ms).
Thus, TZsepp is 2.56ms x 17.4mA x 3v= 0.134 mJ.

Table 4.5: Values for the Energy Consumption Model.

Symbol ‘ Energy Value Duration Current

Hix 0.6438uJ 0.037 ms  17.4 mA
Tsetup 0.134mJ 2.56ms 17.4 mA
Hrz 0.6956:J 0.037 ms  18.8 mA
ECPU 124/1,J 51.7 S 5 mA
Ptx 0.2088uJ 0.012 ms 17.4 mA
Eslp - - 15 uA
Prz 0.225644J 0.012ms  18.8 mA
E; 10J — —

Default Voltage is 3V.

Regarding the computation costs, each cycle of ATMegal28L lasts 1.25¢ 7s.
The Application Report? shows that the ATMegal28L executes on average 414
cycles to compute one simple math operation (i.e. addition, subtraction, multi-
plication, or division) on two 32-bit float numbers. As the aggregation functions
considered involve also simple math operations, we consider 414 as the number
of cycles necessary to aggregate two data payloads. This number of cycles lasts
1.25e~7 x 414 = 51.7us. Thus, E¢py corresponds to 51.7us x 5mA x 3v = 1.24
ud. For all nodes, the energy reserve E; corresponds to 10 J. Finally, the time in

2www.ti.com/lit /an/slaa205¢c/slaa205c.pdf
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sleeping mode per communication round corresponds to the time in which the
node is not in any other state.

The next section describes the aspects related to the groups over the net-
work.

4.4.4.2 Layout and Size of Groups

The size and layout of the network and groups have a strong influence on the
energy consumption and on the network lifetime. In order to evaluate a rep-
resentative number of scenarios, the evaluation has followed two approaches
regarding the layout, size and number of groups.

o Constant network size with variable number of group members
(Constant Network Size): In this approach, a network size is defined
and the groups with equal number of members are distributed over the
network. Seeking the fairness between the groups, all groups should have
the same number of members, which means that it is possible to find the
group size by finding the natural divisors of the network size. For instance,
in the case of a network having 100 nodes, the group sizes that will form
groups with the same number of members are: 1, 2, 4, 5, 10, 20, 25, 50,
and 100.

e Variable network sizes with constant number of group members
(Variable Network Size): In this approach, the number of members
for each group is constant, while the number of groups and network size
are variable. In this case, the fairness between the groups is also kept,
since all groups should have the same number of members. For instance,
defining the size of the groups as 4 and the total number of groups as 10,
the network size will be 40. To obtain a ”square” layout, the groups’ sizes
are given by power of two (e.g. 2x2, 3x3, and 4x4).

Figure 4.16 illustrates the two approaches applied to form the evaluated networks
and groups.

All the evaluated nodes have a wireless range of 20m, while the horizontal and
vertical spacing between the nodes is 20m, so the nodes have a maximum of 4
neighbors.

The following section presents and discusses the obtained results in terms of
network lifetime and energy consumption.

4.4.43 ILP Network Lifetime and Energy Consumption

The main performance metric used in this evaluation is Network Lifetime (see
Def. 3). Besides, as the energy consumption is a secondary objective, it is also
used as a performance metric.
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(a) Constant Network Size: The same  (b) Variable Network Size: ”Square”

network is divided in groups. groups forming different networks.
Network | ' Group
Area I :

Figure 4.16: Groups Distribution.

Figure 4.17 shows the network lifetime obtained by the proposed ILP considering
a variable network size with constant number of group members (see Figure
4.16.b). The network lifetime is presented for networks having 4, 6, 8, and 10
groups.

As can be seen, the number of groups over the network impacts the network
lifetime, since it controls the amount of External Group Traffic. However, the
network lifetime is not necessarily impacted when the number of members of
each group increases. For instance, considering a network with 10 groups, the
obtained network lifetime is almost constant when the group size is 25, 36, 49,
and 64 nodes.

These results (Figure 4.17) indicate that for a particular number of groups,
the ILP model reaches a stable lifetime even if the number of group members
increases. The reason for the lifetime stability is that the number of payloads

74500 .
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Figure 4.17: ILP Network Lifetime (Variable Network Size).
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going outside a group is reduced to one regardless the group size.

Considering a constant network size with variable number of group members
(See Figure 4.16.a), Figure 4.18 shows the network lifetime and the total network
energy consumption due to the transmission of headers, internal group payloads,
and external group payloads. There are fewer internal group payloads when
the groups become smaller, causing a decrease in energy consumption. Due to
External Group Traffic, the energy consumption for 50 monitoring groups is the
highest, and the lifetime is the lowest.

Energy consumed due to Header RRR<x

Energy consumed due to Internal Traffic 7777777

Energy consumed due to External Traffic
Network Lifetime ¢

18 74000
016
E} - 72000
S144
(0]
sl A O 7 Z ! ! - 70000 E
g0, / 2 7 5
? g t 68000 =
c 84 < S
3 S
O 6 + 66000 B
x =z
24
Z - 64000
Z 2]
0 : —L 62000
1 2 4 5 10 20 25 50

Number of Groups

Figure 4.18: ILP Lifetime and Energy Consumption
(Constant Network Size - 100 nodes).

Another relevant aspect is the aggregation behavior of the optimal solution
obtained by the ILP. In this direction, Table 4.6 shows for different num-
ber of groups the average number of produced, delivered and aggregated pay-
loads.

The percentage of payload aggregation in Table 4.6 is the ratio between the
sum of payloads delivered to the sink and the sum of payloads produced. The
maximum Internal Group Aggregation that a group can achieve is limited by the
number of members. For example, when a network of 100 nodes has 50 groups,
the maximum Internal Group Aggregation is 50%, since there are 2 members in
each group and at least 1 payload should be communicated to the sink. For the
case of 20 groups, each group has 5 members, which means that the maximum
Internal Group Aggregation is 4/5= 80%. It is possible to notice that when the
network has 1 and 2 groups, the Internal Group Aggregation is around 95%,
which is not the maximum Internal Group Aggregation. However, when the
network has 4, 5, 10, 20, or 50 groups, the percentage of aggregation decreases,
achieving the maximum allowed Internal Group Aggregation. In our evaluation,
TTAMA shows a similar level of payload aggregation, but it does not achieve
the same results of the ILP when there are many groups. This indicates that
TTAMA uses a correct approach to perform payload aggregation, but fails to
find the paths to perform efficient payload concatenation.

Another interesting point of evaluation is the comparison between the network
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Table 4.6: ILP Payload Statistics
(Constant Network Size - 100 nodes).

Number Payloads

of Groups |Produced Delivered Aggregated* Aggregation
1 7303000 292120 7010880 96 %

2 3651400 146056 3505344 96 %

4 1822650 72910 1749740 96 %

5 1456840 72944 1383896 95 %

10 722740 72184 650556 90 %

20 352850 70492 282358 80 %

50 128040 64466 63574 50 %

*These payloads do not go outside the group.

Table 4.7: ILP and Heuristics Comparison (Constant Network Size - 100 nodes).

Number of Groups
1 2 4 5 10 20 25 50
ILP Network Lifetime 73030 73028 72906 72842 72274 70570 69006 64020
TTAMA’s Network Lifetime| 72190 67030 55770 51160 39830 40060 38520 38204
TTAMA and ILP Ratio 98.85% 91.79% 76.50% 70.23% 55.11% 56.77% 55.82% 59.68%
DAMiG’s Network Lifetime [36590 24570 17660 16280 13250 11340 10980 7870
DAMIiG and ILP Ratio 50.1% 33.6% 24.22% 22.35% 18.33% 16.07% 15.91% 12.29%
EERS’s Network Lifetime {36590 24610 14740 12270 7020 3660 3250 1550
EERS and ILP Ratio 50.1% 33.7% 20.22% 16.84% 9.71% 5.19% 4.71% 2.42%

lifetime obtained from the ILP and the state-of-art heuristics, namely DAMiG
[Riker et al., 2014a], TTAMA [Riker et al., 2016a], and EESR [Hussain and
Islam, 2007]. As Table 4.7 presents, the proposed ILP solution has the best
performance, which is expected because it achieves the network lifetime upper
bound of TTA. The reasons for the lack of performance of the heuristics are:
(i) the heuristics are based on link cost functions that find aggregation paths.
Besides, these solutions rely on static rules to improve network lifetime via
payload and header aggregation. For instance, in DAMiG and EESR, all traffic
of a group must pass through a single node before going to an external group.
This static rule is not efficient for a small number of groups. Therefore these
heuristic solutions cannot achieve the optimal network lifetime; (ii) DAMiG does
not achieve a higher lifetime performance because it always seeks to maximize
the internal group traffic aggregation, which is not efficient in case of large
groups; (iii) EESR does not apply header aggregation, which contributes to the
poor lifetime performance.

TTAMA corrects the problem of DAMIG for the case of few groups (i.e. 1
and 2). When the number of groups is very small, the comparison shows that
TTAMA achieves a performance that corresponds to more than 90% of the ILP.
The main problem of TTAMA is related to the communication of external group
traffic. As can be noticed, TTAMA does not maintain the same performance
of ILP when there are many groups and the amount of external group traffic
increases. It suggests that the static function used by TTAMA to find the best
path to perform payload concatenation is not efficient.
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Figure 4.19: Optimality gap: difference between the relaxed model and ILP.

It is well-known that Integer Linear Programming problems belong to the class
of Non-deterministic Polynomial (NP) problems. It means that unless P = NP,
there is no polynomial-time algorithm for solving ILP problems. Although the
complexity of the ILP problems, it is important to highlight that the proposed
Integer Linear Program is computed once for the entire network lifetime, and
it is used to compute the network lifetime upper bound. Thus, the ILP does
not need to be periodically computed, which reduces considerably the amount
of resources spent to find the maximum network lifetime.

A computer with 1,8 GHz Intel Core i5 and 4 GB of RAM was used to solve
the proposed ILP model. Considering the case where there is a single group on
a network of 100 nodes, the time to compute the optimal solution is on average
0.05 seconds. For the case where the network has 100 nodes and the number of
groups is 10, the time to find the solution is 1.33 seconds.

Motived by the fact that the proposed ILP demands a considerable amount of
computational resources, especially for large network sizes, it is important to
present alternatives to solve the proposed optimization model in an affordable
amount of time. One technique largely present in the literature to decrease the
complexity of the ILP problems is to relax the integrality constraints. With this
technique, instead of having constraints forcing the values of the variables to
belong to the Integer set 7Z, the values of the variables are allowed to belong
to the Rational set Q. Thus, the Integer Linear Program turns into a Linear
Program (LP).

The relaxation of the ILP model raises the question of how large the gap between
the optimal (i.e. ILP) and the relaxed-LP model is. In our case, the relaxed-LP
model drops the integrality constraints and has A = 0. Figure 4.19 shows the
optimality gap between the two models. As can be seen, the optimality gap is
not greater than 0.05 %. This low percentage certifies that the relaxed-LP is
not distant from the optimal solution.

For the evaluation of larger network sizes, the relaxed-LP model was used. The
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network lifetime performance shown in Figure 4.20 considers networks with up
to 4000 nodes, varying the size of the message headers. As can be seen, the
header size has great influence on the network lifetime. This influence occurs
because the header communication is the most demanding energy activity (see
Figure 4.18), and longer headers reduce the payload size inside each message,
which limits the payload concatenation and thus the network lifetime.

Considering network scenarios with multiple sinks, Figure 4.21 shows the net-
work lifetime performance considering 1, 2, 3, 4, and 6 sinks, while the number
of groups is 40, 20, 10, and 5. In this evaluation, the network has 400 nodes. As
can be seen, the network lifetime is less influenced by the number of sinks when
there are 5 groups. For all other scenarios, the network lifetime presents signi-
ficant variation. The reason for it is that the nodes have an energy consumption
constraint, and the increase on the number of sinks will not change the energy
constraint. However, when the number of groups increases, a communication
bottleneck is created near the sink. Thus, for the cases of 10, 20, and 40 groups,
increasing the number of sinks mitigates the communication bottleneck, which
improves the network lifetime performance.

After presenting the mathematical formulation of the upper bound network life-
time, the next section presents testbed experiments that executed the Two-Tier
Aggregation on a real environment.

4.5 Testbed Implementation and Experiments

Testbeds are the proper environments to consider aspects that usually are hidden
in simulations or models. In this direction, this section presents the implement-
ation details and the experiments regarding the insertion of many payloads in
a single message. The implemented solution presented in this section is called
Messaging mULTIple Payloads LayEr (MULTIPLEx) and it is able to collect
small size data blocks from low power devices in an efficient way, carrying these
data blocks in the payload of a single message. The MULTIPLEx is a light-

74000 -
73000 /1
'aga 72000 1
B 71000
270000 &
£ 69000 |
2 68000 |
67000 - .
66000

600 nodes - 6 Groups —<—
1800 nodes - 8 Groups —-
4000 nodes - 10 Groups @

12 36 60 84 108
Header size (Bytes)

Figure 4.20: Network lifetime of large scenarios using different header sizes (Con-
stant Network Size).
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Figure 4.21: Network lifetime of Relaxed LP with Multiple Sinks (Constant Net-
work Size - 400 Nodes).

weight layer designed to operate with the standard M2M protocol stack aiming
to reduce the energy consumption of the energy constrained devices.

This section is structured as follows. Section 4.5.1 presents an overview of Mes-
saging mULTIple Payloads LayEr (MULTIPLEx). Section 4.5.2 describes an
experimental case study, including the software and hardware selection, the im-
plementation details, and some preliminar results. Section 4.5.3 presents the
evaluation and discusses the results.

4.5.1 Messaging Multiple Payloads Layer

MULTIPLEx allows the low power nodes to produce messages with multiple
payloads when the node is producing its own messages and forwarding mes-
sages. The main idea of MULTIPLEx is to assemble messages with multiple
payloads to exploit the fact that most of the periodic many-to-one traffic in
M2M environments is composed by small size payloads.

As Figure 4.22 shows, MULTIPLEx is a layer located on top of the Internet
Protocol (IP). During the forwarding process, the MULTIPLEx nodes store in
a buffer the application messages received from the neighbors and also the self
produced messages. The application messages are only stored if the node is
not the final destination of the message. A timer is set periodically to verify
if the MULTIPLEx criterion has been satisfied for issuing a multiple payload
message. In case the criterion is positively verified, the payloads are extracted
and information can be added to each individual payload, such as node id, data-
type or timestap. Then, the extracted payloads are inserted as a bulked payload
into a new application message. In case the criterion has not been satisfied,
MULTIPLEx does not change any information in the messages. In both cases,
the resulting messages are forwarded to the appropriate layer.
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Figure 4.22: MULTIPLEx overview

MULTIPLEx can be designed with different criteria to decide if a new message
will be created with multiple payloads or not. In this version of MULTIPLEX;, it
applies a simple, but effective criterion for this decision. The decision is based on
a threshold, called &, which is related to the number of stored messages. When
the timer expires, MULTIPLEx counts the number of messages in the buffer.
If this number is equal or greater than §, then a new multiple payload message
will be produced. Otherwise, all messages are preserved.

The decision based on the number of received messages is justified by the fact
that the extraction and assembly operations demand a considerable amount of
processing and energy resources. Therefore, MULTIPLEXx is designed to perform
these operations when the energy savings due to the message header suppression
payoff the costs.

The next section shows detailed information about the implementation of MUL-
TIPLEx in real devices.

4.5.2 Experimental Prototyping

This section presents the details of the prototyping implementation where MUL-
TIPLEx is embedded on real devices. To begin, the next section shows the
details of the software, hardware platform and implementation.

4.5.2.1 Implementation of MULTIPLEx

MULTIPLEx can be applied to different M2M application protocols, for instance
CoAP [Shelby et al., 2014] and Message Queuing Telemetry Transport (MQTT)
[Banks and Gupta, 2015]. For this case study, CoAP has been selected as the
application protocol because it supports natively many-to-one traffic and has
the “observe” option that enables a client to receive data periodically.

— 81 —
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Contiki has been selected as the operating system. Some reasons that motivated
this choice are: (i) Contiki provides stable open-source version of the IEEE
standard protocols; (ii) it has a large community of developers; and, (iii) it is
designed for several low-energy hardware platforms.

Regarding the hardware, the Contiki nodes run on the ATmega256 RFR2-XPRO
board®. It has a 16 MHz Micro-Controller integrated with a 2.4Ghz transceiver,
256 KBytes of flash, and one temperature sensor.

MULTIPLEXx is implemented on Contiki as a light-weight layer, located between
the Internet Protocol (IP) and the User Datagram Protocol (UDP) layers. MUL-
TIPLEx was implemented between these layers in order to verify the destination
IP address of every message received from the neighbors. This verification is ne-
cessary because payloads are extracted for the creation of new CoAP messages
if the message has not reached the final destination. For the case of a CoAP
message arriving from the UDP layer, MULTIPLEx assumes that this message
has been produced by the node itself, so it does not extract the payload from
this message.

Algorithm 4.4 shows the main logic executed by MULTIPLEx when a new packet
arrives from the IP layer and also presents the algorithm executed when the timer
triggers the decision of creating a new multiple payload message.

Algorithm 4.4. MULTIPLEx algorithm
1: Initialize: threshold

2: Start
3: function NEW_PACKET ARRIVES(msg)
4: typeCode + parseCode(msg)
5: address < parseAddrs(msg)
6: if isCoAP(typeCode) and notMyAdd(address) then
7: buffer(msg)
8: if timer_not_set() then
9: set_timer()
10: end if
11: end if
12: end function
13:
14: function TIMEOUT__CALLBACK( )
15: msg_num <— count_msg(buffer)
16: if isGreater(msg_num, threshold) then
17: payloads__data < extractPayloads(buffer)
18: new__coap < assembly__new__coap(payload__data)
19: forward_next_layer(new__coap)
20: else
21: forward_next_layer(buffer)
22: end if
23: end function
24: End

In Algorithm 4.4, from line 3 to 12, MULTTIPLEx implements a simple buffer
for messages arriving from the IP layer and sets a timer. In lines 14 to 23,

3http://www.atmel.com/tools/atmega256rfr2-xpro.aspx
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MULTIPLEx decides if it will create a new CoAP message having multiple
payloads. Depending on the number of stored packets on the buffer, the creation
of a multiple payload message is cost-efficient or not. For this reason, it is
necessary to set the threshold 0 with an adequate value. With this purpose,
Section 4.5.2.3 presents a study to determine a value to 9.

The next section shows the experiments conducted to calibrate and validate a
software tool used to estimate the energy consumption of the nodes.

4.5.2.2 Calibration and Validation the Contiki’'s Energy Tool

Contiki contains an Energy Consumption Tool, called Energest, that is able to
estimate how much energy a node has consumed. The use of Energest is mo-
tivated by the fact that hardware-based energy measurement is time consuming
and requires many dedicated boards and equipment to measure the energy con-
sumption of few nodes.

Energest uses a Contiki service that maintains a table with the total time the
CPU and transceiver have been active. This service produces time stamps when
the component is turned on and off. Having these time stamps, it is pos-
sible to estimate the energy consumption of the node, as presented in Equation
4.17.

5 = Ity + Lity + 11, (4.17)
In Equation 4.17, t,,,, t;, and ¢, are the time the micro-controller is in the follow-
ing states: active, transmitting, and receiving, respectively. Besides, the set of
constants {I,,, I, I} represents the electrical current necessary to run each of
these states. To achieve an accurate estimation of the total energy consumption
via Energest it is necessary to calibrate the values of the set {I,,, I;, I, I.}.
This calibration was performed using a two step methodology. First, real meas-
urements were performed on the Contiki devices to find the electrical current
in each state. Second, the total energy consumption estimation provided by
Energest was compared to the real measurements.

The MSP432 P401R* board was used to measure the real current energy con-
sumption of the ATmega256RFR2-XPRO boards. The P401R board can meas-
ure the amount of energy consumed and the electrical current of a target board
with a resolution of 2kHz.

The energy states have been measured in 10 different ATmega256RFR2-XPRO
boards and executed twice for each board. Each test lasted 10 minutes and the
first two minutes were considered as a warm-up period. Table 4.8 shows the
obtained values of the current for each state.

CPU measurements were performed running Contiki without entering in low
power mode, since this version of Contiki is not stable when ATmega256RFR2

4http://www.ti.com/lit /ug/slau597c/slau597c.pdf
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Table 4.8: Current Measurement of the States

State CPU Transmission Reception
Electrical Current 9.32 mA* 21.44 mA 15.49 mA

*This measurement includes idle and active.

is in low power mode. The result for CPU is the average electrical current for
the whole period of the experiment, in which the transceiver is turned off and
the CPU can be active or idle.

Table 4.9 shows the real and the estimated energy consumption reported by the
P401R board and the Energest, respectively. For these tests, 10 boards were
subject to three separated executions of 1 hour of operation, which comprises
the transmission to a border router of one CoAP message every 30 seconds. The
error column in Table 4.9 shows in percentage how much the estimated energy
is different from the real measurements.

Table 4.9: Total Energy Consumption

Board Real Energest (Error %)

1 112707.3 115272.3 2.28
2% 125105.1 127952,3 n/a
3 108492.0 114006.3 5.09

4 108710.0 114345.0 5.19
5 111113.0 114455.0 3.01
6 109282.3 113216.6 3.60
7 113827.7 113929.6 0.20
8 111921.7 114646.3 2.44
9 109843.7 114412.0 4.16
10 111296.3 114086.0 2.50
Avg 110799.3 114263.2 3.16

*Qutlier.

Hurni et al [Hurni et al., 2011] present measurements related to the calibration
of the Contiki’s energy consumption tool. The obtained average error value of
3.16% is compatible with the error interval presented by Hurni et al.

The next section presents some prelimilar experiments performed on a reduced
set of nodes.

4.5.2.3 Preliminar Tests and Study of Threshold ¢

The first preliminar set of tests aims to study the energy consumption of a node
when it receives or transmits messages with different payload sizes. Figures 4.23a
and 4.23b show the amount of energy consumed for reception and transmission,
respectively. These experiments were conducted 30 times and the average of
data samples was obtained considering a confidence interval of 95 %. As can be
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observed, the consumption due to transmission tends more to a linear curve than
the reception. In both cases, it is possible to see the impact the payload size has
on the consumed energy. Besides, these figures show the amount of energy spent
only to transmit or receive the header. These amounts are saved by MULTIPLEx
every time the nodes use a single header to communicate payloads.

0.46

- 035 T
0.44

025 1

Energy (Joules)
Energy (Joules)
"

02 1
036 T

0.34 0.15
0 10 20 30 40 0 10 20 30 40

Payload size (bytes) Payload size (bytes)

(a) Reception. (b) Transmission.

Figure 4.23: Energy Consumption.

Another objective is to study the threshold §, which is the minimum number of
payloads on a message able to be cost-efficient in terms of energy consumption.
The study of the threshold § was conducted using four nodes: 1 node running
MULTIPLEx, 2 nodes that inject CoAP traffic, and 1 receiver node. For com-
parison purposes, the standard CoAP has been evaluated in the same scenario.
Standard CoAP produces messages containing only a single payload and for-
wards all the received messages from the 2 injector nodes. Figure 4.24 shows
the obtained results, considering a communication round of 120 seconds.

o 9560 T

£ —e—Standard CoAP —*-MULTIPLEx
S 9550 1

.g 9540 + Threshold
£

E 9530 +

5 9520 +

> 9510 +

=1)]

; 9500 +

= 9490

6 12 18 24
Number of Tx Payloads in each Comm. Round

Figure 4.24: Threshold §
As can be seen in Figure 4.24, MULTIPLEx has a lower energy consumption if

the number of payloads in the message is equal or greater than 12. Otherwise,
it is more efficient to use the standard CoAP, in which the messages have a
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single payload. The main reason MULTIPLEx does not payoff for less than 12
payloads is related to the cost of extracting and producing a new message.

The next section describes and discusses the results obtained from the experi-
mental evaluation.

453 Testbed Evaluation and Results

To evaluate the energy consumption of MULTIPLEx, a testbed composed of 8
Contiki nodes was used. As depicted in Figure 4.25, the 8 Contiki nodes were
deployed to create a balanced tree topology in an indoor environment.

MULTIPLEX
Node2 . -
Parent of the —-‘_-""‘ﬁ
RPL Border MULTIPLEX .“

Router Nodes 7

Contiki Node m _____________ -
(ATmega256RFR2-XPRO)

___________ > MULTIPLEX ~~=---___

CoAP Traffic Node 1 W

Figure 4.25: Testbed Topology

The experiments were conducted to evaluate MULTIPLEx and the Standard
CoAP solution under the same settings. The following set of protocols was used:
CoAP, UDP, 6LowPAN, RPL, ContikiMac, and IEEE 802.15.4. All obtained
results were computed based on 15 independent experiments. Each experiment
lasted for 10 minutes, and the first 4 minutes were defined as the warm-up in-
ternal. The measurements were obtained by the Contiki’s Energy Consumption
Tool (see Section 4.5.2.2).

The final destination of all injected CoAP messages is an external computer,
which is connected to the border router and runs a traffic capture software to
collect the received messages. Table 4.10 presents additional seetings used in
the experimental evaluation.

Table 4.10: Settings of the Real Experiments

Setting Value
MULTIPLEx Threshold 12 Payloads
Application Protocol CoAP

Single Payload Size 2 Bytes

MAC Protocol ContikiMac
ContikiMac Channel Check Freq. 8hz

Wireless Technology IEEE 802.15.4

Communication Round Interval 60 sec
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Among the 8 nodes, 1 node is the border router, 1 node acts as parent for the
rest of the network, 2 nodes execute the MULTIPLEx code, and 4 nodes inject
CoAP messages in the network. The parent node is set to forward the CoAP
messages received.

Figure 4.26 presents the average total energy consumption and the standard de-
viation for different numbers of CoAP payloads. In Figures 4.26a and 4.26b, the
results show the energy consumption of the two MULTIPLEx nodes. Regarding
these results and for all measured cases, MULTIPLEx has the lowest energy
consumption. The improvement is 14.85% for the case of 24 payloads in a single
message.

14500 T —e—Standard CoAP - % -MULTIPLEx 14500 1 —e—Standard CoAP =% -MULTIPLEx
o 14000 T s 14000 T
E g
= 13500 T = 13500 T
2 i
£ 13000 T g 13000
z z
g 12500 T S 12500 T
&} Q
2 2
2012000 T 212000 T
@ )
g =
B 11s00 + 11500 +
11000 t t t t 1 11000 t t t t
6 12 18 24 6 12 18 24
Number of Tx Payloads in each Comm. Round Number of Tx Payloads in each Comm. Round
(a) MULTIPLEx Node 1 (b) MULTIPLEx Node 2
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14000 T
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13000 T+
12500 Tt
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Figure 4.26: Energy Consumption

In Figure 4.26¢, the obtained energy consumption corresponds to the node that
acts as parent for the MULTIPLEx nodes. In this set of results, MULTPLEx
is more cost-effective in the case of 18 and 24 payloads. This figure shows that
MULTIPLEx also improves energy consumption of the parent node, since this
node forwards less CoAP headers.

Table 4.11 shows the average energy consumed in each state of the MULTIPLEx
nodes. In these results it is possible to measure how MULTIPLEx changes the
energy spent on Transmission, Reception, General CPU operation, and also it
presents the CPU demanded by MULTIPLEx.
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The results in Table 4.11 show that MULTIPLEx compared to the standard
CoAP solution increases the energy spent by the CPU. However, the MULTI-
PLEx CPU consumption is cost-effective, since the saved energy on Transmission
and Reception is greater than the energy consumed to execute MULTPLEx. An-
other advantage of MULTIPLEX is that it preserves the content of the payloads,
which means that the data accuracy is not reduced.

Table 4.11: Energy Consumption

Tx General CPU for
Payloads CPU Tx Rx MULTIPLEx

56 95.50%  1.09% 3.36% 0.03%
= 12 94.80%  0.97% 4.14% 0.07%
518 93.30% 1.16% 5.41% 0.11%
= o 89.40% 1.41% 9.03% 0.14%
6 91.32% 2.97% 5.70% n/a
312 88.20%  6.06% 5.73% n/a
£ 18 83.27% 6.21% 10.51% n/a
o 78.90%  9.46% 11.63% n/a

4.6 Summary

This chapter proposed mechanisms to address the following main open issues in
M2M communication: (i) Energy efficiency in limited battery-power networks,
(ii) heterogeneous group communications. It presented, in Section 4.2, a flexible
and general approach to reduce overhead and eliminate data redundancy that
can be applied in M2M group communications, called Two Tier Aggregation
(TTA).

Besides, Section 4.3 presented two heuristics designed to apply the proposed
TTA over the network traffic, focusing to compute how the messages will flow
on the network to achieve better network lifetime performance via TTA.

Section 4.4 introduced a mathematical model, formulated as an Integer Linear
Program, able to find the optimal network flow solution for TTA that maximizes
the network lifetime. In addition, this section presented a performance compar-
ison with the objective to determine how far are the heuristics from the optimal
or near-optimal solutions.

Section 4.5 showed the prototyping and the testbed experiments. These set of
experiments were conducted to measure the real gain of the proposed TTA. The
obtained result highlighted that the aggregation cost is not negligible, but it can
be considered as a criteria to decide if the aggregation should occur or not.

The next chapter shows the proposed solutions for energy efficient communica-
tion in replenishable energy environments.
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Machine-to-Machine (M2M) devices opens relevant research challenges.

One of the these challenges is to consume energy resources in a pace
that does not deplete or overflow the node’s reserves. Another challenge is to
reduce the communication overhead, since it contributes for the network con-
gestion and waste of energy resources. In addition, the machine-to-machine
standard protocol stack must be adapted and extended for energy harvesting
scenarios, promoting the convergence of protocols in this field. Motivated by

T o use energy harvesting sources to replenish the energy reserves of
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the these challenges, this chapter presents two proposed mechanisms designed
for replenishable environments.

5.1 Introduction

Energy harvesting enables the network nodes to renew their energy reserves using
solar, wind, or motion power. Due to the capacity of renewing energy, energy
harvesting has demanded new insights on how to communicate efficiently. One
important requirement in energy harvesting networks is to regulate the energy
consumption according to the level of energy stored in the batteries, avoiding
the over and underuse of the energy resources [Gunduz et al., 2014]. Several
proposals are designed to this regard. For instance Gregori and Payaré [Gregori
and Payard, 2012] present some transmission strategies that compute the amount
of data to be communicated according to the energy availability.

Data aggregation is an approach, usually coupled with routing, that has a great
potential to regulate the energy consumption. This is because data aggregation
allows the nodes to control the amount of spatio-temporal redundancies flowing
over the network paths. Using data aggregation, the sink node can receive
the aggregated data that reveals the overall monitoring status (e.g. average
temperature), instead of receiving the individual data readings from each node.
Thus, as the nodes aggregate data, the traffic flow can be reduced over the
network.

When the nodes do not have energy harvesting capabilities, it is necessary to
aggregate the data as much as possible, keeping the maximum aggregation level
during the whole network lifetime. However, in energy harvesting networks,
there are moments when it is possible to spend more energy, requiring the nodes
to regulate dynamically their aggregation level. For instance, after a time inter-
val of high solar irradiation, the nodes can increase their energy consumption,
allowing the nodes to store future harvested energy.

At first, the idea of dynamically regulating the level of data aggregation accord-
ing to the energy level can be seen as undesired for some users and companies,
because the amount of collected data will depend on the energy harvested from
the ambient. However, most of the classic data aggregation solutions offer only
one data aggregation level, which results in minimum data accuracy. So, there
is a gain when dynamic data aggregation is executed, since in the best case scen-
ario the highest data accuracy level is achieved. Only in the worst case scenario
the minimum data accuracy level is achieved.

Regarding the argument that the harvested energy from the ambient is uncon-
trollable, a straightforward solution to reduce the influence of natural conditions
on dynamic data aggregation is able to introduce upper and bottom thresholds
for the data aggregation level. Using thresholds, the variation of the data ag-
gregation level is limited and can be adapted to the necessity of the users.

Despite the aforementioned aspects of energy harvesting and data aggregation,
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the current solutions for energy harvesting networks do not adapt the aggrega-
tion level in accordance to the amount of energy harvested in the batteries. To
fill this gap, this chapter presents:

o A distributed data aggregation solution, named Data Aggregation for en-
ergy harVesting NETworks (DAV-NET), that dynamically controls the
level of data aggregation and adapts the energy consumption according to
the level of energy in the batteries.

o A Routing and Aggregation for Minimum Energy (RAME) energy-aware
solution that combines routing and data aggregation mechanisms to con-
trol the data traffic on the paths considering lowest energy reserve on the
path. In addition, this solution is implemented on the standard M2M pro-
tocol stack and applies a scheme that successfully reduces the overhead of
the communication.

The remaining of this chapter is structured as follows: Section 5.2 presents the
DAV-NET approach and shows the obtained results. Section 5.3 describes the
RAME approach and presents the implementation and evaluation.

5.2 Data Aggregation for Energy Harvesting
Networks

This section outlines and evaluates the Data Aggregation for energy harVesting
NETworks (DAV-NET). Unlike traditional data aggregation solutions, DAV-
NET is designed to dynamically adapt the data aggregation level, seeking the
neutral operation of the nodes.

To begin, the next section presents an overview about DAV-NET.

5.2.1 Overview

The aim of the proposed solution, named Data Aggregation for energy harVest-
ing NETworks (DAV-NET), is to route the data over the paths promoting data
aggregation to use in an efficient manner the harvested energy stored in the
batteries.

Figure 5.1 shows a solar scenario, where a network node has a buffer for input
data, which stores own produced data and received messages from neighbors.
This particular node computes the aggregation level according to the energy
level of the battery, which will depend on the harvested and consumed energy.
The main idea is to regulate the amount of traffic flowing through the node
using the aggregation level as parameter. In other words, the node uses the
aggregation level to determine the number of payloads in the buffer that should
be aggregated.
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Figure 5.1: Data Aggregation in DAV-NET.

In general, DAV-NET enables the network to decrease the number of aggregated
payloads when the energy harvested from the ambient increases the energy level
in the batteries. In case the node has few energy resources, the number of
aggregated payloads will increase. This traffic regulation allows the network to
make efficient use of the energy resources.

The next section further details the design of DAV-NET.

5.2.2 Energy Harvesting with Data Aggregation

This section presents the main steps and procedures executed by DAV-NET to
dynamically aggregate data in energy harvesting environments. As presented in
the following section, first, it computes an aggregation tree, allowing the traffic to
flow from the nodes to the sink. Second, it dynamically finds an aggregation level
that regulates the aggregation procedures executed on the network traffic.

5.2.2.1 Aggregation Tree

DAV-NET computes an aggregation tree in a distributed fashion. To achieve
that, each node maintains the following information about its neighbors: the
energy level and the hop gradient. The former reveals the battery state-of-
charge, and the latter is the number of hops necessary to reach the sink node.
Data gathering is executed in communication rounds. In each communication
round, all nodes communicate their data readings to the sink node.

As can be seen in Algorithm 5.1, during the Beacon Interval, which is executed
periodically, every node broadcasts beacon messages containing the energy level,
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and the hop gradient. Through the beacon messages the nodes can update the
neighbors’ information. Even in stationary topologies, the periodic broadcasting
of hop gradient is necessary due to network dynamics (e.g. node and link failures
and energy depletion).

Algorithm 5.1. Data Aggregation Tree

Initialize:
1: ownHop, ELevel, txtimer, rxtimer;
2: Start
while isBeaconInterval do
4 T Xtimer < findtzTimer();
5: RXtimer < findraTimer();
6: if isRXtime(RXtimer) == True then
7.
8

bMSG < listenNeighbors();
: update__ownHop(bM SG);
9: update_ngbHop(bM SG);

10: update_ngbElevel(bM SG);

11: end if

12: if isT Xtime(T Xtimer) == True then

13: ownHop + getOwnHop();

14: Elevel < getEnergyLevel();

15: bMSG « createBeacon(Elevel, ownHop);
16: broadcast(bM SG);

17: end if

18: end while

19: select Parent();

20: computeAggLevel,

21: End

22: function SELECTPARENT
23: parentID < 0;

24: do
25: parentID < nextParentMaxzE(parentlD);
26: nHop + get HopGradient(parentl D);

27: while nHop > ownHopG
28: end function

At the end of the Beacon Interval, each node has the information revealing its
own and the neighbors’ energy level and hop gradient. Having this information,
each node begins the process of parent selection, which is a straightforward pro-
cedure. First, the selector node chooses as parent candidate the neighbor with
highest energy level. Second, the parent candidate becomes parent if the hop
gradient of the parent candidate is less than the hop gradient of the selector
node. If the parent candidate violates the hop gradient test, the selector node
finds the neighbor that has the second highest energy level, repeating this pro-
cedure untill it finds a node that passes the hop gradient test. This procedure
is based on the Routing Protocol for Low-Power and Lossy Networks [Winter
et al., 2012], and avoids loops in stationary topologies.

As the nodes select as parent the neighbor with highest energy level, the nodes
with low energy level tend to be children in the tree, consuming less energy
than the parent nodes. The next section gives the details about the procedures
executed by DAV-NET to aggregate the network traffic.
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The next section shows how the aggregation level is computed by each
node.

5.2.2.2 Dynamic Aggregation Level

To find the Aggregation Level of a node i, DAV-NET uses Equation 5.1.

E
AggLevel; =1 — <71> (5.1)

E battery * O

FE; is the residual energy of node i and FEpgery denotes the maximum capacity
of the energy reserve. The a parameter is defined to avoid the battery to reach
its maximum limit, and 0 < o < 1. In general, « is determined according to the
battery type, and it is widely defined in the charging control circuits to avoid
overcharge. For instance, Nickel-Cadmium (NiCd) and Nickel-Metal Hydride
(NiMH) batteries are considered fully charged if the residual energy is greater
than 80% of the total capacity [Hussein and Batarseh, 2011].

The next step is to compute the amount of data that should be aggregated and
sent. For this purpose, each parent node ¢ € N maintains a buffer, denoted
as InputData;, that stores the messages received from its children and its own
sensed data. Then, Equation 5.2 is used by a node ¢ € N to determine the
number of payloads composing the output aggregated message, in a given com-
munication round k. In this equation, inPayloads(Input Data;) returns the total
number of payloads extracted from the buffer (including the sensed data).

outPayloads’ = inPayloads(InputData;) * (1 — AggLevel;) (5.2)

As out Payload? is a real number, DAV-NET rounds the number of output pay-
loads if it is less than 1.

DAV-NET is able to compute the aggregation level of a node according to har-
vested energy stored in the battery. Thus, in moments of plenty of energy,
the data aggregation is reduced, resulting in more network traffic and energy
consumption. On the other hand, in the periods of no or low harvested en-
ergy, the data aggregation increases, promoting a reduction on the network
traffic and consequently decreasing the energy consumption. Due to the con-
catenation of payloads, DAV-NET enables the network to regulate the energy
consumption without increasing the energy consumption due to message headers
overhead.

The next section gives more information about the aggregation procedures ex-
ecuted on the traffic.
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5.2.2.3 Data Aggregation Procedures

It is considered that each message in InputData; has two parts, the header and
the application layer payload, or simply payload. Besides, the size of a single
payload is small enough for the creation of an aggregated message containing
multiple payloads.
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Figure 5.2: Aggregation Procedures.

As depicted in Figure 5.2, a parent node i aggregates the messages in Input Data;
executing the following Aggregation Procedures:

» Payload Extraction: This Aggregation Procedure extracts the payloads
from all the messages stored in InputData;, discarding the headers.

« Payload Aggregation: Uses statistics functions to process the data con-
tained in the payloads. Several aggregation functions (e.g. Sum, Max-
imum, Minimum, and Average) can be used in this aggregation procedure.
We assume that all nodes use the same aggregation function for Payload
Aggregation, and this function is defined by the Application User.

+ Payload Concatenation: It creates a single message containing many
payloads.

In every communication round, every parent node i € N executes the Payload
Extraction on all data stored in the InputData; buffer. The Payload Extrac-
tion eliminates the headers, it does not change the amount of data carried on
the payloads, as its function is to deliver to the Payload Aggregation a set of
Payloads.
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Unlike the procedures executed on Payload Extraction, the Payload Aggregation
procedure processes the data on the payloads, enabling the production of new
payloads. The Payload Aggregation is able to reduce a given subset of payloads
into a single payload.

After the Payload Extraction and Aggregation, the last procedure is the Message
Production with Payload Concatenation. This procedure allows the DAV-NET
to reconstruct the aggregated payloads containing the new payloads generated
by the Payload Aggregation.

Using these Aggregation Procedures, DAV-NET can dynamically regulate the
amount of network traffic flowing over the network according to the energy
level.

After showing the details about the proposed solution, the next section presents
the performance evaluation and the obtained results.

5.2.3 Performance Evaluation

This section presents the performance evaluation of the proposed solution, show-
ing the obtained results when DAV-NET regulates the network energy consump-
tion using the proposed aggregation tree, the aggregation procedures and the
aggregation level.

5.2.3.1 Objectives

The aim of this evaluation is to show the impact that DAV-NET has on the
network energy consumption in a daily basis. The expected result is to achieve
different profiles of consumption depending on the aggregation level applied on
the network traffic.

5.2.3.2 Evaluation Settings

For the performance evaluation, we use a random network topology, where a
sink is located in the center and 100 nodes are uniformly distributed in an area
of 180x180m. Besides, the assigned value for Ejpgsery corresponds to two typical
AA batteries, which means 30700J. This energy can be computed knowing that
a single AA battery has 2.85 Ah, which corresponds approximately to 15350J
if the voltage is fixed on 1.3V. The values of the other parameters used for the
performance evaluation are shown in Table 5.1.

Regarding the energy consumption model, the nodes have three communication
states, namely transmission (Tx), reception (Rx), and sleep. It is well-known
that the transition between the communication states also consumes energy.
Thus, Sians denotes a single transition from Rx or Tx to sleep, or vice-versa,
and according to Ma et. al [Ma et al., 2009] we consider Sg.qns = 21p.J.
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Table 5.1: Performance evaluation parameters and values.

Parameter Value

Header Size 12 Bytes (CoAP) + 36 bytes
Default Payload Size 4 Bytes

Maximum Transmission Unit 127 Bytes

Communication Round Periodicity 1 second

Number of Network Nodes 100

Beacon Interval Periodicity 10 Communication rounds
Battery Capacity 30700J (2 AA Batteries)

« 0.75

Maximum Wireless Range 30 m

Owing to the energy costs incurred in these transitions, the nodes change once
from sleep mode to Tx or Rx mode, and afterwards, change once again from
Tx to sleep mode, spending 2 * Sy.qns in & single communication round. In
addition, since it can be assumed that the devices are able to maintain perfect
clock synchronization, the energy spent on overhearing and idle states is not
considered.

Denoting wrz? as the total number of bits received and wtz? as the number of
bits of the single message transmitted by ¢ in the communication round k. Each
node ¢ € N knows its parent j € N, and the Euclidean distance d; ; between 1
and j. Finally, the energy consumed by a node ¢ due to communication activities
during a single communication round k is given as:

2 k k
Ecommyj, = €amp * d; ; % WL + €clee * WrTy + 2% Strans (5.3)

In Equation 5.3, the constants denoted by e€gmp and e represent the energy
necessary to amplify and to run the electronic circuit for a single bit, respect-
ively. The first two terms of Equation 5.3 represent the energy consumption
related to the data transmission and reception, and the third term measures the
energy consumption caused by the transitions between different communication
states.

Regarding the amount of energy harvested from the environment, it is considered
that in a single day the solar irradiance is able to charge the battery during 4
hours. As Zhang et al. [Zhang et al., 2011a], we assume that the harvested en-
ergy is uniformly distributed over the network, using a Gaussian function to vary
from 0 to 100mWh the harvested energy in each communication round. All the
evaluated results were obtained based on 30 samples, considering a simulation
time of 6 days.

As the proposed solution varies the data aggregation according to the battery
level, DAV-NET is evaluated in three different battery state-of-charge, detailed
as follows:

o The Low State-of-Charge (LSC) corresponds to 5000J of energy, which is
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17% of Ebattery;

o The Intermediate State-of-Charge (ISC) has 10000J of energy, which is 35
% of Ebattery;

o The High State-of-Charge (HSC) has 15000J of energy, corresponding to
50 % of Epatery;

5.2.3.3 Results

Figure 5.3 shows the residual energy stored in the batteries over the simulated
time. As expected, in all the cases, the nodes renewed their energy reserves.
On average the nodes harvested 6000J (i.e. approximately 20% of Epqttery) from
the ambient during the simulated 6 days. At the end of the 6th day, HSC,
ISC, and LSC achieve approximately 21000J, 14000J, and 9000J, respectively.
At this moment, HSC almost approaches the maximum permissible residual
energy, which is around 23000J (i.e. app. 75% of Epattery)-
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Figure 5.3: Average Residual Energy.

Figure 5.4 shows the total number of payloads that were aggregated by all nodes
during each communication round. As can be observed, due to the dynamic
data aggregation control, the number of aggregated payloads tends to follow the
inverse residual trend. In general, the number of aggregated payloads decreases
over time, since the battery level increases. While the network aggregates on
average almost 162 payloads for LSC, it aggregates on average 35 payloads when
the nodes are in HSC.

Figure 5.5 presents the average total number of payload transmissions executed
by all nodes during each communication round. Each node executes at least one
payload transmission in each communication round, so the minimum number
of transmitted payloads for each round is 100 (i.e. one transmission per node).
The minimum number of payload transmissions is achieved when the data ag-
gregation is maximum, while the maximum number of payload transmissions is
achieved when the aggregation level is minimum.



CHAPTER 5. DYNAMIC DATA AGGREGATION IN REPLENISHABLE
ENERGY ENVIRONMENTS

200

Low State-of-Charge
180 | Intermediate State-of-Charge

/—{\{‘—H*#\]g\h State-of-Charge
160 FTh : A

I--F
e

60 Ten

:

Number of Aggregated Payloads

N
o

N
o

02 03 04 05 06 07
Time (days)

o
=

Figure 5.4: Sum of aggregated payloads.

Knowing that DAV-NET increases the number of payload transmissions accord-
ing to the residual energy, when the nodes have the lowest residual energy in
LSC, the whole network transmits on average 102 payloads. Without violating
the limits of IEEE 802.15.4, the sum of all payload transmissions of HSC in each
communication round is 450 payloads at the 6th day. It is important to notice
that the 450 payloads do not correspond to the number of payloads received by
the sink node, but it corresponds to the sum of all transmitted payloads of all
nodes in a given communication round.
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Figure 5.5: Transmitted payloads.

Figure 5.6 shows the average amount of energy that a node consumes during
a single day. It is clear that the DAV-NET execution impacts the energy con-
sumption. These results show that DAV-NET can impact the daily energy
consumption of a node in approximately 1.5 Joules. This value represents a
valuable amount of energy for the long term operation of the network (i.e. sev-
eral months). It also shows that data aggregation is a suitable mechanism for
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regulating the energy consumption in energy harvesting networks.
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Figure 5.6: Average Cumulative Energy Consumption.

In addition, Figure 5.6 depicts that when DAV-NET is in Low-State-of-Charge
the energy consumption tends to be in 5.5 Joules per day. The reason for these
results is in the fact that the number of transmitted payloads is kept around in
100, which means that the network traffic is regulated at a constant level.

An important aspect observed in the DAV-NET performance is that it increases
or decreases the energy consumption through the number of payloads. It means
that rather than merely increasing the number of messages on the network,
the proposed solution regulates the communication of valuable information (i.e.
payloads). As consequence, it does not increase the communication of head-
ers.

The next section presents another solution also designed for energy harvesting
environments.

5.3 Routing and Aggregation for Minimum Energy

The results of DAV-NET show that a dynamic data aggregation solution can
be used to achieve different energy consumption profiles, which is useful in en-
ergy harvesting environments. The proposed solution in this section, Routing
and Aggregation for Minimum Energy (RAME), improves some drawbacks of
DAV-NET and also uses some of its insights. For instance, instead of using the
percentage of the residual battery to determine the aggregation level, RAME
computes the aggregation level based on the minimum energy reserve on the
path, which is the energy bottleneck of the route. So, while DAV-NET is fo-
cused on regulating individually for each node the data aggregation level, RAME
takes into consideration the amount of energy in the route to decide the data
aggregation level and to select paths.
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This section is structured as follows: Section 5.3.1 shows an overview about the
proposed solution. Section 5.3.2 introduces the main components of RAME.
Section 5.3.3 outlines the aspects related to the implementation. Section 5.3.4
presents the conducted evaluation and the obtained results.

5.3.1 Overview

Neutral Operation or Energy Self-Sufficient are terms widely used to define
energy harvesting efficiency. It means that a node consumes the exact amount
of harvested energy [Ozel et al., 2015]. When a node is in neutral operation,
there is no overuse or underuse of the energy on the battery. However, to
achieve neutral operation of a multi-hop network is a very complex problem,
since the nodes do not have full knowledge of the network and not all nodes
have the same harvesting pattern, energy consumption, and battery capacity
[Riker et al., 2015b].

A simplification of the Neutral Operation problem for multi-hop energy harvest-
ing networks can be achieved if the operation of the whole network is determined
by what can be supported by the node with the lowest amount of energy. This
simplification, called Neutral Operation of the Minimum Energy Node (NO-
MEN), guarantees that all network nodes will cooperate to turn the operation
of the minimum energy node into a neutral operation.

The solution proposed for the NOMEN problem is Routing and Aggregation
for Minimum Energy (RAME). RAME is a joint battery-aware solution that
encompasses routing and data aggregation. Regarding routing, it selects the
path with the maximum lowest energy reserve, which is a max-min strategy.
Relatively to data aggregation, RAME applies procedures that enable a message
to be assembled with multiple payloads, and in case there is a need to reduce
traffic, it aggregates the traffic load according to the minimum energy reserve on
the path [Riker et al., 2016a]. The main idea behind RAME is to select paths
where the minimum energy node has the highest possible energy reserve and to
use data aggregation to regulate the traffic load in each path.

RAME contains three components, as depicted in Figure 5.7 and described as
follows:

1. Battery Model: A component able to estimate the remaining energy charge
in the battery. It periodically increments the amount of energy harvested from
the ambient and also discounts the energy spent in the node’s operation.

2. Routing: The routing component has two roles. First, to exchange mes-
sages containing the battery level, aiming to find the lowest battery level of the
available paths. Second, to select the path where the minimum energy node has
the highest possible energy reserve among the available paths.

3. Data Aggregation: Knowing the lowest energy in the path, a data aggreg-
ation component regulates the traffic passing through each node. When this
component aggregates data, the traffic load is reduced and the energy consump-
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tion on the path becomes smaller. Otherwise, the traffic load increases, which
demands more energy from the nodes.
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Figure 5.7: RAME overview.

Next, each RAME component is presented in detail.

5.3.2 Routing and Data Aggregation Solution for Operation of
the Minimum Energy Node

This section presents the components of Routing and Aggregation for Minimum
Energy (RAME), which is designed to dynamically set the aggregation level.
Differently from the previous proposed solution, this mechanism has a module
for estimating the residual energy in the batteries. Besides, RAME is designed
to select paths with higher residual energy.

5.3.2.1 Kinetic Battery Model: Estimating the Node’s Energy

A widely accepted solution to estimate the State-of-Charge (SoC) of a battery is
the Kinetic Battery Model (KiBaM) [Manwell and McGowan, 1994]. This model
considers the battery has two wells of charges. One is the available-charge well
and the other is the bound-charge well, as can be seen on Figure 5.8.

The available-charge well supplies electrons to the output load, while the bound-
charge well supplies electrons only to the available-charge well. The rate of
charge that flows between the two wells is set by k, which is a fixed internal
parameter, and also by the difference between hy and hy. When hy = 1 the bat-
tery is fully charged and when h; = 0 the battery is fully discharged. Parameter
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Figure 5.8: Kinetic Battery Model [Jongerden and Haverkort, 2009).

¢ is a capacity ratio and corresponds to the fraction of the total charge in the
battery that is available.

Equations 5.4 and 5.5 show how to compute the amount of charge on the avail-
able and bound wells, which are denoted by y; and ys, respectively [Jongerden
and Haverkort, 2009].
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In these equations, & is defined as k' = k/c(1 — ¢), y10 and y2 ¢ are the amount
of available and bound charges, respectively, at t = 0. In addition, the variable
Yo is the total charge at time ¢ = 0, given by yo = y1,0 + ¥2,0-

5.3.2.2 Routing: Finding the Lowest Energy and Selecting Parent

To find the minimum energy node, it is necessary to exchange control messages
between the nodes. As the data-traffic flows from the nodes towards the sink, a
particular node is interested in knowing the lowest energy level in its route to
the sink. The idea is to know the minimum energy node of each possible route
to the sink, and to select the one which has the highest energy. In that sense,
this idea comes from the max-min optimization strategy.

Algorithm 5.2 presents how RAME determines the lowest energy in the route
to the root. The procedure starts at the root node, broadcasting the energy
estimation of its own battery. The nodes that have the root as parent will
receive the minE, and will also transmit their own my minE. Therefore, the
other non-root nodes receive messages indicating the minf, for each parent p,
and also select as preferred parent the one that has maximum mink,. After
selecting the preferred parent, the node computes and broadcasts my_minkFE,
which is the minimum between my Energy and max(mink,). The value stored
in my_mink is sent to all candidate children, enabling the process to be repeated
at all network nodes.

It is worth to note that Algorithm 5.2 does not address loop-avoidance or how
to determine if a neighbor is a parent candidate, since these aspects are handled
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Algorithm 5.2. Find Lowest Energy on Path and Parent Selection.

1: Initialize: candidate_set, my_FEnergy
2: Start
3: for all parent p in candidate set do
Receive msg with mink,
end for
Select p with maz(minE,)
my_minE < min(my_ Energy, maz(mink,))
: Send msg with my_minE
: End

© N>

by the routing protocol, such as RPL.

5.3.2.3 Dynamic Data Aggregation

The proposed data aggregation solution takes advantage of the small size of the
M2M messages to enable the nodes to assemble messages with many payloads.
A distinction should be made between the “unitary payload” and the “concat-
enated payload”. The former, also called small payload, refers to the smallest
payload that can exist, while the latter means the payload formed by two or
more unitary payloads. In this work, the unitary payload is considered to have
a fixed size. Regarding data aggregation, RAME executes the following steps
periodically:

1. Extracting payloads: It extracts the unitary payloads from all applica-
tion messages received from the children, discarding the headers.

2. Payload Aggregation and Concatenation: It processes all unitary
payloads, including the extracted and the produced by the node itself.
There are two aggregation procedures for the gathered payloads: (i) ag-
gregates sub-sets of unitary payloads into a single unitary payload using
statistical functions (e.g. Maximum, Minimum, and Average), transform-
ing multiple unitary payloads into a single one; and (ii) concatenates all
the remaining unitary payloads from the previous aggregation procedure.

3. Assembling payloads: It creates a single application layer message con-
taining the concatenated payloads.

The number of payloads of the final message is decided in step 2. Messages with a
higher number of payloads will represent heavier traffic load for the nodes located
on the route, especially for the node with lowest energy. To decide the number
of unitary payloads inside the transmitted messages and consequently how many
payloads must be aggregated, RAME uses the o parameter (0 < o < 1), which
is computed as a function of the lowest energy on the path. Equation 5.2 shows
how « is used to compute the number of payloads transmitted.

Txpayloads = (Rxpayloads * O!) +1 (52)

As « is the parameter that determines the number of payloads that will be

— 104 —



CHAPTER 5. DYNAMIC DATA AGGREGATION IN REPLENISHABLE
ENERGY ENVIRONMENTS

transmitted, the aggregation level is given by 1 — a.

The next section details the implementation of RAME in an operating system
and how the standard stack of M2M protocols have been extended.

5.3.3 Implementation in Contiki OS

This section presents how the different components of RAME have been imple-
mented in Contiki OS. The reason to choose Contiki OS is the availability of
the M2M protocols, such as CoAP, RPL, 6LowPAN, and IEEE 802.15.4.

5.3.3.1 Battery Model

The KiBaM model [Manwell and McGowan, 1994] was implemented in Contiki
OS with the following modules: energy consumption and energy harvesting.
The energy harvesting module of KiBaM reads a data-trace that contains the
amount of harvested energy per minute. This module takes the data-trace as
input, processes it and feeds the model with the equivalent charging current.
The used energy harvesting dataset contains indoor radiant light measurements
collected at Columbia University [Gorlatova et al., 2011]. More details about
the harvested trace are given in Section 5.3.4. Regarding energy consumption,
the battery model is based on Powertrace [Dunkels et al., 2011] functionalities.
Therefore, KiBaM is able to measure the energy consumption in the following
states: Transmit, Receive, Idle Listen, Active CPU, and Low Power CPU. The
code that provides energy consumption and periodically computes the remaining
energy in the battery is available !.

5.3.3.2 Routing: Extended RPL

Regarding the routing aspects, the implementation of RAME has been developed
as extension of the IPv6 Routing Protocol for Low-Power and Lossy Networks
(RPL). RPL is a tree-based protocol that creates a Directed Acyclic Graph
(DAG) to route the traffic. Standard RPL determines a neighbor node as parent
candidate using the rank information. Rank is similar to hop-count, because for
each hop in the route the rank increases a given amount. Since the primary
objective of rank is to avoid loops in the route, additional metrics can be used
to select the preferred parent among the parent candidates.

RPL has a set of ICMPv6 messages defined to exchange information among the
nodes. One of them, named DAG Information Object (DIO), is very relevant
for the RAME implementation. DIO is a RPL message that carries information
about the RPL Instance and the configuration parameters of the DAG. DIO
messages travel downwards in the network, which means that they go from the
root to the nodes. However, the information inside DIO is used to compute the

thttps://github.com/KineticBattery /Powertrace
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upward paths. For that reason, RAME uses the DIO messages to determine the
lowest energy level in the available paths.

Figure 5.9 shows the fields of a RAME DIO message with the DAG metric
container and the Node Energy Object. In the DAG metric container, the
field “Routing-MC-Type” is set to 2, which corresponds to the Energy Metric
Container, according to RFC 6551 [Vasseur et al., 2012]. Besides, in the Node
Energy Object, RAME’s implementation sets the E bit as ‘1’ in order to use the
E_E 8-bit field of the message.

DIO Message
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Figure 5.9: DIO message and its fields.

Originally, E_E (Estimated-Energy) is an 8-bit unsigned integer field that in-
dicates the estimated percentage of remaining energy. For the purpose of finding
the lowest energy in the path, when a node running RAME sends a DIO message,
the E_E field contains the numeric value stored in the variable my minE (See
Line 7 of Algorithm 5.2). In case a RAME node receives a DIO message from a
parent candidate p, the E_E corresponds to the minE, (See Line 4 of Algorithm
5.2). Thus, using the E_E (Estimated-Energy) field of the DIO messages, it is
possible to find the minimum energy level of the paths.

In addition, the RPL function that computes the cost of the parent candidates
was adapted to use the minE, contained in the received DIO messages. This
change enables the RPL to compare the minE, of all parent candidates, and to
select the parent with highest mink,.

— 106 —



CHAPTER 5. DYNAMIC DATA AGGREGATION IN REPLENISHABLE
ENERGY ENVIRONMENTS

5.3.3.3 Data Aggregation Integrated in the M2M Stack Protocol

The proposed Data Aggregation solution has been implemented to aggregate
payloads of the Constrained Application Protocol (CoAP). The extraction of
the CoAP payloads coming from children nodes is implemented on the IP layer.
Thus, whenever a message passes through the IP layer, the extraction code
verifies the fields of the message that identify the type of protocol. If this field
indicates that it is a CoAP message, the code verifies if the message is self-
produced or it is coming from neighbors.

By accessing the fields of the message that indicate the length of the non-CoAP
header, it is possible to use the functionality available in Contki to parse the
CoAP portion of the message. All payloads extracted are stored in a buffer. All
unitary payloads have a fixed size of 2 bytes and the content of the payload is
decoded as "plain text”.

The CoAP implementation in Contiki OS allows clients to observe resources of
the CoAP nodes, setting an interval in which the node will send data periodic-
ally. The implemented aggregation takes advantage of this functionality, since
the aggregation has been developed to be triggered when the node has a new
data observation to send to the client. Thus, the data aggregation procedures
executed on the buffer take place when the node executes the code to send a new
observation message. When the aggregation is triggered, the node determines
an « value based on the minimum energy level on the path, and produces the
CoAP message with one or multiple payloads.

The next section presents the evaluation and discusses the obtained results.

5.3.4 Performance Evaluation

This section describes the evaluation and the obtained results of RAME. Section
5.3.4.1 outlines the objectives of the evaluation. Section 5.3.4.2 presents the
settings used for the evaluation and Section 5.3.4.3 shows the evaluation metrics.
Section 5.3.4.4 presents the obtained results.

5.3.4.1 Objectives

The main objective of this evaluation is to show how the solutions regulate the
energy consumption when the lowest energy node has different levels of stored
energy, such as low, middle, and high state-of-charge. The expected result is to
aggregate less data to use more energy from the battery when the lowest energy
node approaches the full charge, and vice-versa.

5.3.4.2 Settings

Table 5.2 shows the used settings for KiBaM. The update interval is 5 minutes,
which means that every 5 minutes the KiBaM updates the amount of energy
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charge. Regarding energy harvesting, this evaluation considers the dataset that
contains indoor light energy measurements collected by the Columbia University
[Gorlatova et al., 2011]. It provides a temporal-series of watt/cm?, so to use these
measurements as KiBaM input, the voltage is fixed at 5v, the area considered to
harvest energy corresponds to 210 cm? and the conversion efficiency is 20%.

The hardware used is the following: MSP430 series 5, which has a MicroCon-
troller Unit (MCU) of 16 bits with 16kB internal RAM and 128kB Flash. The
transceiver is TT CC2520 (2.4GHz), compatible with IEEE 802.15.4 and IPv6
over Low-Power Wireless Personal Area Networks (6LOWPAN).

To measure the energy consumption, the Powertrace tool, which is available in
Contiki OS, has been used. Powertrace is able to measure the energy consump-
tion in the following consumption states: (i) Active CPU, (ii) Low Power Mode
CPU, (iii) Transmit, (iv) Listen, (v) Idle Listen. In addition, Powertrace is fully
integrated with the above mentioned hardware, which means that it is able to
measure the energy activities related not only to the data-traffic communication
but also to the data-processing and control activities demanded by the protocols.
Some additional settings are shown in Table 5.2.

Table 5.2: Battery and Communication settings.

Configuration (i)  Info

Battery Capacity (B.) 1000000 microAh
Max Bound Charge  10% of B.
Update Periodicity 5 minutes
Application Protocol CoAP

IP layer 6LowPAN
Low Duty Cycling ContikiMac
Mac and Physical IEEE 802.15.4
Max Available Charge 90% of B.
Internal rate K 0.1

Unitary payload size 2 Bytes

CoAP Obs Interval 5 minutes
Routing Protocol RPL

Wakeup Frequency 2Hz

Wireless Range 20 m

Some preliminary tests have been conducted to select the best function for the
alpha parameter (see Equation 5.2). Figure 5.10 shows three different functions
used to determine the o parameter according to the lowest energy in the path.
For the purpose of this evaluation, the polynomial function has been used in all
experiments.

After being configured, Contiki OS is compiled and the binary image can be
emulated using Cooja, which also enables the emulated nodes to be simulated
as a wireless network. The obtained results are based on the Cooja simulation.
Since the simulations are very time-consuming, the network was simulated with
40 nodes and the number of disjoint paths is fixed in 4. The nodes are located
with 10 meters of spacing between each other. At the beginning of the simula-
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Figure 5.10: Alpha («) is a function of the lowest energy level.

tion, the minimum energy node of each disjoint path begins the simulation with
5% less energy than the other nodes.

5.3.4.3 Evaluated Solutions and Metrics

Two solutions have been evaluated, namely: Routing and Aggregation for Min-
imum Energy (RAME) and the standard M2M protocols. The standard solution
does not perform any data aggregation and uses the Minimum Rank with Hys-

teresis Objective Function as metric for parent selection [Gnawali and Levis,
2012].

The following metrics have been used to measure the performance of RAME
and the standard protocols.

o Energy Consumption of the Lowest Energy Node: This metric corresponds
to the sum of the energy consumed by the minimum energy nodes divided
by the number of disjoint paths. The consumption values have three cat-
egories: CPU, Transmission (Tx), and Reception (Rx). The reception
category considers the effective reception of data and the idle listen state.

¢ Residual Energy of the Lowest Energy Node and Linear Trend: It measures
over time the amount of charge that remains in the battery of the minimum
energy node. In order to facilitate the interpretation of the tendency of
the residual energy, a linear regression approach is applied on the obtained
residual energy data to find a linear trend.

5.3.4.4 Results

Figure 5.11 shows the average energy consumed by the nodes with lowest energy
in the disjoint paths. As can be noticed, in comparison to the standard version
of the M2M protocols, RAME reduces the energy consumption in more than
12%. The gain is caused mostly by the concatenation of payloads, since for
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o = 1 there is no aggregation of payloads. Therefore, for these results, both
solutions delivered the same amount of payloads. It means that the gain in
terms of energy will be even higher when RAME uses o = 0.
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Figure 5.11: Average energy consumed by the node with lowest energy, consid-
ering a = 1.

Figure 5.12 presents how the residual energy of the minimum energy node
changes over 5 days, starting the batteries with 85% (High State-of-Charge).
Both RAME and the standard solution have a decreasing linear tendency, in-
dicating that the energy consumption is higher than the harvested energy. At
this level of battery, it is desirable to have a decreasing residual tendency, since
the battery only has about 15% of capacity left to store more energy. At this
point, an increasing energy level could cause battery overflow, which would waste
energy.
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Figure 5.12: Battery initiates with 85%.

Figure 5.13 shows the residual energy in a scenario where the lowest energy node
has 45% of battery (Intermediate State-of-Charge). This figure also presents the
linear trend of RAME, which is almost a constant line. At this level of residual
energy, the level of data aggregation is around 0.5, which means that half of the
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Figure 5.13: Battery begins with 45%.

received payloads are aggregated before transmission. On the other hand, the
standard M2M protocols maintain a higher energy consumption rate.

Another case is when the lowest energy node has 15% of battery (Low State-of-
Charge). Figure 5.14 shows that RAME has an increasing linear trend, which
means that over time it is accumulating energy on the battery of the lowest
energy node. However, the standard solution does not have a positive linear
trend, since the energy consumed by this solution is significantly higher.
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Figure 5.14: Battery starts at 15%.

A factor that contributes for the better performance of RAME is that it se-
lects the paths where the minimum energy node has the highest possible energy
reserve.

5.4 Summary

This chapter addressed the problem of how to maintain nodes at neutral opera-
tion, as well as reducing the congestion caused by communication overhead. To
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solve these problems, two mechanisms have been proposed. Both solutions reg-
ulate the energy consumption by dynamically determining an aggregation level
that is used to control the amount of traffic flow through the nodes.

The first mechanism, called Data Aggregation for energy harVesting NETworks
(DAV-NET), is presented in Section 5.2 and regulates the energy consumption
of the nodes using as main parameter for the aggregation the residual energy in
the battery. The design and evaluation of this solution showed some drawbacks.
For instance, DAV-NET does not consider the current conditions of the neighbor
nodes when a node decides the amount of data that must be aggregated.

With the insight provided by DAV-NET, Section 5.3 introduced Routing and
Aggregation for Minimum Energy (RAME). This solution tackled the drawbacks
of DAV-NET, since it considers the current conditions of the nodes composing
the path towards the gateway. In summary, RAME exchanges information to
determine the lowest battery reserve in the path, and based on this information
the nodes define the aggregation level to be applied on the network traffic. In
addition, RAME is implemented in a real system for low-power nodes, including
the extension and adaptation of standard M2M protocols, such as CoAP and
RPL.

The next chapter presents the conclusions and future works.
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| concluded that even this endeavor is
like trying to chase the wind!

(King Solomon)
Contents
6.1 Synthesis of the Thesis . . . . . ... ... ... ... 113
6.2 Contributions . . . . . . . . .. ... ... 115
6.3 Future Work . . . . . . . . . . . . ... ... ... 117

nication technology. Numerous innovative applications have been emerged

due to this progress. Machine-to-machine communications have contrib-
uted to this trend by unlocking several opportunities related to monitoring and
remote control applications, namely smart grid, smart cities, transportation, and
e-health. Despite numerous efforts on this field, including the ones promoted by
the standardization bodies, some important open issues continue to exist. This
thesis proposed several mechanisms to progress the current state-of-the-art by
improving the energy efficiency of group communication in networks powered
by traditional battery and by renewable energy sources. This chapter recaps
the covered issues and highlight the major contributions successfully achieved.
Besides, it ends showing the envisioned future research of this work.

In recent years, relevant progress has been made in information and commu-

6.1 Synthesis of the Thesis

Machine-to-machine presents a large potential to lead the information and tech-
nology industry towards an era of intelligent networked applications. However,
the real progress of M2M communications depends on a myriad of complex
factors. In special, this thesis has identified and proposed solutions to advance
the energy efficiency of M2M group communication, considering different metrics
for energy efficiency and group communication in several scenarios.
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This thesis, in Chapter 2, covers the background concepts and definitions of
machine-to-machine environments, including the types of functionalities ex-
ecuted by the nodes and the features of the smart devices. This chapter also
details and gives a perspective of the main machine-to-machine scenarios and
applications, and the types of traffic produced by machine-to-machine devices.
Another important topic outlined in this chapter is the discussion about IETF
standards defined for M2M communication, including details about the CoAP
the RPL protocols.

Chapter 3 presents a comprehensive analysis and discussion about the challenges,
requirements, state-of-the-art, and open issues. The three challenges presented
are related to energy efficiency, group communication and reducing traffic for
M2M scenarios. This chapter narrowed the vast set of M2M applications to
allow the identification of communication requirements, presenting applications
related to the challenges. After the discussion around the challenges and iden-
tification of the requirements, this chapter presents a holistic state-of-the-art
study, with the aim to show how the existing literature solutions solve or fulfill
the selected communication requirements. To accomplish the objective of this
chapter, it presents an analysis about the open issues and research directions.
To be specific, two research directions have been followed, both aiming to im-
prove energy efficiency and M2M group communication, one is focused on nodes
that have limited energy reserves and the other is centered on nodes that have
renewable sources of energy.

Chapter 4 presents an adaptable and general approach for M2M group com-
munications, called Two Tier Aggregation (TTA), that reduces overhead and
eliminates data redundancy. As TTA is a general approach, it does not show
how to find a network flow that will produce the best network lifetime per-
formance. To solve the aspects related to the network flow selection, two heur-
istics were designed. After presenting the heuristics and their performances,
this chapter introduces a mathematical model, formulated as an Integer Linear
Program, with the objective of finding the optimal network flow solution for
TTA that maximizes the network lifetime. Besides, a performance comparison
between the heuristics and the optimal or near-optimal solutions is presented.
This chapter ends with the presentation of the implementation of a real proto-
type and testbed experiments. The experiments showed the real gain, in terms
of energy consumption, of the proposed TTA. Besides, the obtained results high-
lighted that the aggregation cost is not negligible and, therefore, how it can be
considered as a criteria to make the aggregation more efficient.

Chapter 5 addresses the problem of how to maintain nodes with recharging
capabilities (i.e. solar, wind, vibration) at neutral operation. As the data com-
munication is critical for energy consumption, the proposed mechanisms regulate
the energy consumption by dynamically determining the amount of traffic that
flows through the nodes. The first mechanism, called Data Aggregation for
energy harVesting NETworks (DAV-NET), does the regulation using as main
parameter the residual energy in the battery. The design and evaluation of this
solution showed some drawbacks. For instance, DAV-NET does not consider the
current conditions of the neighbor nodes when a node decides the amount of data
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that must be aggregated. With the insights provided by DAV-NET, this chapter
introduces the Routing and Aggregation for Minimum Energy (RAME). This
solution improves the drawbacks of DAV-NET, since it considers the current
conditions of the nodes composing the path towards the gateway. In addition,
RAME is more complete than DAV-NET because RAME was implemented in a
real system for low-power nodes. In addition, RAME was designed as an exten-
sion of standard M2M protocols, such as CoAP and RPL. Moreover, RAME was
evaluated using a tool that enables the emulation of a real board with accurate
energy consumption model.

6.2 Contributions

The defined goal of this thesis, shown in Chapter 1, is to improve energy effi-
ciency of machine-to-machine group communication. The first specific goal is to
define a generic approach suitable and adaptable for machine-to-machine group
communication to eliminate data redundancy and reduce overhead. Another
objective is to propose a set of group communication mechanisms that aim to
improve the energy efficiency in traditional battery-powered with fixed energy
budget and renewable energy sources. The third objective is to study the per-
formance of the proposed mechanisms in various evaluation methods, including
simulation, mathematical models, and real experiments.

These goals have tailored the work presented in this thesis and have resulted in
the following contributions:

Contribution 1, A generic approach for M2M group communication

This is a transversal contribution, presented in Chapter 4, Section 4.2,
since it is present in all mechanisms, integrally or partially, to improve
M2M group communication. The proposed approach is adaptable to the
existing groups on the network and relies on two distinct types of pro-
cessing functions to enable less overhead and eliminate data redundancy.
This approach, Two Tier Aggregation, is flexible enough to be used on
different group communication scenarios and allows the groups to have
particular communication settings;

Contribution 2, Heuristics to prolong the network lifetime

Routing heuristics are the natural complementary step in order to apply
the proposed Two Tier Aggregation. The proposed heuristics, Chapter 4,
Section 4.3, are an important contribution because they decide aspects
related to the points of aggregation and how traffic will flow over the
network. Without well designed heuristics, TTA performs poorly in terms
of network lifetime. Thus, the proposed heuristics are tree-based solutions
that find compatible groups in terms of communication periodicity to
reduce the overhead and eliminate the data redundancys;
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Contribution 3, Model formulation for network lifetime maximization

Heuristics have the benefit of requiring low computational resources and
are easily turned in distributed approaches. However, heuristics can have
a low performance in comparison to the optimal. The formulation of
mathematical models is a powerful technique able to find the optimal
solution for a given problem. Even though the computation cost to
find the optimal solution is too high or complex to be implemented,
the optimal solution is important for the study of a problem because it
defines an upper bound. Motivated by these factors, Chapter 4, Section
4.4, shows the formulation of the network lifetime upper bound obtained
using Integer Linear Programming. In addition, a comparison between
the optimal and the heuristics solutions is presented;

Contribution 4, Prototyping and testbed experimentation

This contribution is related to the implementation and evaluation tasks
in real devices, presented in Chapter 4, Section 4.5. The experimentation
using prototypes and real environments poses several challenges not
commonly considered in simulation or mathematical models. The real
devices enable a realistic notion of the gains and limitations of the
proposed solution. The conducted testbed experimentation has focused
on measuring the energy consumption, specifically testing basic cases and
analyzing the impact the aggregation procedures have on the energy;

Contribution 5, Mechanisms for energy sustainable operation

This contribution, presented in Chapter 5, includes the design and eval-
uation of mechanisms to keep in sustainable operation devices with
recharging energy sources. The focus of these mechanisms was to
regulate the amount of traffic flowing through a node, using dynamic
data aggregation procedures. In the first proposed mechanism, each node
regulates autonomously its traffic using as main parameter the residual
energy in the reserve. In the second mechanism, each node decides the
amount of traffic to be aggregated by considering the minimum energy
level in the path towards the gateway:;

Contribution 6, Adaptation and extension of standard M2M protocol stack

This contribution, shown in Chapter 5, Section 5.3.3, is related to the
fact that the standard M2M protocols, such as CoAP and RPL, have
been adapted and extended to promote the convergence and the advance
of the M2M protocols in energy harvesting scenarios;

The following subsection outlines research directions for possible future
works.
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6.3 Future Work

Group communication mechanisms proposed and evaluated in this thesis aim to
improve the energy efficiency of the M2M communications. The obtained results
through simulation, mathematical models, and real experiments show that the
proposed mechanisms outperforms the traditional solutions. However, there are
some open issues that could be addressed in the future, such as the considera-
tion of event-based instead of periodic communication and the formulation of a
distributed optimal solution for the Two Tier Aggregation.

An aspect that could be tackled is the adoption of a reliable mechanism to
protect aggregated messages. It would be an important topic to be explored
because the aggregation procedures used in TTA create an incompatibility with
ACK-based retransmissions approaches. This incompatibility exists because the
the client cannot identify the data producers nodes in the aggregated message.
The proposal of a mechanism to improve reliability of aggregated message could
use information to estimate the loss condition of the network to sent replicas of
the aggregated message. Other approach could be to use a flag in the aggregated
message header to indicate the ACK receiver node and preventing the message
to be aggregated by other nodes.

Another research direction to be explored is how the proposed solutions can be
adapted and integrated in 5th Generation Networks (5G). Much of the group
management is envisioned to be executed by the M2M gateway and functional-
ities of this device need to be integrated in 5G networks. This integration must
be done considering that the M2M devices can cause congestion due to the large
number of connections of small data transmission. In addition to the integration
aspects, management of the groups is also a relevant topic to be advanced, since
it refers to the communication settings, the firmware updates, mobility of the
group members, and the control of membership.

Finally, neutral operation of nodes with energy harvesting capabilities is a re-
search direction that still needs progress. Most of the current standard protocols
for constrained devices rely on the premise that the energy consumption must
be reduced at most. However, this premise is not always valid for nodes able to
recharge their batteries using the ambient. Thus, most of the protocols must be
rethought under the energy harvesting possibility. The future energy harvesting
solutions must also consider that some legacy devices, using traditional batter-
ies, may be present. In addition, in this research direction, wearable devices
represent a prolific field for future revolutionary applications, mainly for health
applications.
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