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Abstract

Nowadays, the textile industry faces several problems regarding environment
pollution, scarcity of resources, and lack of transparency and traceability on their
supply-chains. The creation of a digital product passport that supports the digi-
talization of each product biography, is a key enabler to the transition to a circular
economy. Digital product passports carry product life cycle information making
it available through data carriers. These passports shall contain information on
the products entire life cycle to ensure that all actors can access data relevant
to them, that verification of compliance with legal obligations is facilitated, and
that traceability is improved throughout the supply chain. Blockchain, due to its
many benefits such as immutability, traceability, transparency, and decentraliza-
tion, is a suitable technology for the storage of these digital product passports.

The development of this thesis aims to create a blockchain-based prototype ap-
plied to digital product passports in a textile use case, and also provide a proof of
concept of a digital product passport in the textile industry. The results of this the-
sis showed that blockchain has the necessary capabilities to support the storage of
digital product passports. A fiber and paper pulp producer company supported
the development of this thesis and gave positive feedback on the prototype. This
use case is focused on a business area that throws away 85% of textiles each year,
and that will be forced to fully apply digital product passports by 2030.
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Resumo

Atualmente, a indústria têxtil enfrenta vários problemas relacionados com a poluição
do meio ambiente, escassez de recursos e falta de transparência e rastreabilidade
em suas cadeias de suprimentos. A criação de um passaporte digital de produ-
tos que suporte a digitalização da biografia de cada produto, é um facilitador
fundamental para a transição para uma Economia Circular. Os passaportes digi-
tais de produtos carregam informações do ciclo de vida do produto, tornando-as
disponíveis por meio de portadores de dados. Estes passaportes devem conter
informações sobre todo o ciclo de vida dos produtos para garantir que todos
os atores possam acessar os dados que lhes sejam relevantes, que a verificação
do cumprimento das obrigações legais seja facilitada e que a rastreabilidade seja
melhorada em toda a cadeia de suprimentos. Blockchain, devido aos seus muitos
benefícios, como imutabilidade, rastreabilidade, transparência e descentraliza-
ção, é uma tecnologia adequada para o armazenamento destes passaportes digi-
tais de produtos.

O desenvolvimento desta tese visa criar um protótipo baseado em blockchain
aplicado a passaportes digitais de produtos em um caso de uso têxtil, e tam-
bém fornecer uma prova de conceito de um passaporte digital de produtos na
indústria têxtil. Os resultados desta tese mostraram que a blockchain possui as
capacidades necessárias para suportar o armazenamento de passaportes digitais
de produtos. Uma empresa produtora de fibras e pasta de papel apoiou o desen-
volvimento desta tese e deu feedback positivo sobre o protótipo. Este caso de uso
é focado em uma área de negócios que descarta 85% dos têxteis a cada ano, e que
será forçada a aplicar os passaportes digitais de produtos até 2030.

Palavras-Chave

Passaporte Digital de Produtos, Blockchain, Economia Circular, Têxtil, Cadeia de
Suprimentos.
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Chapter 1

Introduction

Developed within the scope of the Masters in Informatics Engineering at the Uni-
versity of Coimbra, this document is the final report of the thesis that aims to
create a blockchain-based prototype for storing Digital Product Passport (DPP)’s
relating to the life cycle of textile products. The work is conducted in coopera-
tion with a paper pulp and fiber producer company interested in adopting DPP’s
in their supply chain, and which will be referred to as "case company" in the
remainder of the report.

Nowadays, most businesses apply the traditional linear economy [Stefan, 2022],
which uses raw materials to create products and throws them away when they
lose their value [Santander, 2021]. This strategy, despite being beneficial in earlier
eras, is leading to scarcity of resources and increased pollution [eCycle, 2022].
From this need for change arose the Circular Economy (CE) that came to make the
world more sustainable by reducing the negative impacts that the linear economy
carries. Of the many benefits, the efficient use of resources and materials, and the
reduction of pollution through recycling and reuse processes stands out [Stahel,
2016].

The DPP’s appeared to improve the traceability of resources used in modern sup-
ply chains, providing more information to end consumers. This recent concept
is part of the Ecodesign for Sustainable Products Regulation (ESPR) and Circular
Economy Action Plan (CEAP), which aims to facilitate the European Union (EU)
transition to a CE [Stefan, 2022], providing transparency along the entire supply-
chain. From planting a tree to creating a piece of clothing, these passports are
intended to store all the information of the product’s life cycle to ease decision-
making regarding the processes of reusing, repairing, refurbishing and recycling.

The textile sector prioritizes the CE and is currently studying how to implement
DPP’s in practice [Cura et al., 2022]. As identified in [ECOLabel, 2022], the tex-
tile sector encounters several problems, such as the use of fibers sourced from
inefficient managed forests, leading to deforestation, and poor management of
the paper cycle, affecting the environment. For each of these problems, proposed
solutions are presented, but the processes and technologies that support these
solutions are still in its infancy [Adisorn et al., 2021].
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Chapter 1

With an ever increasing demand in supply-chain businesses, blockchain arises
as a technology that carries several advantageous characteristics for these busi-
nesses, such as: traceability, transparency, and security [Queiroz et al., 2020]. With
the possibility of storing product information in a system shared by a group of
identified entities, it becomes possible to create a trusted environment where all
life cycle information is available at any time to all stakeholders. However, this
does not mean that blockchain is the best solution for storing the life cycle of
products, the intention is to take advantage of the characteristics it carries and
test it in a use case within the textile sector.

This thesis is the follow-up of another one [Wrisez, 2023], where the main ob-
jective was to present a generic solution of a blockchain hosting product biogra-
phies. Therefore, the main objectives of this thesis are as follows:

• Provide a blockchain prototype, where it is possible to store information
and navigate through the life cycle of textile products.

• Provide a proof of concept of a DPP in the textile sector.

The remainder of this document is structured as follows. In chapter 2 is pre-
sented the methodology adopted for this study, the work plan, and risk manage-
ment. Chapter 3 introduces key concepts that are necessary to understand the
rest of the report, where the following subjects are mentioned: CE, DPP’s, In-
ternet of Things (IoT), and blockchain. Next, in chapter 4, a literature review is
carried out on the first initiatives on DPP’s in the EU, product traceability solu-
tions, blockchain-based DPP’s, and two frameworks with the potential to host the
presented solution. Subsequently, the use case and the requirements are defined
in chapter 5, along with some notions on why blockchain is a suitable solution
for this use. The design phase ends with the presentation of the prototype archi-
tecture in chapter 6. After everything is set, the steps taken during development
are presented in chapter 7, followed by the respective prototype evaluation in
chapter 8. Finally, the report ends with the main conclusions and future work
opportunities.
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Chapter 2

Methodology and work plan

After introducing the scope and the objectives of this thesis, and some concerns
of the textile industry, this chapter starts by presenting the thesis methodology.
Subsequently, a brief summary of the work carried out during the two semesters
is presented, with the help of the respective Gantt diagrams. Finally, the risk anal-
ysis is included with the respective impacts and probabilities, and the mitigation
plans.

2.1 Methodology

Considering the novelty of the topic addressed in this thesis and the opportu-
nity to contribute to the body of knowledge in blockchain-based DPP’s, the De-
sign Science Research (DSR) [Peffers et al., 2007] methodology was selected. This
methodology suggests a sequence of iterative steps [Peffers et al., 2007], which
goes from identifying the problem and its motivation to presenting a conclusion.
Despite being a sequence of steps, there is always the possibility of going back to
rectify or improve previous steps.

Therefore, at the end of the first semester we found ourselves in the third step
where an architectural proposal for the problem was presented. At the end of
the second semester, we find ourselves in the final step where we reach the con-
clusions: the answers to our use case. It is important to mention that, during
the development, it was necessary to change the proposed architecture, and dur-
ing the prototype evaluation, it was necessary to go back to the development to
correct the errors found.

Figure 2.1 shows the division of the DSR steps for each semester, and the identi-
fication of the steps where it is possible to go back.

Regarding the development, an agile methodology was adopted with continuous
deliveries to the company that has followed the development of the thesis. These
deliveries served to receive feedback, discuss problems, add new features to the
prototype, and evaluate the use case results.
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Figure 2.1: DSR iteration process applied in this thesis, adapted from [Peffers
et al., 2007]

2.2 Work plan

As an initial part of the development of this thesis, a research was carried out on
basic concepts necessary for understanding the main topic, such as: blockchain,
IoT, DPP’s and CE. Subsequently, for the literature review, the first initiatives of
DPP’s in the EU, solutions based on product traceability, and blockchain-based
solutions for storing digital passports were studied. To finish the literature re-
view, two frameworks provided by Hyperledger were analyzed to understand
which would be the best choice to adopt for our solution.

Subsequently, the definition of the use case, and the functional and non-functional
requirements was made with the help of the case company. Finally, the prototype
architecture was made using the first three levels of abstraction of the C4 model
[C4Model, 2022].

The preparation of the report was done simultaneously with the other tasks, ex-
cluding the first month where only research was carried out. All this information
with the respective period of time in which they occurred is present in figure 2.2.
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Figure 2.2: Work plan for the first semester

After the intermediate defense, the errors pointed out were rectified so as not to
lose certain details that could be forgotten over time. Together with this step, the
setup of the platform developed by [Wrisez, 2023] was carried out to get every-
thing ready to start the development as soon as possible.

With the previous steps completed, the solution was developed, where it was
necessary to adjust the architecture presented in the first semester, and the data
structure defined by [Wrisez, 2023]. With the development completed, the tests
to be carried out on the prototype were defined and subsequently performed.

Finally, similarly to the first semester, the preparation of the report was concur-
rent with all other tasks. Also, as in the first semester, around 10 to 15 days were
left to review the entire report and make the necessary changes.

For a better perception of the time frames in which each task was carried out, this
information is made available in figure 2.3.
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Figure 2.3: Work plan for the second semester

2.3 Risk management

As with any solution, there is always associated risks and it is necessary to take
them into account to minimize their impacts or even avoid them. So, as to un-
derstand the impact and probability of each of the identified risks, it is necessary
to define the Threshold of Success (ToS): the minimum requirements for the so-
lution to be considered a success. In that regard, the key points for the success
of the solution are identified below. Following, the levels for each factor will be
identified as well.

Definition of the ToS:

• A prototype that allows the company to evaluate the use of blockchain for
DPP’s was presented.

• All defined requirements were developed and evaluated.

• A prototype of a DPP was presented.

Levels of impact:

• Catastrophic ( Doesn’t reach the ToS ).

• Critical ( Reaches the ToS with great effort/cost ).

• Marginal ( Reaches the ToS without great effort/cost ).
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Levels of probability:

• High ( >70% ).

• Medium (between 40% and 70%).

• Low ( <40% ).

With the levels identified, we then proceed to the definition of the risks, where
the condition, respective consequence, impact and probability of occurrence, and
mitigation plan are identified for each one.

Risk Management
ID Condition Consequence Impact Probability Mitigation Plan

R1

The case
company

takes a
while to
provide
informa-
tion to
help

defining
the use

case

Delays the
definition of the

requirements
and

development of
the prototype

Critical Low

Pressure the
case company
to provide the
information,

indicating that
this lack could
harm the final
prototype or

move forward
with the

definition of the
use case based
on the studies
and research
carried out

R2

The case
company
doesn’t

provide a
lot of real

data

Weakens the
demonstration

of a use case
with real data

Marginal High

Proceed with
the

demonstration
based on the

few data
received

Table 2.1: Risk management

With the thesis methodology selected, the work plan presented, and the risks
defined, the next chapter presents a background with key concepts for under-
standing the rest of the report.
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Background

Before moving on into a literature review where possible solutions for our use
case are researched and analysed, several concepts will be introduced first to give
higher quality knowledge to further link the concepts more easily.

Firstly, this chapter begins explaining CE and DPP’s to figure out the aspects that
make them so essential in the world nowadays, along with notions to correlate
these concepts with a priority of this thesis: product traceability.

Secondly, an overview of IoT will be made to understand how this concept can
help to enhance the process of gathering products information.

Thirdly, the concept of blockchain will be introduced to understand its structure
and benefits. Aspects such as digital signatures, consensus protocols, hashing,
data storage and merkle trees are part of this structure and will be addressed to
understand how this concept fits into our use case.

3.1 Circular economy

Nowadays most supply-chains follow a take, make, dispose linear model [Spring,
Araujo, 2017] that throws away the products when they lose their value. This
model originates a lot of waste in a time where resources are becoming scarce.
Aside from the waste that this model generates it is important to notice that the
constant production of new products increases the levels of gas emissions, thus
impacting the environment as well.

With the need to avail products to their full potential and to eliminate waste
throughout the supply-chain a new model arose to revolutionize the world econ-
omy. The circular model, in opposition to the linear model, focuses on eliminating
waste and pollution, circulate products and regenerate the nature [Ellen, 2022].

With this strategy, as seen in figure 3.1, at every step of the products life-cycle
there is an opportunity to maintain the product or its materials in the economy
by reusing, repairing, refurbishing and recycling instead of throwing them away.
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Figure 3.1: The circular economy [Spring, Araujo, 2017]

Although the idea of CE is fascinating, it comes with the need to add new pro-
cesses of qualification to the businesses. This processes firstly figure out whether
a product needs to be repaired or not and then determine which actions to take,
from the ones seen in figure 3.1.

Transitioning from a linear economy to a CE will not be easy [McGinty, 2020],
and as a way to ease businesses transition to this new economy model, the DPP
concept emerged [Circularise, 2022], which is discussed in the next section.

3.2 Digital product passports

With the world now wanting to change into a more sustainable economy by
adopting circular business models, the initiative of DPP has become more of a
reality. Being part of the ESPR and CEAP, this initiative aims to collect infor-
mation about the products and their supply-chains to make it available to all
stakeholders [Circularise, 2022].

Therefore, the DPP’s can help the sustainability of product production by improv-
ing material and energy efficiency, and extending the products life time. In addi-
tion, with access to the products data, more businesses can create value through
circular business models and consumers can now make more informed purchas-
ing decisions. Lastly, the data can be useful to verify the products compliance
with legal obligations [GS1, 2022].

DPP’s also offer the possibility of limiting access to the information they con-
tain, so that certain actors can view all product information and others part of it
[Nokelainen et al., 2023].

The information kept by the DPP’s will be made available via data carriers such
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as QR codes, Radio Frequency Identification (RFID) codes or Near Field Commu-
nication (NFC) accessed electronically. Since it is a new concept there’s not much
information related to the data requirements that this DPP’s must comply with,
but it is expected that by the end of 2024 the final ESPR working plan is published
[Lewe, 2022], presenting the data requirements needed.

For now, the European Commission has released in 2022 a draft for a ESPR, where
references to global and open standards are made a considerable amount of times.
In this sense, the GS1 in Europe has been very proactive in this initiative to try
and play a role to meet both industry and regulators needs [GS1, 2022]. The GS1
provides a system of standards for identification, capturing, and data exchange
of products information to help on supply-chain businesses [GS1, 2023].

The EU has a priority to implement these passports in three sectors: electric &
electronics, battery, and textile [DIGITALEUROPE, 2023]. In this regard, the EU
funded a project with 30 partners that focuses on developing a roadmap for pro-
totypes in these three sectors [CIRPASS, 2023], which is evolving in parallel with
this thesis.

Image 3.2 illustrates an example use case of a DPP. As seen on the right side of the
image, this passport could contain information such as the materials that make
up the product, the place of origin of each one, the working conditions, etc. In
short, these passports contain information on the entire life cycle of products,
from the raw materials stage to the production and sale of clothing, in the case of
the textile sector.

Figure 3.2: Digital product passport use case [Ya, 2022]

3.3 Internet of things

IoT is a concept that implies a set of objects, refered to as "things", connected in
a network with little to none human-to-human or human-to-computer interac-
tions. This devices being connected to a network are allowed, through sensors,
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softwares or other technologies to collect and share data among themselves [PwC,
2022].

Nowadays it is very common to see this concept in our life, from smart homes
to smart pacemakers. The possibilities of new businesses integrated with IoT are
unlimited, and because of that, this concept just keeps on growing year after year
[Builtin, 2022].

Since product traceability is one of the priorities of this thesis, information about
the products life cycle must be collected and registered. However, sometimes it
becomes impractical for this registration to be made with human intervention,
specially when it is necessary for example, to register the temperature and hu-
midity of the place where trees are planted. Therefore, it would be much easier to
use a IoT device with temperature and humidity sensors that would register the
data directly, in our use case, on the blockchain.

Obviously the security of this data has to be guaranteed, however, due to the
characteristics of IoT, data security and privacy come as a big challenge [Wang
et al., 2019]. Physical devices are connected to the internet, and therefore, data
must be forwarded through communication channels for processing and storage.
This results in a bigger threat landscape increasing the possibility of tampering.
Normally, this devices are present in unattended areas such as the one given in
the example above, where this devices are physically more vulnerable to a fair
amount of attacks. This comes from the inability of shared communication chan-
nels to include more robust security systems.

From a variety of attacks possible to IoT networks, [Wang et al., 2019] identifies
the following ones as the most typical:

• Attacks to end devices.

• Attacks to sensory data.

• Attacks to network protocols.

• Denial of service (DoS) attack.

• Software attacks.

Evidently, in a business where data must be kept safe and private, this type of
attacks cannot happen. Therefore, various solutions come into hand to try and
mitigate some of this issues. As expected, blockchains came as one of them due
to its characteristics and architectural decisions [Šarac et al., 2021].

It is important to mention that IoT devices will not be used in this thesis, and are
only explained to make it clear how later, data collection for the blockchain can
be performed in a real context. Even so, as will be visible in the next chapters,
the architecture adopted allows the addition of these devices to be performed
in the future. Although this devices are not used, the problems they carry were
taken account throughout the thesis, such as the attacks to sensory data, since
"blockchain is believed to hold the key to settle security, data integrity and relia-
bility concerns in IoT networks" [Wang et al., 2019].
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3.4 Blockchain

First thought by Stuart Haber and Scott Stornetta in 1991, blockchain, a type
of Distributed Ledger Technology (DLT), is a distributed and tamper-resistant
database that provides decentralized data storage. It consists of blocks chained
in serial in distributed Peer-to-peer (P2P) networks [Shrimali, Patel, 2022].

With this chained structure, any transaction that is added to the blockchain is
joined as a new block at the end of the chain. After the addition of this new block,
the data that it carries cannot longer be updated or deleted, thus ensuring the
integrity and immutability of the data.

Every individual block contains data about transactions, the basic unit of records
in blockchain [Wang et al., 2019], which is usually hashed and stored in a Merkle
tree. Aside from the transactions records, each block has its own hash and the
hash of the previous block, as well as other details seen in figure 3.3. Basically,
when creating a new block, its hash is generated using the hash of the previous
block. In this way, a chain of hashed blocks is created, making it practically im-
possible to change transactions.

Figure 3.3: Data structure of blocks [Zhu et al., 2021]

Data storage

Blockchains store data in merkle trees to assure better performance. A merkle
tree works from bottom to top and is nothing more than a hash tree that aims
to provide efficiency and secure verification of the contents of the data structure.
Every leaf node is the hash value of a transaction and every intermediate node is
the hash value of its child nodes [Shrimali, Patel, 2022]. Reaching the top of the
tree there is the merkle root which is stored in the block header.

The decision of using a merkle tree to storage data comes with the substantial
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benefit of making the validation of the integrity of the data a lot easier. For ex-
ample, if one of the leaf’s hash is tampered, every node till the root will change
as well. Therefore, it is only needed to check whether the two root nodes are the
same or not. Another benefit is that the hashes make use of less storage space
compared to raw data, consequently making the blockchain more efficient and
scalable [Simplilearn, 2022].

Hashing

As mentioned before, blocks from the blockchain are hashed to ensure a tamper-
resistant system. This is reached by using cryptographic hash functions, such as
SHA-256. A hash is a "one-way" mathematical function that takes any input of
data and converts it into a fixed-size length value.

Taking the same string and hashing it using SHA-256 will always result in the
same output. Consequently, it is possible to compare the hashes to verify the
integrity without requiring access of the raw data. In addition, from two different
inputs it is highly improbable that the same hash is generated.

Digital signatures

Every single attempt to insert a new transaction into the blockchain, demands the
authentication of the user that signed it. For this purpose, blockchain makes use
of digital signatures, more specifically, asymmetric cryptography. This encryp-
tion method uses a pair of related keys, a public and a private key. The private
key signs the transaction and the resultant of the encryption is attached to the
transaction. Hereafter, any node in the network can use the public key related to
the private key to verify that the transaction is genuine.

Consensus protocols

Since blockchain has a lot of peers and transactions happening all the time, there
must be a way to decide which blocks are added to the chain to prevent any
malicious attacks. In this way, blockchain requires that the peers that mine the
blocks follow a consensus protocol. This protocol consists of having a specific
method of confirmation of what data should be added to the blockhain.

Evidently, each consensus protocol has its own advantages and disadvantages,
and therefore, it must be chosen carefully to fulfill the business needs. Within
several options, Proof of Work (PoW) and Proof of Stake (PoS) come as the most
known as a result of their usage in Bitcoin and Ethereum.

• PoW is a protocol that generates highly complex cryptographic puzzles that
need to be solved by the nodes in the network to be able to broadcast and
create new blocks. This puzzles require computational power to be solved,
and therefore, the nodes compete to be the first ones to broadcast the new
blocks to the chain [Wahab, Memood, 2022]. As expected, the nodes with
more computational power have the highest odds of successfully creating
the blocks first. As more blocks are added to the chain, this puzzles keep on
increasing complexity, thus needing more CPU power to solve them.

• PoS is a protocol where nodes, refered to as validators, stake capital in the
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form of cryptocoins, for example, ether’s in the case of Ethereum. By do-
ing this, if a node acts dishonest towards the network this capital can be
destroyed [Ethereum, 2022], acting as a form of punishment. Additionally,
nodes with more staked capital and for a longer period of time act as a more
trustworthy validator.

Smart Contract

Being the innovation that Ethereum brought to the cryptocurrency world, smart
contracts are programs, normally following a "if/when...then..." structure, that
are written in code and stored in the blockchain [IBM, 2022]. This contracts are
executed automatically and immediately when certain conditions are met, and
therefore, efficiency is guaranteed. Important to mention that the smart contract
concept already existed, previously to their adoption in Ethereum [Szabo, 1997].

Types of blockchain

Despite the same general architecture explained above, blockchains can differ
from each other, specially when it comes to permissions. Depending on the needs
of each business, four different types of blockchain can be applied.

Public blockchain

Being the most common, due to their application in cryptocurrencies, public
blockchains don’t have restrictions or permissions. Therefore, anyone with in-
ternet access can join these blockchains and become an authorized node to send
transactions and mine blocks [Kathleen, Eugenia, 2021].

As a result, with the high number of nodes in the network a better decentraliza-
tion is guaranteed. Additionaly, with the existance of more copies of the ledger
and with no authority controlling the blockchain, a more trustable and secure en-
vironment is delivered, being almost impossible to occur data breaches or data
tampering.

On the other hand, since anyone can join the blockchain, the tendency is that the
blockchain becomes slower and slower as more nodes access the network. This
happens due to the lack of scalability that this types of blockchains hold.

Private blockchain

Unlike public blockchains, private blockchains, that can also be refered to as per-
missioned blockchains, have a central authority that controls not only the nodes
that can access the network but also which type of access rights this nodes can
have [Shrimali, Patel, 2022].

Thus, being a more closed network and smaller in size, these blockchains are
faster, scalable and more efficient.

Evidently, since there’s less nodes compared to a public blockchain, these blockchains
are more vulnerable to security breaches such as data tampering [Investopedia,
2022]. Not to mention that these blockchains are centralized, and therefore, less
trustworthy.
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It is important to note that these disadvantages are compared to public blockchains,
which does not mean that these blockchains are not reliable or easy to tamper
with.

Hybrid blockchain

Coming as the third type, hybrid blockchains are a mix of both private and public
blockchain solutions. These blockchains try to combine the best of both worlds
by creating a private permissioned system alongside a permissionless system.
Transactions are stored safely in a private network but can still be verified as
necessary, by granting access through smart contracts [Zeeve, 2022].

Resultant of the chosen architecture, hybrid blockchains protect from 51% attacks
because hackers can’t access the network due to the access rights [Zeeve, 2022].
Also, the infrastructure of the blockchain is flexible and, as a result, the organiza-
tion can change the rules based on their needs.

Consortium blockchain

Lastly, there’s consortium blockchains, that are a combination of multiple private
blockchains belonging to different organizations [Bybit, 2022]. Each organization
has a node in each of the blockchains and in this way data can be accessed and
shared within the consortium.

With this structure, data is kept private within the organizations and is tamper-
resistant. As a downside, they inherit the vulnerabilities of the private blockchains,
i.e., vulnerability to malicious participants due to the network centralization.

Therefore, to provide an example of each one, a private and consortium blockchain
would be Hyperledger [Hyperledger, 2022a], a public blockchain, Bitcoin [Nakamoto,
2018], and a hybrid blockchain, IBM food trust [IBM, 2023].

3.5 Summary

This chapter covered several important concepts for understanding the use case
and the developed prototype. Initially, the circular model was presented, shar-
ing some problems found in today’s supply chains such as waste and pollution,
as well as the advantages of this new model. Then, the new concept of DPP
was introduced, presenting the benefits that these would bring to modern supply
chains.

Subsequently, the concept of IoT was presented, announcing the problems that
IoT networks encounter, and how these devices can help in capturing informa-
tion on the life cycle of products. Finally, blockchain technology was explained,
detailing its structure, and making known the different types of blockchain that
exist, since it is in this technology that our use case is supported.
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Literature review

After introducing essential concepts for perception and linking knowledge, in
this chapter, a literature review will be carried out to study and analyze solutions
to help in the subsequent creation of our own solution.

To start the literature review, the first initiatives in the EU of the DPP’s will be
studied and analyzed to understand which regulations, standards, and require-
ments they must follow for later adoption in our solution.

Following, solutions about product traceability are studied in order to under-
stand in which steps the supply-chain is divided for later storage in the blockchain.
The notion of IoT already mentioned in section 3.3 is also referenced in some of
the solutions and will aid to link how this concept helps in gathering information
about products along the supply-chain.

After analyzing blockchain-based traceability solutions, we will proceed to the
study of solutions that use the concept of DPP’s together with DLT’s, to under-
stand the status of the solutions developed, and if they were tested in real con-
texts.

Subsequently, the literature review studies two frameworks. Both provided by
Hyperledger, and which are mainly focused on private and permissioned blockchains
aimed at companies in various sectors, with the textile sector being one of them.
Finally, the literature review ends with a brief summary.

4.1 Digital product passport initiatives in the EU

Despite being a new concept, DPP’s are already a much talked about subject in all
industries due to the benefits they provide in the transition to a CE. In this sense,
several initiatives have already been carried out in different sectors, some still in
the development and testing phase, and others already in practice [Jansen et al.,
2022].

Therefore, in this section, we will address the initiatives related to the textile sec-
tor to collect information on data requirements, standards, and regulations, fol-
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lowed by some initiatives of other sectors to understand the status of these DPP’s
in the EU.

[Haeggblom, Palmer, 2019] released the circularity.ID Open Data Standard that
focuses on the fashion industry, regarding labelling, identification and storage of
DPP’s. This standard defines the information that must be stored regarding the
life cycle of products, and is divided into an XML component that aims to store
immutable data, such as the materials that make up the product, and a set of
mutable data, such as product descriptions or images.

Another initiative taken within the textile industry was presented by [TrueTwins,
2022]. Developed to comply with the EU Draft Sustainable Product Regula-
tion [Commission, 2022b], this solution offers a plug and play interface accessed
through NFC tags, bar codes or QR codes. Also, in compliance with data pro-
tection legislation, TrueTwins provides a platform for voluntary sharing of data
related to the product.

[Nokelainen et al., 2023] presented a solution to identify how it would be to de-
velop this concept of DPP from scratch, taking into account various aspects such
as regulations, points of view of various stakeholders, and technical feasibility.
Thus, the objective was to create a generally applicable concept of these passports,
which they did in collaboration with actors from the textile industry and the bat-
tery value chain. In this solution they identify various regulations regarding the
DPP’s, and the textile products, for example, the EU Strategy for Sustainable and
Circular Textiles [Commission, 2022a]. Therefore, the textile sector still has sev-
eral ongoing projects, aimed at proposing a definition of the DPP [Trace4Value,
2023].

Regarding the remaining sectors, many of them already have initiatives put into
practice [Jansen et al., 2022], such as: buildings, automobiles, valves manifolds,
batteries, industrial production, bikes, and food. However, they do not reveal
information that can be used for the textile sector, and therefore, only serve to
show the status of passports in the EU. An example of a recent call for proposals
to implement DPP’s in two value chains is the [Commission, 2023], revealing
the importance of this topic to the EU and the initial stages of implementation,
requiring additional research.

Although the final regulation with the requirements for sustainable products has
not yet been released, it is already possible to find several solutions on the market
with some of them following the ESPR draft released in 2022. This is due to the
fact that the final ESPR working plan will be released in 2024 [Lewe, 2022], and an
early adoption of the ESPR draft will ease the businesses transition into the final
one. This regulation intends to provide a framework that will demand ecodesign
requirements on products intended for the EU market [Chopova-Leprêtre et al.,
2023].
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4.2 Blockchain-based traceability

Product traceability is a crucial aspect to achieve sustainable and circular supply
chains in the textile industry. The possibility of having access to a complete his-
tory of the entire lifespan of a product, known as a product biography [Barata
et al., 2020], is indeed a huge help to achieve sustainability in any sector. Since
this history is accessible at any time, it makes it possible to understand when a
product needs to be recycled, or reused, like any other possibility already men-
tioned in section 3.1 about the CE. With the possibility of tracking products along
the supply-chain, a DPP, referred to in section 3.2 would be more easily imple-
mented.

Now with an idea of what product traceability is, this section will address three
solution proposals that used this concept of product biography in order to under-
stand the decisions taken and technologies used. Understanding notions such
as the division of supply-chain phases, as well as the way data is stored will be
important for later application to our case study.

With the need to obtain and store information about the life cycle of products,
some issues arise that cannot be ignored. How this information gathering is per-
formed depends on many factors and is not always easy to accomplish due to
many limitations. As in the use case analyzed by [Barata et al., 2020] where digi-
tal twins (replicas of physical products) are used, obtaining and tracking this data
was extremely difficult due to the impossibility of having only one digital twin
per product.

To solve this problem, two possible strategies were identified. The first one was
based on having a digital twin for each phase of major transformation, where
three major phases were identified: (1) Smart materials, (2) Smart factory, and (3)
Smart product.

The second solution was to have a digital twin for each group of similar products,
for example, trees sown in the same forest under the same atmospheric conditions
would be represented by the same digital twin.

[Barata et al., 2020] also presented a prototype of an IoT device that would collect
information regarding the smart products phase, where humidity and temper-
ature sensors were visible. This was due to complaints that the products were
having due to water retention. However, this prototype still had to be tested.
An interesting solution given that for other sectors and businesses, more types of
sensors could be applied to detect a variety of relevant information.

[Barata et al., 2020] gave us strategies on how to be able to store data related to the
product along the supply-chain, but it was only mentioned that the system would
use on-chain and off-chain data storage without specifying any type of technol-
ogy. Therefore, further research on this topic was needed and [Yang et al., 2021]
came to help by proposing a solution for a traceability system regarding fruit and
vegetable agricultural products using the HyperLedger framework, explained in
section 4.4. The objective of this solution was to solve problems such as heavy
load, slow query speed, and private data protection, that are also relevant to our
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use case.

The process of tracking the products was divided into 4 different phases, (1) pro-
duction, (2) processing, (3) logistics and (4) sales, but there is not much informa-
tion about how this tracking was done. Therefore, the focus is on how this data
was stored, since [Yang et al., 2021] presented a solution where two types of stor-
age were used. The first one was on-chain storage, that is, the blockchain and
the second one was off-chain storage, the database. The important thing to take
away from this structure is the way in which the data were organized and placed
in each one to guarantee the fulfillment of the aforementioned objectives.

In this sense, the public information about the products was stored in the database,
while the encryption of the private information, as well as, the hash value of the
public information was stored in the blockchain. In this way, data query speed,
as well as the usage of less storage space on the blockchain is guaranteed. As
far as security against data tampering, this is guaranteed due to the possibility of
comparing the hash value present in the blockchain with the information present
in the database.

Moving on to the third solution proposal presented by [Agrawal et al., 2021], and
the most important one due to its focus on the textile industry, the interest was
on understanding the different phases chosen for the supply-chain, and on the
type of blockchain and resultant perfomance. [Agrawal et al., 2021] divided the
supply-chain into six phases using the same reasoning as [Barata et al., 2020],
dividing it according to major transformations.

Additionally, with different partners, such as organic cotton suppliers and fabric
manufacturers related to their cotton use case, [Agrawal et al., 2021] selected a
private and permissioned blockchain (HyperLedger Fabric), where each partner
has its own permissions. For example, the organic cotton supplier is the only
partner who can add cotton mass in the supply-chain and corresponding trans-
actions on the blockchain.

For testing purposes, [Agrawal et al., 2021] defined the consensus protocol to be
PoW and deployed a smart contract to verify the public-private key signature
and the account balance of the sender. After several tests varying the difficulty
of the PoW protocol, and the number of transactions sent to one block, it came to
conclusion that the number of transactions didn’t affect significantly the time for
hashing a block but, on the other hand, the difficulty of the PoW protocol affected
this time exponentially.

Blockchain-based traceability is a popular research area, including contributions
for the textile industry [Hader et al., 2022], but a lot of this literature is still very
conceptual [Sunny et al., 2020], "and there is a clear need for developing and test-
ing real-life traceability solutions, especially taking into account feasibility and
cost-related SC aspects" [Dasaklis et al., 2022].
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4.3 Blockchain-based digital product passports

As DPP’s carry the entire life information of a product, it is essential to ensure
that this data is never tampered with or lost. If there is any type of contamination
derived from a product, it must be possible to trace its entire life cycle to iden-
tify at what stage such contamination may have occurred, and to identify other
products that may have been contaminated as well. Thus, it is very important
that the information present in these DPP’s is correct. For this reason, blockchain
emerges as a potential solution due to its characteristics, such as: immutability
and resistance to tampering [Armin, 2021].

As mentioned in section 3.2, DPP is a fairly recent concept that is still being de-
bated within the EU, i.e., it has not been implemented yet. Therefore, solutions
of these DPP’s integrated with DLT’s are still hard to find, specially in the textile
sector. However, and reminding that DPP’s are expected to be a obligation for
all sectors by 2030 [GS1, 2022], a few solutions have already been developed and
tested, while others are still on the design phase.

LyondellBasell developed a prototype of a DPP integrated with blockchain tech-
nology with the help of Circularise’s traceability software [LyondellBasell, 2023].
After the development of the prototype, which has a focus on industrial supply
chains, Circularise partnered with Porsche to help them achieve better traceabil-
ity and transparency. As a result, the prototype helped Porsche achieve its sus-
tainability goals, and compliance with upcoming regulations [Circularise, 2023].

Another solution was the one developed by Digimarc and IOTA for the Euro-
pean Commission [Guinard, 2023]. These organizations cooperated to create a
blueprint of a DPP integrated with blockchain technologies to support some of
the EU initiative requirements for the DPP’s. With the blueprint developed, Digi-
marc and IOTA tested the solution in a use case for electric vehicle batteries.

[Billon, 2023] also developed a blockchain-based DPP solution, but it lacks suffi-
cient documentation and tests in practice to demonstrate the advantage of using
blockchain in the storage of DPP’s. Apart from the first two solutions, which
were tested, the industry still needs more real use cases to understand the neces-
sity to use blockchain technology to move towards a CE [Brown, 2022], specially
the textile sector.

Still, many other organizations have already presented DPP architectures for in-
tegration with blockchain technologies [Marchesi et al., 2022], but they are merely
conceptual and do not deliver results in a real context.

4.4 Hyperledger

After reviewing and analyzing both product traceability solutions and digital
passports with DLT’s integration, let’s move on to the analysis of frameworks
that can help build our blockchain network for storing DPP’s.
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Hyperledger, part of the Linux Foundation, was launched in 2016 by a consor-
tium of different enterprises that found out that working together was more ben-
eficial than working alone [Hyperledger, 2022c]. The goal is to have an open
source community focused on developing different frameworks, tools and li-
braries for enterprise-grade blockchain deployments spread across different sec-
tors [Hyperledger, 2022c].

For the subsequent creation of our architecture, the aim will be only on the Saw-
tooth and Fabric frameworks that Hyperledger offers since they focus on supply-
chain solutions [Hyperledger, 2022c]. It is also important to mention that the
focus is given to these two frameworks due to the fact that this thesis is the con-
tinuation of another one [Wrisez, 2023], already mentioned in section 1.

4.4.1 Sawtooth

Sawtooth is a framework for building distributed ledger applications and net-
works , provided by Hyperledger, focused on security, scalability and modularity
[Olson et al., 2018]. It was developed by the Linux Foundation in collaboration
with enterprises such as Intel, IBM and SAP.

Architecture

On the Sawtooth platform, as on any other blockchain, it is necessary to validate
transactions and, for this purpose, nodes called validators are used. These nodes
receive a batch, which is nothing less than a set of transactions, instead of just
one at a time. When validating each of these transactions, it is inherent that the
invalidation of one of them causes all transactions present in that batch to be
invalidated.

With regard to transaction scheduling, Sawtooth supports serial scheduling, i.e.,
the usual, and parallel scheduling, which is used whenever possible. By doing
this scheduling in parallel a better performance is achieved.

For a connection between the user and the network, Sawtooth provides a REST
API, as shown in figure 4.1, that allows users to interact with the validator through
HTTPS/JSON requests.

Another feature of Sawtooth is the possibility, within a permissioned network, to
have different roles for each node. These roles control the type of messages these
nodes can send and receive on a given connection. For nodes that intend to have
roles within the network, an authorization "handshake" must be done with the
subsequent request for the type of role they want to represent.

Smart contracts in this framework, are referred to as transaction processors and,
when a transaction passes through the distribution log, it is forwarded to the ap-
propriate transaction processor. In addition to these transaction processors that
can be imposed by validators both in relationships between transactions and in
inter-transaction validation, Sawtooth offers a group of predefined smart con-
tracts called transaction families. Additionally, it is also possible to have on-chain
validation rules, that is, rules that are already defined in the blockchain.
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Consensus protocols

One of the functionalities of Hyperledger Sawtooth is the offer of a consensus
interface where developers have the possibility of choosing the desired protocol.
In this interface, four consensus protocols are available, one of which is still under
development:

• Pratical Byzantine Fault Tolerance (PBFT) is an algorithm that aims to
guarantee byzantine fault tolerance. In this framework it is extended from
the original algorithm as it offers features such as dynamic network mem-
bership, regular view changes and a block catch-up procedure. For the im-
plementation of this algorithm, the network must have four or more nodes
[Sawtooth, 2022].

• Proof of Elapsed Time (PoET) is a protocol very similar to PoW, but con-
sumes much less energy since it is not necessary to solve the cryptographic
puzzles. Instead, each validator is given a random waiting time that it must
wait until it can mine the next block. The first validator to "wake up" from
this waiting time then gets the chance to generate the block. Basically it is
a fair lottery-style consensus protocol where each node has a certain proba-
bility of mining the next block [Wahab, Memood, 2022].

• Dev_mode is a protocol for testing purposes that chooses a random leader
to validate the transactions.

• Raft is a leader-based protocol that guarantees tolerance against crash faults.
However, it only guarantees this for small networks with restricted mem-
bers. Being the one that is still under development it cannot be implemented
for the time being [Sawtooth, 2022].

Figure 4.1: Sawtooth architecture [Sawtooth, 2022]
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Due to its scalability, as well as being IoT-driven, Sawtooth has become the plat-
form of choice for Scantrust [Morris, 2018], a company that provides IoT services
to its customers to identify their products on the internet, ensuring their traceabil-
ity [Hyperledger, 2022c]. This choice was made to improve its offer in supply-
chain traceability and help its customer, Cambio Coffee.

4.4.2 Fabric

Fabric is another framework provided by Hyperledger that focuses on confiden-
tiality, flexibility, resiliency and scalability [Hyperledger, 2022c]. Like Sawtooth,
it is a private, permissioned blockchain with a modular architecture where con-
sensus protocols and smart contracts can be plugged in.

Architecture

In this framework, three types of nodes are found: (1) Client, which sends trans-
action requests to endorsers, (2) Peer, which commits transactions and maintains
a copy of the ledger, and (3) Orderer, which orders incoming transactions [An-
droulaki et al., 2018].

To increase transaction privacy, Fabric has a very interesting feature called chan-
nels. Within the same network it is possible to create several channels, each with
its own ledger where only authorized organizations can act. In this way, two
participants can create a private channel where they keep their ledger, thus guar-
anteeing the privacy of their transactions [Hyperledger, 2022a]. Note that each
channel has its own configuration, which is independent of other channels and
the Fabric network.

Regarding the smart contracts, in Hyperledger Fabric, they are called chaincode
and can be implemented in several languages, like GO and Node. These chain-
codes can be installed directly on the peers as these are the ones that normally
carry out the transactions. On the other hand, despite being present in all chan-
nels, orderers do not need to install the chaincodes as they do not commit trans-
actions.

In order to be able to act on the network and respective channels, all nodes must
carry an identity. In this sense, a Certification Authority (CA) has to issue an
X.509 certificate which includes the digital identity of the node. Along with this
certificate, each node has its own private and public key. The private key is used
to sign transactions, and the public key to verify the integrity of the transactions.

When a node intends to carry out a transaction signed with its private key, it must
be validated and this is where the Membership Service Provider (MSP) appears.
These entities check the permissions of the node to conclude if the transaction can
be done or not. Briefly, the MSP’s indirectly give roles to the nodes and identify
the organizations present in the channels [Hyperledger, 2022a]. Furthermore,
they have the ability to check the list of identities that have already been revoked.

Thus, two types of MSP’s are identified based on their scope [Hyperledger, 2022a]:
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• Local MSP, exists locally on an actor’s node. Every node must have its own
local MSP.

• Channel MSP, exists in the channel configuration. Contains the informa-
tion of all the local MSP’s.

Image 4.2 provides an example of a possible Hyperledger Fabric architecture.
Three organizations are present, organization 1 and 2 are associated with channel
A and organization 2 and 3 are associated with channel B. It should be noted
that organization 2, as it is linked to both channels, has a copy of the ledger of
each of them. Finally, there is the orderer, which operates in all channels to order
transactions.

Figure 4.2: Example of a Hyperledger Fabric architecture [Phuwanai, 2019]

Policies

Fabric contains rules for any action that is performed on the network, be it the ad-
dition of new organizations, or the endorsement of a smart contract. These rules
are stored in what are called policies, and these define, for example, how many
peers must endorse a transaction for it to be validated or how many organization
admins must accept the addition of a new organization. Basically, they define the
structure of how certain decisions must be made and certain outcomes achieved.

These policies are defined when the channel is created and are approved by the
organizations that will be present in it. This does not mean that these policies
cannot be changed after the creation of the channel, it is only necessary that the
changes are validated by everyone.
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Policies can be defined within three groups, (1) Application group, everything
related to organizations, e.g., adding new organizations to the network, (2) Or-
derer group, related to orderers, such as adding new orderers to the network, and
(3) Channel group, relating to everything that crosses organizations and orderers
scopes, such as the endorsement of a transaction.

In this regard, there are two types of policies that can be implemented:

• Signature policies, these are more flexible as they allow the definition of
more specific rules, e.g., a peer from organization 1 and a peer from organi-
zation 2 must endorse the transaction, or an admin from organization 1 and
two from organization 2 must validate the addition of a new organization.

• ImplicitMeta policies, these are only valid in the context of channel con-
figuration and are based on a hierarchical tree of policies that will even-
tually be defined by signature policies. In this case, for these policies to
be valid, all sub-policies must be valid too. For example, an ImplicitMeta
policy could be "Majority of admins", meaning that the majority of admins
must accept the addition of a new organization to the channel. In a lower
level, in the Application domain there would be an admin signature pol-
icy such as, "OR(Org1MSP.admin)" that would need to be validated for the
ImplicitMeta to be validated as well.

Identity

As already mentioned, each node present in the network needs something to
identify itself, since Fabric is a private blockchain. Therefore, each node must
have a digital identification, in this case, an X.509 certificate accompanied by a
public and private key. This certificate is signed by the certificate of the organi-
zation CA, which has its own certificate signed by the Fabric CA, for example. In
this way, a chain of trustworthy certificates is created.

In Hyperledger Fabric, although its use is not mandatory, the Fabric CA is avail-
able for managing and issuing certificates. If a certificate or private key is leaked,
there is always the possibility to generate new certificates and keys for the orga-
nization in question. It should be noted that for the generation of this new data,
there is no need to restart the blockchain, nor does it affect other organizations.

Security model

Given that the solution resulting from this thesis will use a client application to
interact with the blockchain, it makes perfect sense to explain the process of in-
serting new transactions. In this respect, below is an ordered list of the steps that
lead to the addition of new blocks to the ledger:

1. A user makes a request to add a new product to the ledger.

2. Through the gateway service, a transaction request is sent with the endpoint
of the desired peer and the user’s certificate and private key.
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3. The gateway service will communicate with the desired peer, and it will
first check the policy for transaction validation.

4. The peer will communicate with the other peers so that the policy is ful-
filled, and they will take the necessary precautions. They will verify that
the request is in the correct format, that it has not yet been made, that the
user’s signature is valid, and that the user has permissions to carry out the
transaction.

5. Each peer will execute the chaincode with the inputs from the transaction
proposal and will generate test results, that is, without changing the current
state.

6. Each peer will sign the generated result and return it to the main peer. The
main peer will put all these results together into a proposal and send it to
the orderer.

7. The orderer will sort the transactions and place them in a block, which it
will send back to all peers present on the channel.

8. Each peer will verify that the policy has been adhered to and that there have
been no changes since the test results were generated.

9. If everything is valid, each peer will proceed to add the new block to its
ledger.

To give a visual idea of this process, image 4.3 shows a sequence diagram with
four organizations represented, an orderer, and the gateway service. Let’s as-
sume that the transaction validation policy requires that the majority of peers
validate the transaction proposal, and therefore, at least three peers must vali-
date the transaction and execute the chaincode.

Ledger

The ledger in Hyperledger Fabric is made up of two components that are key to
understanding how storage works:

• World state, is a database that stores the current state of objects. Let’s as-
sume that a textile product is an object and contains a name, this informa-
tion is stored in the state database with a key-value pair. If the name is
changed, the state is updated.

• Blockchain, stores all the steps that led us to the current state. It is a historic
record that contains information about the changes of objects up to their
current state.

Let’s assume we have an empty blockchain and we want to add a new object,
for example, a textile product with name and description. Upon its addition, the
world state is changed and information about this object is added in a key-value
format, while in the blockchain the transaction that led us to this new state is
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added. Now, let’s assume we want to change the product name. The world state
is updated again, changing the name of the product and keeping the description,
while in the blockchain a new transaction is added where the object has a new
name and the same description. The result of these two iterations is a world
state with only the current object information, and a blockchain with the two
transactions that led us to the current state. In this way, we manage to keep the
history of the products.

As far as the storage of the state of the blockchain two possibilities are offered.
The first is LevelDB which is usually the default, but has some disadvantages.
As an alternative, CouchDB appears, which turns the disadvantages of LevelDB
into its advantages. It is possible to query more complex JSON data, as well as
create indexes, which is not possible in LevelDB, but being a database that exists
externally to Hyperledger Fabric makes it a bit of a problem [LogRocket, 2022]. It
all depends on the needs of each enterprise to adopt the one that best aligns with
their requirements.

Case study

Walmart wanted better traceability of their supply-chain, similiar to our use case,
and for that purpose adopted the Hyperledger Fabric framework. The ideia was
to run two proof of concept projects to test the framework performance. The
first one was to trace mangos sold in the Walmart’s US stores and the second
one was to trace pork sold in its China stores. Both of the projects turned out
successful making Walmart wanting to adopt this framework for other products
as well [Hyperledger, 2022b]. Having a real solution implemented and becoming
successful makes Hyperledger Fabric an interesting option.

Figure 4.3: Sequence diagram of the example
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4.5 Summary

Before moving on to defining the use case and requirements, it is important to
make a brief summary of the conclusions drawn from these solutions. To recap,
this thesis aims to create a blockchain-based prototype where DPP’s of textile
products will be stored. The textile sector causes major impacts on the environ-
ment due to the processes it uses. Therefore, the goal is to provide the textile
industry with a prototype that can ease the transition to a CE, and also guide the
EU with one of the first blockchain-based DPP initiatives in the textile sector.

From the solutions studied in section 4.2, we can deduce that for each business
and specific product we may have a variety of steps related to the product’s life
cycle. Thus, for our use case, the definition of these steps must be done together
with the case company to represent the life cycle of the textile products, and to
detail the data that the fiber production phase must have. It has been suggested
in the literature that "many [solutions for DPP] utilise decentralised technolo-
gies (Blockchain) [... but] it becomes evident that different capabilities and in-
formation types require different system features. Each discrete system in the
ecosystem could adopt different types of technology architecture [... and [f]uture
research should investigate system architectures in existing DPP systems (and
those that provide similar capability) to model common Enterprise Architectures
and Solution Architectures for the DPPE, particularly at key integration points"
[King et al., 2023].

Regarding what was studied in section 4.3, we conclude that the industry still
lacks real use cases to motivate the application of blockchain integrated with
DPP’s. Apart from the two solutions found that were tested in real contexts,
the remainder were very conceptual, since they only presented a proposal for the
architecture of the DPP’s. Furthermore, the textile sector specifically does not yet
have solutions tested in real contexts, raising the need for a solution like the one
presented in this thesis.

Finally, we understand that in general Hyperledger Fabric and Sawtooth are sim-
ilar in many ways, making it difficult to choose one of them for our solution.
However, due to the offer of creating several channels within the same network as
for the better transaction efficiency that it provides [Hasib, 2021], and this thesis
being the follow-up of another one that adopted Hyperledger Fabric, the decision
was to adopt Hyperledger Fabric from this point forward. In the next chapter, we
proceed to present the use case and respective requirements.
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Use case and requirements definition

This chapter moves on to the definition of the use case, the functional and non-
functional requirements, which had the help of the case company based on the
in-depth literature review on DPP’s, and some blockchain features to understand
its adoption in this use case.

5.1 Use case

This use case consists of the development of a DPP for the textile sector, with
the aim of facilitating the textiles transition to a more sustainable and circular
economy. For the creation of the prototype, and concerning the storage of the
DPP’s, it was necessary to identify all the phases of the textile product life cycle.
So, with the support and confirmation of the case company, the supply chain
phases follow as listed below:

1. Raw material.

2. Fiber producer.

3. Fabric manufacturing.

4. Apparel manufacturing.

5. Retailer.

6. Final consumer.

With regard to stakeholders, these are represented by an organization in each of
the supply-chain phases, and by an organization representing a certifying entity
(e.g., third-party institutions for product testing).

Blockchain being an initial restriction of the thesis, and due to the need for orga-
nizations to interact with the prototype, there must be seven peers in the network:
five peers with the possibility of inserting data, referring to the first five phases of
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the supply-chain, and a sixth and seventh peer that can only read data, referring
to the final consumer and certifying entity organizations. Peers are a type of node
present in the Hyperledger network that contain the ledger and chaincode of the
channels on which they operate.

Figure 5.1 shows the various stakeholders and how they can interact with the
blockchain.

Apps

Fiber
producer

Raw
material

Apparel
manufacturing

Retailer
Fabric

manufacturing

Final
consumer

IoT

Auditors and
Certifying entities

Cloud

Databases

Figure 5.1: Organizations and their interaction with the blockchain

Due to the need to guarantee the credibility of the data, there must be write per-
missions so that not all organizations can insert data, and that each organization
can only insert data specific to their supply chain phase. Also, there must be re-
strictions on the contents accessed, that is, each organization must have its own
reading permissions.

As for the storage of DPP’s, it is intended to use only a single channel, where all
organizations can act in accordance with the previously discussed permissions,
since there is no need to distribute information through different channels. As

32



Use case and requirements definition

explained in section 4.4, channels are a type of private subnet of communication
between one or more specific organizations present in the network.

To keep private information isolated from public information, there is the need
to use collections. These collections allow, within the same ledger, to store pri-
vate information that is only seen by the desired organizations. Assuming there
is a collection where only the organizations Fiber Producer and Raw Material
are associated, only these can insert and retrieve information. By default, each
organization has a private collection where only them can insert and read data.

Different text fields are needed to store the product name, location and coordi-
nates that are stored on the blockchain. It is also necessary to store files such as:
images, videos, or even any other type of documents that are associated with the
products (e.g., certificates, tests, product photos). Therefore, it is necessary to ex-
plore the use of off-chain data so as not to overload the blockchain with heavy
files. Off-chain data is all data stored outside of the blockchain.

There are two storage options for associated files:

• Cloud.

• Local, stored locally on the server side, and the file path, filename, and file
description stored in the external database.

Regarding what is stored on-chain in these situations, the goal is to hash the file
using the SHA-256 algorithm and store the result on the blockchain along with
the file name and a description entered by the user via input.

Each organization must login into their account to prevent unknown parties to
insert data or get unauthorized access to the prototype. The usernames and
passwords must be stored in a JSON file, where each username and password
is hashed using the SHA-256 algorithm.

5.2 Requirements

The textile industry needs to adopt circular models to reduce the waste and pol-
lution it creates each year. To get an idea of the environmental impact that the tex-
tile industry causes, the production of a t-shirt requires an estimated 2.700 liters
of water, an amount that is enough drinking water for one person for 2.5 years,
and for the washing of synthetics, 0.5 million tonnes of microfibers are released
into the ocean every year [Parliament, 2020].

With the use of DPP’s in this use case, it is expected that end consumers will now
be able to make more informed choices about the products they buy, that au-
thorities can verify the products compliance with regulations and laws, and that
all stakeholders can now navigate through the life cycle of the textile products.
Therefore, with information on all products life cycle, the textile industry can re-
duce the waste and pollution it produces by monitoring their supply chains (e.g.,
reuse or recycle the fibers instead of throwing them into the ocean).
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For the storage of these DPP’s, and due to the need to maintain the integrity of
this data, blockchain technology will be used, which carries characteristics such
as immutability and resistance to tampering.

As in any project, it is important to have a prioritization of the requirements to
help realize those that are most important and that should be implemented first.
Therefore, the prioritization technique designed by Dai Clegg in 1994 [AgileBusi-
ness, 2022] will be used. The technique is known as MoSCoW prioritization tech-
nique and the capital letters correspond to the following:

• M - Must have.

• S - Should have.

• C - Could have.

• W - Won’t have.

To aid the definition of requirements, both functional and non-functional, the or-
ganizations Raw material, Fiber producer, Fabric manufacturing, Apparel manu-
facturing and Retailer will be represented hereafter, as Producers.

Functional requirements

With regard to fulfilling the objectives of this thesis, and presenting a functional
prototype for the textile industry, below are the defined functional requirements:

• Producers must be able to insert new products, events, and transformations
on the blockchain.

• Producers must be able to insert new products, originated by those already
existing on the blockchain.

• Producers must be able to associate files with products, events and trans-
formations.

• Producers must have access to all products, events, transformations and
associated files.

• Producers must be able to download files associated with products, events
and transformations.

• Final consumer organization must have access only to events, without ac-
cess to associated files and still having restriction on event fields.

• Certifying entity organization must have access to all products, events and
transformations, not having access to associated files.

• Producers should be able to insert private data in their personal collection.

• Raw material and Fiber producer organizations should be able to insert
private data in a collection where only the two are present.
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• All organizations must log in to interact with the prototype.

• All organizations must be able to navigate through the products life cycle.

For the storage of files, the Dropbox API will be used regarding cloud storage,
and PostgreSQL will be used as an external database.

Non-functional requirements

With the aim of offering a prototype capable of guaranteeing trust between the
participating entities, and the credibility of the data, the decision was to focus
solely on security.

Despite the decision to proceed with only security, it does not mean that other
quality attributes were not taken into account, for example, scalability and relia-
bility are something important for a prototype of this type, but it is difficult to test
without putting the prototype into practice. Still, scalability and reliability were
already taken into account when the decision was made to proceed with Hyper-
ledger Fabric. Another non-functional requirement taken into account despite
not being tested is the performance, since others studies already support that
performance exists in a Hyperledger Fabric environment [Hyperledger, 2023a],
[Wrisez, 2023].

The definition of the non-functional requirements is presented as follows, along
with a technical constraint.

Title Blockchain adoption
ID C1

Description The prototype must use blockchain technology for the
storage of the life cycle of textile products

Table 5.1: Blockchain constraint

Title Unauthorized data insertion
Category Security

ID QA1
Description The prototype shall enforce access control measures to

ensure that unauthorized organizations can’t insert new
information on the blockchain

Rationale By restricting data insertion solely to authorized
organizations, the prototype can maintain the integrity and

security of the blockchain, preventing unauthorized
entities from tampering with the data or introducing

potentially malicious information
Measurable

Criteria
Only authorized organizations shall have the capability to
insert data into the blockchain. Unauthorized attempts to

insert data should be rejected and logged

Table 5.2: Unauthorized data insertion
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Title Unauthorized data access
Category Security

ID QA2
Description The prototype shall ensure that only authorized

organizations present within the network have access to
the data

Rationale By limiting data access to authorized organizations within
the network, the prototype can protect the confidentiality
and privacy of the data, preventing unauthorized entities

from viewing or retrieving sensitive information
Measurable

Criteria
Only organizations that are authenticated and recognized

within the network shall be granted access to the data.
Unauthorized attempts to access the data should be denied

and logged

Table 5.3: Unauthorized data access

Title Certificate and key management
Category Security

ID QA4
Description The prototype shall ensure that if a certificate or key is

tampered with or deleted, organizations involved shall be
prevented from further participation in the network

Rationale By implementing strict certificate and key management
practices, the prototype can maintain the integrity and

security of the network. If a certificate or key is
compromised, it is crucial to immediately revoke the
privileges of the associated organizations to prevent

unauthorized access or malicious activities
Measurable

Criteria
In the event of certificate or key tampering or deletion, the
affected organizations shall have their network privileges

revoked, rendering them unable to continue operating
within the network

Table 5.4: Certificate and key management

5.3 Blockchain adoption in this use case

Blockchain is a technology with many interesting characteristics for storing DPPs,
favoring the industry’s transition to a CE. Especially in the textile sector, where it
will be mandatory to adopt these passports by 2030 at the latest.

By storing the life cycle of products in a sequence of chronologically ordered
blocks, the blockchain manages to guarantee traceability and transparency through-
out the entire supply chain [Cem, 2023]. The actors can access the information
needed about the products at any time, whether from the Raw material or the
Final consumer phase, since everything is stored in the same place and shared by
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all actors.

The possibility for actors to share the information present on the blockchain comes
from the decentralization that this technology provides. All actors have a copy of
the ledger, making it difficult for data tampering to occur, and therefore, create an
environment of trust between the intervening actors. Also, consensus is required
for new blocks to be added to the ledger: all actors must validate the block for
it to be added to the ledger. It is then guaranteed that the present information
is valid and reliable, also increasing the trust of end users when choosing which
products to buy.

Due to the immutability and decentralization that this technology offers, and also,
in the case of private blockchains, the necessity for actors to have a valid certifi-
cate to be able to interact with the blockchain, data security is assured.

Additionally, textile supply-chains face several difficulties in terms of perfor-
mance due to the usage of manual processes, paperwork and in most cases sev-
eral intermediaries. Blockchain, with the use of smart contracts, makes validation
processes much faster as these contracts make the necessary updates when cer-
tain conditions are met [Cem, 2023].

This technology has been increasingly sought after in this business area due to the
various advantages it carries, and everything indicates that demand will continue
to increase as this technology continues to mature [Henry, 2023].

5.4 Summary

This chapter started with the definition of the use case, after discussion with the
case company, to understand which technical aspects are required for the devel-
opment of the prototype. Subsequently, derived from the use case, the high-level
functional and non-functional requirements were identified.

Finally, it is concluded that blockchain being a technology that allows the storage
of data in a sequence of chronologically ordered immutable blocks, providing
participants with the life cycle of products at any time, can improve the lack of
traceability and transparency in supply-chain businesses [Ahmed balaghi, 2021].
Therefore, a variety of problems can be tackled (e.g., counterfeiting, contamina-
tion of products, components harmful to health or environment, and compliance
with regulations and laws). In the next chapter, follows the presentation of the
prototype architecture.
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Architecture

After defining the use case and the most relevant requirements, in this chapter,
we will move on to the definition of the architecture of the prototype. To help
with the explanation, the C4 model will be used, which offers the construction of
four levels of abstraction, respectively, (1) Context, (2) Container, (3) Component
and (4) Code [C4Model, 2022].

We will make use of the first three levels of abstraction to give a full point of view
of the architecture:

• Context layer, represents what the prototype does from a high level per-
spective, and which actors and external systems interact with the main sys-
tem [Gliffy, 2021].

• Container layer, details the containers the prototype will use and how they
communicate with each other [Lucidchart, 2023].

• Component layer, divides the containers into several components to un-
derstand the responsibilities of each one, and the technologies to be used.

6.1 Context layer

Starting with the first and highest level of abstraction, figure 6.1 depicts the con-
text diagram of the prototype with only the Raw material organization. Still, the
full diagram is included in appendix A.

Each organization is composed of an admin with access to all blockchain func-
tionality (e.g., requesting new user registration or deploying smart contracts) and
a user who has permissions defined by the admin. Additionally, there is also the
organization of orderers, which is composed of an admin, with the ability to add
new orderers to the channels. This organization is composed of the so called or-
dering nodes or orderers, which receive and order the transactions, placing them
in a new block and consequently sending them to the endorsing peers.
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All these organizations participate in what is the main point of storage and where
the life cycle of textile products will be stored: the channel. As we will see in the
next levels, the organization’s administrator accesses the channel directly, while
the users access it through the client application.

The client application allows the user to have a more interactive interface, avoid-
ing the impracticality of the command line. Finally, we can verify the existence
of an external system, more specifically, a Dropbox API that will allow us to store
the files associated with each product in the Cloud.

Figure 6.1: Context diagram for a single organization

6.2 Container layer

Now, moving on to the container diagram and advancing to the second level of
abstraction of the C4 model, the intention is to describe the prototype, showing
the API’s that constitute it and how organizations can interact with channels and
acquire their identity on the network.

Due to the high number of containers and connections in the container diagram,
it has become too complex to be explained as a whole, and therefore, certain parts
of the total diagram will be presented individually to ease understanding. Still,
the full diagram is included in appendix B. The complete diagram represents a
single organization, noting that for the remaining organizations the architecture
is the same. Only one is shown for the sake of readability and simplicity.

Figure 6.2 presents the container diagram. As already mentioned in section 4.4,
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all nodes in the network must carry an identity to be able to perform any type of
action in the network. In this way, we can see the representation of the local MSP
whose function is to identify the actors. Through the Command Line Interface
(CLI), the organization admin can interact with the Fabric CA Client where the
request for registration and enrollment of identities is made. As a follow-up,
these requests are sent to the Fabric CA Server, which registers them and issues
the certificates, storing them in the local MSP.

Consequently, with the identities and certificates created, the actors can interact
with the network. The administrator, having all the permissions in the network,
can use the CLI to change settings and send transactions, while the user only has
some permissions. The user can use the CLI to interact with the channel as well,
however, it is more practical to use the provided client application.

Although already visible in this part of the diagram, the client application will be
explained later in its corresponding part. Notwithstanding, it can already be seen
that there is a front-end and a back-end for interacting with the network.

Figure 6.2: Container diagram - Organization only
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Representing what will be the main entry point for users on our prototype, the
client application is shown in figure 6.3. Initially, the user is presented with a
front-end developed in Vue, a JavaScript framework for building modern web
User Interface (UI) applications [VueJS, 2023], which, through a REST-API calls
the back-end, developed in Express, a minimal and flexible nodejs web appli-
cation framework that provides a robust set of features [Express, 2023]. Subse-
quently, the back-end makes use of the Fabric gateway client API, provided by
Hyperledger Fabric, which connects to the network and allows the interaction
with the smart contract through Google Remote Procedure Call (gRPC)’s.

To store the files associated with each product, the client application allows cloud
and database storage. The front-end makes use of the Dropbox API, and the
back-end communicates with a PostgreSQL database.

Figure 6.3: Container diagram - Client Application only

Moving on, we have the part of the diagram corresponding to the channel. The
seven peers are represented in figure 6.4, representative of each of the organiza-
tions, each of which has its own ledger and smart contracts. Below the peers,
we have the orderer that will receive the transactions and order them, returning
them to the peers with endorsing roles.
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At the bottom, we have the channel configuration that contains the permissions
and role of each organization in the channel. For example, information about
who the endorsers are.

As the last part of the complete diagram, we have the portion referring to the
organization of the orderers (figure 6.5). Like all other organizations, it needs
an MSP to be identified in the channels in which it operates. For the purpose of
ordering the transactions, it has a peer in the channel.

Figure 6.5: Container diagram - Orderer Organization only

6.3 Component layer

Similarly to the previous level, the component diagram will be divided into por-
tions to aid the explanation, and the understanding. Also, as the previous one,
only one organization is represented for the same reasons, with the full diagram
included in appendix C.

Therefore, to finish defining our architecture, in figure 6.6, we have a representa-
tion of what happens in each peer. It is visible that each one contains a copy of the
smart contract present on the channel, and the channel configuration for identity
verification purposes.

The central point of the peer is the peer node which performs all actions, be it
deploying new smart contracts, or introducing new peers into the network. This
component is accessed through the peer CLI in the case of the administrator, and
the Fabric gateway service otherwise.
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Figure 6.6: Component diagram - Peer only, adapted from [Wrisez, 2023]

6.4 Summary

At this point we come to the end of the definition of the solution, that is, definition
of the use case, requirements and architecture. To provide an in-depth presenta-
tion of the prototype architecture, the first three levels of the C4 model were used.
Having in special detail the functioning of each peer of the network. In the next
chapter, we advance to the development of the prototype, starting with the steps
to put the platform developed by [Wrisez, 2023] up and running.

44



Architecture

Fi
gu

re
6.

4:
C

on
ta

in
er

di
ag

ra
m

-C
ha

nn
el

on
ly

45





Chapter 7

Development

Moving on to the development of the prototype, in section 7.1 are shown the
steps to set up the platform developed by [Wrisez, 2023]. Next, in section 7.2, are
presented some development steps of the prototype, and finally, in section 7.3,
the functionalities, some verification measures, and a demonstration of the use
case defined in chapter 5 are shown.

7.1 Setting up the platform

As mentioned earlier, this thesis is the follow-up of another one [Wrisez, 2023].
Our prototype appears as an update to the platform developed by [Wrisez, 2023],
adapting it to the use case of textiles while also adding new functionalities. Thus,
this section summarizes everything that was already implemented prior to the
development of this thesis, and presents the prerequisites and the steps to get the
platform up and running.

7.1.1 Starting point

Initially, it was necessary to understand the state of the platform implemented by
[Wrisez, 2023], so that it would be possible to advance to the development of the
prototype and make the necessary adjustments.

Thus, the initial version created by [Wrisez, 2023] consists of a Hyperledger Fabric
blockchain with two organizations, a smart contract, a channel, an orderer, and is
interacted with via a client application that shows results to the end user.

A smart contract was implemented from scratch and allows a number of features
already described in [Wrisez, 2023], which generically consist of inserting prod-
ucts, events and transformations, and querying the inserted data. It is important
to mention that through the smart contract it was also possible to insert private
data associated with each organization: each organization could insert private
information visible only to itself.
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To facilitate the visualization of the results, a front-end was implemented where
the user is faced directly with the list of products already created, and the vari-
ous functionalities for creating products, events and transformations. It should
be noted that all these functionalities are exempt from verification of writing or
reading permissions, with the exception of verifying the user’s identity for inter-
action with the blockchain.

7.1.2 Prerequisites

Before setting up the fabric network, and making use of the back-end and front-
end, it is necessary to install some prerequisites, and some dependencies. Listed
below are those needed to get the fabric network up and running:

• docker and docker-compose [Docker, 2023].

• jq, a lightweight and flexible command-line JSON processor [Jqlang, 2023].

• fabric CLI tool binaries and docker images.

Since [Wrisez, 2023] used JavaScript it was easier to follow with the same lan-
guage, so, as to use it, the following dependencies are needed:

• node, version 14.21.2, an open-source, cross-platform JavaScript runtime
environment [NodeJS, 2023].

• npm, or node package manager, version 9.5.1, a library and registry for
JavaScript software packages [NpmJS, 2023].

Regarding the chaincode, and being aware that no major changes were made in
relation to the previously implemented one, the dependencies follow the same:

• json-stringify-deterministic, version 1.0.8, and sort-keys-recursive, version
2.1.8.

• fabric-contract-api, version 2.2.3 [Hyperledger, 2023b].

Moving on to the client application and starting with the backend, below are the
necessary dependencies:

• uuid, version 9.0.0, creates unique id’s.

• pg, version 8.10.0, postgreSQL client for JavaScript.

• multer, version 1.4.5-lts.1, middleware for handling multipart/form-data.

• fabric-gateway, version 1.1.2, API to interact with the fabric network [Hy-
perledger, 2023c].

48



Development

• express, version 4.18.2, minimal and flexible web application framework
[Express, 2023].

Finally, the dependencies related to the front-end:

• vue, version 3.2.45, JavaScript framework for building modern web UI [VueJS,
2023].

• vuetify, version 3.1.8, a vue component framework [Vuetify, 2023].

• dropbox, version 10.34.0, API to allow storage of files in the cloud [Dropbox,
2023].

• crypto-js, version 4.1.1, library to provide hash and encryption algorithms.

• form-data, version 4.0.0, library to create readable "multipart/form-data"
streams.

7.1.3 Assembling the fabric network

Before explaining how to get the prototype up and running, it is fundamental
to explain the process of creating and adding new organizations. Hyperledger
Fabric already creates and adds by default two organizations to a new channel
when the network is initialized. However, apart from the first two, the process
of adding new organizations is not dynamic, and therefore, it is required to do
it manually. Still, to add a third organization, Hyperledger Fabric provides the
required files to create and add the organization to the channel.

For our use case it is necessary to have seven organizations present in the channel,
but with the files provided by Hyperledger Fabric, it would only be possible to
add three organizations to the channel: two added by default, and a third for
which Hyperledger provides the files.

So, first we will understand how to add the third organization with the files al-
ready provided, and later we will understand how to create the files for the re-
maining organizations. Finally, we will go through the process of installing the
chaincode in the seven organizations.

Therefore, to add a third organization to the network, and to the channel, it is
necessary to run the file provided by Hyperledger Fabric, present in the follow-
ing path: ".../test-network/addOrg3/addOrg3.sh". This file generates the orga-
nization’s identification data: the certificate and respective keys, and adds the
organization to the network and channel.

Now, taking a fourth organization as an example, let’s explain its addition to the
blockchain. Unlike the third organization, there is not a file that generates all the
data and adds the organization to the channel, so it was necessary to create one.
Below is a list with the identification of the steps:
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• Copy and paste the addOrg3 folder, renaming it addOrg4, and replacing
everything referring to the third organization to a fourth organization, and
changing the necessary ports.

• Copy and paste the org3-scripts folder, renaming it org4-scripts, and replac-
ing everything referring to the third organization to a fourth organization,
and changing the necessary ports.

• Change the envVar.sh file by adding the fourth organization information,
allowing to act as this organization going forward.

• Change the file setAnchorPeer.sh by adding the fourth organization infor-
mation, allowing to set the organization’s peer as an anchor in the channel.

Following the same process, it is possible to create the remaining organizations,
that is, from the fifth to the seventh. It is important to remember that organiza-
tions are only accepted when the majority accepts, therefore, it is also necessary
to change the updateChannelConfig.sh file whenever needed, as this is where the
acceptance of organizations is verified. Taking the case of a fifth organization as
example, it was indispensable to add code so that the third or fourth organization,
previously added, would accept the organization’s addition.

With all organizations inserted in the channel, it is necessary to install the chain-
code in all of them, so that they can execute it. Thus, the deployCC.sh file, present
in the following path ".../test-network/scripts/", was changed, which installs the
chaincode in all organizations. From this point on, the blockchain is ready to be
interacted with.

7.2 Prototype development

With the platform developed by [Wrisez, 2023] ready to move forward with the
development, this section presents the new data model, since changes were nec-
essary, the permissions that each organization has on the network, how private
data is stored, and how we can associate files to products, and respective events
and transformations.

7.2.1 Data structure

To support all the intended functionalities, and to store information relating to
the life cycle of textiles, it was necessary to change the data structure defined
by [Wrisez, 2023]. Therefore, in appendix C is included an example of the data
structure. Below are the respective description of each of the parameters of the
data structure, with a distinction between the existing parameters and those that
were added.

Existing parameters:
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• Product, represents the product, consisting of an id, name, respective events
and transformations, and the id’s of the products that originated it.

• Event, represents minor changes to products, such as transportation from
one location to another, coloring of fabrics, and cutting of wood.

• Transformation, represents major changes associated with a product. For
example, a fabric is used for the production of a sweater, or the product is
in the hands of the next supply-chain phase.

Events normally represent all processes to which a product is subjected until it
is used for the production of another (e.g., use of fibers for the production of
fabrics). Therefore, taking the Raw material organization as an example, these
processes could be: planting the tree, cutting the log, and cutting the log into
various parts.

The transformations do not always indicate that there were physical changes to
the product, and this is because when the products pass from one phase to an-
other it is necessary to create new instances of products to represent the new
phase.

For example, suppose a log of wood, represented by the Raw material organiza-
tion, was shipped to a pulp and textile fiber manufacturing plant. There is a need
to create a new product on the prototype to represent the Fiber producer phase,
since from the moment the wood trunk arrives at the fiber production factory, the
Fiber producer organization will insert the data on the prototype.

This detail will be addressed again when the real use case is demonstrated, where
it is possible to visualize the life cycle of the products and better understand how
the transformations work.

Moving forward, below are the parameters that were necessary to add:

• Events and transformations id, identify events and transformations to ease
the search for files associated with each one.

• Originated, contains the id’s of the products that originated the one in ques-
tion. For example, multiple fibers can create a single fabric, and therefore,
the id’s of the fibers must be stored in the fabric originated array.

• Files, contains objects consisting of name, description, and the hash of the
files associated with an event or transformation.

7.2.2 Permissions

As previously mentioned in section 3.4, each network actor must be accompanied
by an X.509 certificate and the respective public and private key to be able to sign
its transactions, and be identified as a valid actor on the blockchain.
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Therefore, upon initialization of the prototype, the X.509 certificates and key pair
for each organization are generated. In this phase, the definition of the per-
missions for each organization takes place. At the time that the organization’s
registration request is made, these requests carry two associated attributes, one
for permissions related to data access and the other related to data insertion. It
should be noted that after this registration request, the X.509 certificates contain
information on these attributes, thus making a distinction between each organi-
zation.

Data insertion permissions

First, for the data insertion permissions there’s the "write" attribute that defines
the organizations that can insert data on the blockchain. The value is true, if writ-
ing is allowed, and false, otherwise. Below we have a table with the identification
of this attribute for each represented organization.

Data insertion permissions
Organization Data insertion
Raw Material True

Fiber Producer True
Fabric Manufacturing True

Apparel Manufacturing True
Retailer True

Final Consumer False
Certifying Entity False

Table 7.1: Data insertion permissions

Data access permissions

Similar to data insertion permissions, for data access there’s the "read" attribute.
The difference is that this one can have more values, differentiating the type of
information that each organization can have access to. Below, there is a list ex-
plaining what each value of this attribute allows to visualize, followed by a table
identifying the permissions attributed for each organization represented:

• 1, has access to all information, products, respective events and transforma-
tions, and associated files.

• 2, has access to the products and respective events and transformations, but
does not have access to the files.

• 3, has access to the events of each product, with restrictions on the available
information about the events. For example, it does not have access to the
hashes of the files or the creation date of the events.

These values are only used in the front end code to identify the permissions of
each organization. Therefore, to facilitate the perception of the permissions that
each organization has, in the following table the cross is used instead of the val-
ues.
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Data access permissions
Organization Products Events Transformations Files
Raw Material X X X X

Fiber Producer X X X X
Fabric Manufacturing X X X X

Apparel Manufacturing X X X X
Retailer X X X X

Final Consumer X X
Certifying Entity X X X

Table 7.2: Read permissions

Permissions of new organizations or peers

Before explaining how to define permissions for new organizations or peers, it is
essential to understand who controls the blockchain, that is, who has permissions
to add new organizations, smart contracts, etc. So, in order not to have a single
point of control, or in other words, to have one organization controlling the entire
blockchain, all organizations have this role. In this way, all organizations can
perform these actions on the network, more specifically, the administrators of
each one.

However, any action that one of the administrators intends to perform, (e.g.,
adding new organizations) must be accepted by the majority - at least four in
the case or our network with seven organizations.

And now the question arises "How to assign permissions to new organizations
after the prototype is already running?". In the same way it was done for the other
organizations, it is necessary to generate the certificate and key pair, passing the
two permission attributes. These attributes are defined by the organization ad-
min who makes the request, and after the certificate is generated, this new orga-
nization can now join the channel. Bear in mind that at least four organizations
must accept this request for the new organization to join successfully.

From this point on, the organization becomes part of the group of organizations
responsible for controlling the blockchain, and therefore, for a new organization
or smart contract to be inserted in the network, at least five organizations must
accept it.

7.2.3 Private data

As discussed earlier, it was already possible to insert private data for each orga-
nization. However, the purpose of this section is to explain how it is possible to
insert private data that can only be seen by specific organizations rather than just
the one that inserts it. This is possible through the so-called collections, discussed
in section 4.4.

To fulfill this need, a json file was created that contains all the collections to be
incorporated into the ledger. Figure 7.1, shows a collection called "collection12"
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where the organizations Raw Material and Fiber Producer are included. Both the
organizations can insert and read the data placed in the collection.

Figure 7.1: Collections configuration file

The downside is that due to the need to verify the organization that is trying to
read or insert the data in the collection, the code becomes static. That is, there is
the need to check the name of the collections, and if more are added, arises the
need to change the smart contract. In that situation, the code is changed and the
smart contract is updated in the channel, with the need to be approved by the
majority of the organizations.

7.2.4 Files

The prototype allows the association of files, whether its images, text files or any
other type of file when creating products, events or transformations. Thus, below
is the description of how the storage is carried out for the two possibilities, cloud
and locally, respectively.

Cloud

For storage in the cloud, the Dropbox API is used, which, through an access key,
allows storing files in a folder previously created. In this case, only the file is
stored without any metadata for identification, and it is stored in a specific folder
to facilitate the search when it is necessary to show the files to the user.

Thus, it was necessary to define a structure for the path of the files. To make it
easier to understand, below is an example of how files are stored in the cloud:

Figure 7.2: Dropbox storage example
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The first value refers to the id of the product to which the files are associated, and
the second one is the identification of the event/transformation according to the
character "E" or "T", accompanied by the respective id. In the example, we have
a product with two events of id 0 and 1 and a single transformation with id 0.

Finally, and in order to distinguish files with the same name, a prefix is added to
the name, as it is visible in the figure below. Be cognizant that all files have the
prefix and not only the ones with the same name.

Figure 7.3: Dropbox file example

Local

Moving on to the second option and serving as a backup for cloud storage, local
storage arises with the help of a PostgreSQL database. In the same sense that it
was necessary to define the structure to store files in the cloud, the same approach
was used for local storage. The difference is that a database is used to store the
path and name of the file.

When a product, event or transformation is created, the associated files are sent to
the back-end where a middleware to handle files, called multer, comes into play.
As soon as the backend receives the files, the middleware is activated, automati-
cally storing the files in the provided path (figure 7.4).

Figure 7.4: Local storage example

After the middleware finishes its work, the respective path and name of the file
are stored in the database (figure 7.5).

55



Chapter 7

Figure 7.5: PostgreSQL storage example

Blockchain

Regarding what is stored on-chain, and as discussed in the data structure section,
an array of objects associated with each event and transformation is used.

Each object consists of the file name, a brief description entered by the user via
input when uploading the file, and the respective hash.

Blockchain immutability is used to our advantage: when there is a need to show
the files to the user, the values that are in the blockchain are first displayed. This
is because there may be problems in the cloud or locally, such as file corruption or
deletion. Thus, we guarantee that we are always showing all the files associated
with the product in question.

When the user wants to download one of the associated files, a request is made to
the Dropbox API to send the file. Here, the hash in the blockchain is verified with
that of the received file, and if there are no problems, the download is carried out
successfully.

7.3 Prototype overview

Finally, this last section shows the functionalities of the prototype with a simple
example, some verification measures to ensure data integrity, and then demon-
strates the use case created jointly with the case company, and defined in chapter
5.

7.3.1 Prototype user interface

To better demonstrate the prototype’s functionalities, we will take the place of a
user belonging to the Raw Material organization. The intention is to demonstrate
the steps to create products, events, transformations, and navigate through the
products life cycle.

Login

Initially, the user is presented with a login page (figure 7.6) , where they must
enter the credentials so as to interact with the blockchain. In this example, as
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mentioned, the user from the organization Raw material, whose username and
password are "1", is going to be used.

Figure 7.6: Login

After the login is verified and accepted, the user is presented with the list of
products registered on the blockchain, along with a navigation drawer on the left
side. The navigation drawer contains the main functionalities of the prototype,
and the identification of the organization the user is representing.

Figure 7.7: Products page

Add product

By choosing the first option on the navigation drawer, the user has the possibility
of adding new products (allowed for Producers). The fields that the user must fill
in to successfully create the product are as follow:

• Name, to identify the new product.

• Add event, add the first event of the product, normally its creation. If
this checkbox isn’t selected the product is created without the possibility
of adding new events or transformations in the future.
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• Add quantity, choose the quantity of the product, and the unit of measure-
ment.

• Private, allows the user to turn the product visible to only their organiza-
tion.

• Private on collection, allows the Raw material and Fiber producer user to
store the product in the collection named "collection12", discussed in section
7.2.3.

As a result of selecting the add event checkbox, the user can also insert the event
description, its location and coordinates, new attributes such as color or weight,
and associate files, as shown in figure 7.8. If the product is successfully created,
the user can view it in the homepage in the part related to the registered products
(figure 7.7).

Figure 7.8: Add new product
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Add product from others

An interesting and key feature for storing the life cycle of products is the possi-
bility of creating new products, originating from existing ones. For example, take
two existing fabrics and use them to create a sweater.

It shares most of the fields of the add product functionality, with the exception of
the selection of products that will generate the new one. In this example, another
product, named Wood2 was created, which together with Wood1, created in the
previous functionality, will originate a fiber named Fiber2.

Figure 7.9: Add new product from others

Add event

When a product is created, there is the possibility of adding new events that occur
throughout its life cycle. For example, in the case of a log of wood, it can be cut
into smaller portions to facilitate the processes that follow. Thus, in figure 7.10,
the event of cutting the wood is created, which has the same fields to fill as the
addition of a new product when the add event checkbox is selected.
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Figure 7.10: Add new event

Add transformation

Another action available to perform on products that have already been created
is to add new transformations. These transformations refer to physical alterations
of the products, in this case the use of wood to create fibers, and the change of
supply-chain phase.

The fields to be filled in are all similar to those for events, with the exception of
the "generate new product". This field serves to identify the products that this log
of wood (product used in this example) originated.

When the transformation shown in figure 7.11 is created, the Fiber1 product is
created with a first event, sharing the same characteristics as the transformation.

Figure 7.11: Add new transformation
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Private information

To demonstrate an example of private products, two products were created with
the user of the organization Raw material. The first one was private for this orga-
nization, and the second one was created and inserted in the collection shared by
the Raw material and Fiber producer organizations.

Figure 7.12, shows the point of view of three different organizations to demon-
strate what each one has access to. The Raw material organization has access to
the two products it created, while the Fiber producer organization only has ac-
cess to the product inserted in the collection. The third organization, which in
this case is the Fabric manufacturing but could be any of the other ones, does not
have access to any of the private products.

(a) Raw material (b) Fiber producer (c) Fabric manufacturing

Figure 7.12: Example of storage of private products

Files

Files can be attached to products, events and transformations, and are associated
with a short description in case the filenames are not quite friendly. Figure 7.13,
demonstrates how to associate these files and their descriptions.

For this example, an event was created that represents the transport of fibers from
one location to another. Two images were associated, one when the fibers left the
starting point, and another of when they arrived.

Figure 7.13: Add files
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After creating the product, event or transformation, it is possible to view the
hashes of each associated file on the respective card, e.g. figure 7.14a. Be cog-
nizant that this organization has full read access to the products.

If the user wants to view the associated files, they just need to click on the "Files"
button on the event or transformation card, and a list of files will be displayed
(figure 7.14b).

In the case where the user intends to download a file, they only need to click
on the one intended for download. For this action to be completed successfully,
there is a verification of the hashes, the one present in the blockchain and the one
that is calculated with the file that the dropbox API returns.

(a) Event card example (b) List of the files

Figure 7.14: Example of the files

Products history

To conclude this small demonstration of the functionalities, let’s understand how
it is possible to navigate through the life cycle of products. With the features
already presented, a new product was created, Fabric1, which was originated by
the products Fiber1 and Fiber2, created throughout this demonstration.

Figure 7.15, shows a first example of the life cycle of this new Fabric1 product.
The existence of the first event, in this case its creation, and two buttons that
allows the user to move backwards and forwards in the product’s life cycle is
visible.

Given that this Fabric1 product was originated by the two fibers previously cre-
ated, using the "Previous phase" button, it is possible to verify that in fact the
two fibers are present (figure 7.16a). On the contrary, as this product has not yet
originated any products, the "Next phase" button will show an empty list.

To complement, figure 7.16b shows what appears if the user is in the Fiber2 life
cycle and the "Next phase" button is clicked. When clicking on one of the prod-
ucts that appears on the list, the life cycle of the product that was clicked will
appear.
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Figure 7.15: Product Fabric1 history

(a) Previous phase of the
Fabric1

(b) Next phase of the
Fiber2

Figure 7.16: Example of the life cycle of products

Although only the navigation of the life cycle between two products is demon-
strated, the prototype allows navigating the entire life cycle, from the raw mate-
rials phase, to the final consumer.

Figure 7.17 shows the representation of the life cycle of the product Wood1 cre-
ated at the beginning of the demonstration to give a better illustration of what is
presented for a product that has several events and transformations. Accordingly,
it is noticeable the event of its creation, the event that was later added related to
the cutting of the wood, the first transformation that originated Fiber1, and the
transformation that originated Fiber2.
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Figure 7.17: Product Wood1 history

7.3.2 Verification measures

It is necessary to ensure that the insertion of information in the blockchain is only
done by organizations with write permissions, blocking this functionality for any
other organization present on the network, or external users.

Therefore, first it will be demonstrated what happens internally, when a new
product is added by an organization with permissions to do so. For this, a tool
made available by Hyperledger Fabric is used to monitor everything that hap-
pens within the various containers that make up the network. By running the
"monitordocker.sh" file, it is possible to view all the changes made to the network
by any of the actors.

Figure 7.18 shows a portion of what is logged in the console when inserting a new
product. Initially, it is possible to visualize the reception of the new block by all
peers in the network, and its subsequent validation according to the parameters
presented in section 4.4. After validation, and if everything is correct, each peer
will add this new block to its ledger.
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Figure 7.18: Monitor docker output

Moving forward to network organizations without write permissions, the proto-
type has several preventive checks since the veracity and credibility of the data
present in the blockchain is one of the main pillars to create an environment of
trust among the stakeholders. Thus, if a user does not have write permissions on
the blockchain, a check is made to only show the registered products, without the
navigation drawer.

Also, a verification was developed in case the previous one is surpassed through
the Uniform Resource Locator (URL) or another type of attack. Therefore, if an
attempt is made to insert products, a check is performed, showing a message to
the end user informing the lack of permissions to carry out the intended func-
tionality.

This verification is done in the smart contract, as shown in figure 7.19, where the
value of the "write" attribute, present in the user’s certificate, is compared with
the value "True". If the values are equal, the smart contract inserts the product,
otherwise, it returns the error explained before. It should be noted that this ver-
ification is carried out for all functions related to data insertion, that is, insertion
of products, events and transformations.

Figure 7.19: Smart contract permissions function
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To make the prototype more robust to malicious insertion attempts, the channel
policies were changed. As discussed in section 4.4, policies are rules that can be
established within the network. The fabric network has a default reader policy
that allows to control which organizations can send block events in the blockchain
(e.g., insert products, events, and transformations). Thus, if a user belongs to an
organization that doesn’t fullfill the policy, an error appears, informing that it was
not possible to satisfy the policy in question. Figure 7.20, identifies the id of the
proposed transaction, which is logged and can be used for auditing purposes.

Figure 7.20: Reader policy permission denied

To prevent information from being inserted by users who have not logged in (
access the home page through the URL), a check is made that results in a blank
page. Still, all other checks are performed if, for some reason, the user manages
to insert information through the front end.

Continuing, and taking special attention to data access, to prevent unauthorized
organizations from having access to the data, the write policy, which is already
defined automatically by Hyperledger Fabric, was changed. This policy defines
which organizations can invoke the chaincode, preventing users without permis-
sions from interacting with prototype. It is possible to see in figure 7.21 what is
displayed in the console when a network organization without those permissions
tries to invoke the chaincode.

On the other hand, by accessing via URL, the user is not associated with any
organization, resulting in a message similar to the one shown in figure 7.21.

Figure 7.21: Writer policy permission denied

One of the main goals of the development was to ensure that there were different
permissions in relation to the type of data that each organization has access to. It
was already demonstrated how this distinction is made, and therefore, now the
intention is to show the verification that achieves it.

Although Hyperledger Fabric allows the definition of the read and write per-
missions of the network and of the respective channels, it does not allow the
definition of the type of access that each user has to the data (e.g., full access or
event only). Still, it would be possible to make this distinction by creating a chan-
nel where only the relevant information for each type of permission would be
stored, e.g., a channel that would store all the data, from which Producers would
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read, a second channel where the data would be stored relevant to the Certifying
Entity organization, and one relating to the Final Consumer organization. The
problem is that it is not practical to be tripling the information and overloading
the network with so much redundant data.

So, the decision was to do the permissions check on the front end. Each organiza-
tion has an associated type of permission when the certificate and key generation
request is made. This attribute is requested to the smart contract and is used to
decide which data to present to the user (figure 7.22).

Figure 7.22: Front end code for permissions distinction

Since the previously verification distinguishes Producers and the Certifying En-
tity organization from the Final Consumer organization, the verification included
in figure 7.23, distinguishes Producers from the Certifying Entity organization.
The verification made is to only show the images to users with all permissions.

Figure 7.23: Front end code for documents permissions

7.3.3 Real use case demonstration

To finish this chapter referring to the development of the prototype, and to eval-
uate the solution with a real example of what the life cycle of a textile product
looks like (figure 7.24), a real use case will be presented. Given that the case com-
pany is responsible for the production of paper pulp and textile fibers, this use
case has a greater emphasis on the fiber production phase.

Figure 7.24: Textile life cycle, adapted from [Eckhardt, 2011]
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Before moving on to the use case demonstration, it is necessary to explain some
concepts specific to the textile sector:

• Forest Stewardship Council (FSC), is an organization that aims to promote
environmentally beneficial forest management, issuing certificates that guar-
antee that products come from well-managed forests [FSC, 2023].

• Elemental chlorine free (ECF), is a technique that uses chlorine dioxide for
the bleaching of wood pulp.

• Lyocell, is a semi-synthetic fiber used for apparel production and obtained
through the dissolution of pulp.

Figure 7.25, identifies the products that are part of a sweater’s history. Each of
these products will be analyzed in detail, visualizing its life cycle and perceiv-
ing the process since the early stages of planting a tree to creating the sweater.
This example does not in any way represent all the steps in the lifecycle of the
products, it only serves to demonstrate some of them using their correct names,
evaluating to a certain extent the functioning of the prototype.

Thus, the sequence of products is as follows, (1) Eucalyptus with bark, (2) Euca-
lyptus ECF, (3) Lyocell fiber, (4) Lyocell fabric, and (5) Lyocell sweater.

Figure 7.25: Created products

Raw material

Starting with the first phase, referring to the Raw material organization, there is
the product Eucalyptus with bark containing a first event related to its planting.
After its planting, the wood certification is carried out, associating the certificate
in the files, and defining the date on which this FSC certificate was issued. From
this moment on, all blockchain participants with full permissions can view the
associated certificate.

Subsequently, the eucalyptus is cut into several pieces and is sent to the fiber pro-
duction factory. When the arrival at the factory is validated (by the fiber produc-
tion factory), the factory will register a new product, Eucalyptus ECF, automati-
cally causing a transformation in the Eucalyptus with bark life cycle, referring to

68



Development

the arrival. Here, it is evident that the transformations do not always refer to the
physical alteration of the products, but to the phase change as well.

Figure 7.26: Eucalyptus with bark

Fiber producer

It is important to be aware that just because the new product is called Eucalyptus
ECF, which is a pulp, does not mean that the product is already in that state.
When the eucalyptus pieces arrive, and as they are under the responsibility of
the fiber production company, there is a need to create the new product so that
the life cycles are independent.

Upon arrival, the eucalyptus pieces are subject to the ECF process, where a date is
defined in addition to the one automatically registered when creating the events.
This date is to allude to the idea that the creation of events is not always carried
out precisely at the time of the process, that is, the eucalyptus pieces can start the
ECF process but the creation of the event is only done later manually by a com-
pany employee. When the process is finished, and represented as ECF Process
Output (figure 7.27), the pieces of eucalyptus become pulp.

With the pulp created, it is necessary to transform it into textile fibers, hence the
need to feed this pulp to the production lines. Here, as there will be a physical
change in the product, a new one is created, called Lyocell fiber.
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Figure 7.27: Eucalyptus ECF

Given that the company that has accompanied the development of this prototype
is in charge of the production of pulp, and textile fibers, there is no phase change,
that is, both the pulp (Eucalyptus ECF) and the fiber (Lyocell fiber) are repre-
sented in the fiber production phase. This possibility of having several products
within the same phase is possible for the Fiber producer organization, as for the
rest, indirectly creating sub phases within the main phases.

Therefore, after leaving the production line, the pulp is now in the form of a
lyocell fiber that can be used for fabric production. Subsequently, these fibers
are sent to the fabric factory, where it is possible to define the transport guide,
and the type of transport, e.g., truck, plane, boat. These attributes serve only as
an example, meaning that there is the possibility to define a variety of relevant
attributes for the events and transformations.

Fabric manufacturing

In the same way that was carried out when sending the pieces of eucalyptus,
a transformation is created that represents the arrival of the fibers at the fabric
production factory. Upon arrival, the fibers are fed to the production line, which
will originate the lyocell fabrics. Once production is complete, the lyocell fabrics
are sent to the apparel production factory.
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Figure 7.28: Lyocell fiber

Figure 7.29: Lyocell fabric
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Apparel manufacturing

To finish off this use case, comes the apparel production phase, where lyocell
fabrics are received and used to create sweaters (figure 7.30). From this point
onwards, these garnments can be shipped to retailers, who in turn will sell them,
thus, continuing the product life cycle. It is visible that the product life cycle is
accessible to all stakeholders through a simple front end, meeting the traceability
and transparency needs that the textile sector is looking for.

Figure 7.30: Lyocell sweater

7.4 Summary

Section 7.1 started by presenting the status of the prototype developed by [Wrisez,
2023], which had already developed a platform where it was possible to register
information of products. Next, it was provided the prerequisites to be able to
set up, and interact with the platform. To finish the section, it was presented
the necessary steps to place all the organizations represented in chapter 5 in the
Hyperledger network and install the chaincode in each of the peers.

Later, in section 7.2, some steps performed during the development were ex-
plained. It was necessary to change the data structure defined by [Wrisez, 2023]
to achieve the defined requirements. Following, it was shown the permissions
assigned for each of the organizations, and how the storage of files and private
information works.
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Finally, in section 7.3, all the platform’s functionalities were first presented fol-
lowing the role of a user of the Raw material organization. Then, the verification
measures implemented to guarantee the integrity and veracity of the data were
explained, and finally, a real use case of the textile sector, created together with
the case company, was demonstrated.
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Evaluation and testing

After displaying and explaining the functionalities of the developed prototype,
this chapter starts by evaluating the requirements defined in chapter 5. Next,
follows the definition of the test cases, along with the expected results, and if
the prototype passed or failed those tests. Finally, this chapter ends with a brief
summary.

8.1 Evaluation

The prototype’s functionalities were evaluated together with the company that
has been monitoring the development of the thesis when the use case presented
in chapter 7 was created. The feedback received was very positive, given that
the state of the prototype responded to the concerns and needs received from the
company throughout the development of the thesis.

The security of the prototype was also evaluated in relation to problems associ-
ated with actors’ certificates. Certificates function as a hierarchical tree, with the
root certificate corresponding to the Fabric CA, which is public. Subsequently,
each organization has its own CA with a certificate signed by the root CA, where,
finally, each admin, peer and user of the organization have their certificates signed
by the organization’s CA.

Figure 8.1: Hierarchical tree example
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Image 8.2 shows an example of a directory with an organization’s certificates.
In more detail, it is visible the "ca" folder that contains the organization’s CA
certificate, and the "users" folder that contains sub-folders referring to the actors
present in the organization. Focusing on the user’s sub-folder we can verify the
presence of the certificate and the private key.

Figure 8.2: Directory with the certificates and private keys

Since certificates and private keys are the main components for an actor to be
able to interact with the prototype, it was necessary to ensure that when one of
these was changed, deleted, or even revoked, the actors in question would lose
all their permissions to guarantee the integrity of the data. However, despite
the certificate of a user, or admin, being revoked, changed, or deleted, it must
be possible to generate new certificates and private keys so that these actors can
regain access to the permissions they are entitled to.

Therefore, using the functionalities provided by Hyperledger Fabric it was nec-
essary to evaluate the generation of the new certificates for users, admins, and
for the CA admin. Be aware that when generating a certificate for the CA admin,
there will be the need to generate certificates for all users, admins, and peers of
the organization.

Thus, when it becomes necessary to generate new certificates for a new user, the
following commands are used:

• fabric-ca-client register –caname ca-org1 –id.name user2 –id.secret user2pw
–id.type client –id.attrs ’write=True:ecert,read=1:ecert’ –tls.certfiles "$PWD/
organizations/fabric-ca/org1/ca-cert.pem".

• fabric-ca-client enroll -u https://user2:user2pw@localhost:7054 –caname ca-
org1 -M "$PWD/organizations/peerOrganizations/org1.example.com/
users/User1@org1.example.com/msp" –tls.certfiles "$PWD/organizations/
fabric-ca/org1/ca-cert.pem".

The first one refers to the request for registration of new entities, passing the
attributes of writing and reading permission, and the username. The second one
is the subsequent addition of the entity to the network. After the enrollment is
done, it is still necessary to update the channel configurations, so as to recognize
the new user.
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When the enrollment request for the new user is made, the path of the previous
one is chosen, avoiding the need to change the backend of the client application,
which needs the path of the certificates and of the private key for chaincode in-
vocation. Obviously this does not eliminate the possibility of choosing another
path and changing the backend to have two users represented by the same orga-
nization.

In the case of an admin, the process is similar, being only necessary to change the
type of actor, visible in the registration request command, the username, and the
password. After updating the channel configuration, it is then possible to use the
new admin to interact with the network.

Finally, the situation becomes more complex when there is a need to generate a
new certificate for the organization’s CA admin. There are two possibilities for
generating certificates, a simpler one, and a more complex one. The first one
uses the file presented in section 7, which generates and adds organizations to
the network and channel, e.g., the "addOrg3.sh" file. The second one consists of
generating all the certificates, that is, the CA admin, admin, and user, manually.

A similarity that both possibilities share is the need to change the docker-compose
file that originates the CA admin certificate. This is because when an identity is
revoked, the username of the identity can no longer be used for the registration
of another actor.

Figure 8.3, shows the docker-compose configuration file that starts the Fabric
Manufacturing organization’s CA container. As visible, in the part relating to
the command, it is necessary to change the username to admin2, with this name
being just an example.

Figure 8.3: Docker compose CA configuration file

After changing the docker-compose file, it is still necessary to change the "regis-
terEnroll.sh" file that enrolls and registers the CA admin, and subsequently en-
rolls an admin and a user on the network, all of which are represented by the
Fabric Manufacturing organization.

From this point on, there is an admin CA with a valid certificate, and therefore, we

77



Chapter 8

can proceed with the registration and enrollment of the admin of the organization
and the user who will interact with the client application.

By verifying the result of these changes in the prototype (the revocation of the cer-
tificates and posterior generation of new ones), it was concluded that the actors
are able to recover access to their data and permissions.

8.2 Testing

In this section, follows the definition of the test cases, along with the prerequisites,
the list of steps to run them, the expected result, and whether the prototype can
achieve it or not.

Before moving forward, and to avoid redundant information, as a prerequisite it
is always necessary that the user logs in as a Producer, except in cases where it is
specifically said which organization has to log in to run the test case.

Therefore, table 8.1 represents the tests cases carried out for the functional re-
quirements related to the insertion of information in the blockchain. Next, in
table 8.2, the test cases relating to information access are represented, and finally,
table 8.3 shows the test cases carried out on non-functional requirements.

ID Test case Test pre-
requisites Test step Expected

results
Pass
/Fail

TI1 Insert new
product None

1. Fill
functionality

"Add product"
fields

2. Click submit

The product is
inserted in the
blockchain and
displayed in the

front end

Pass

TI2 Add new event
to a product

A product
must be

registered
in the

blockchain

1. Fill
functionality
"Add event"

fields
2. Click submit

The event is
associated to
the product,

inserted in the
blockchain, and
displayed in the

front end

Pass

TI3
Add new

transformation
to a product

A product
must be

registered
in the

blockchain

1. Fill
functionality

"Add
transformation"

fields
2. Click submit

The
transformation
is associated to

the product,
inserted in the

blockchain, and
displayed in the

front end

Pass
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TI4

Generate a new
product when
adding a new

transformation
to an existent

product

A product
must be

registered
in the

blockchain

1. Fill
functionality

"Add
transformation"

fields
2. Select

"generate new
product" and

choose a name
for the product
3. Click submit

The
transformation
is associated to
the product and
inserted in the
blockchain, the
new product is
generated, and

both are
displayed in the

front end

Pass

TI5

Insert new
product

originated from
one or more

existent in the
blockchain

A product
must be

registered
in the

blockchain

1. Fill
functionality
"Add product
from others"

fields
2. Select the

products that
will originated
the new one

3. Click submit

The product is
inserted in the
blockchain and
displayed in the

front end

Pass

TI6 Associate a file
with an event

A product
must be

registered
in the

blockchain

1. Fill
functionality
"Add event"

fields
2. Select "Add

file"
3. Choose files

to associate and
fill description
4. Click submit

The event is
associated to

the product and
inserted in the

blockchain with
the file name,
description,

and hash. The
file is stored in
the cloud and

locally

Pass

TI7
Associate a file

with a
transformation

A product
must be

registered
in the

blockchain

1. Fill
functionality

"Add
transformation"

fields
2. Select "Add

file"
3. Choose files

to associate and
fill description
4. Click submit

The
transformation
is associated to
the product and
inserted in the

blockchain with
the file name,
description,

and hash. The
file is stored in
the cloud and

locally

Pass
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TI8

Insert private
data in the

organization
personal
collection

None

1. Fill
functionality

"Add product"
fields
2. Select

"Private"
3. Click submit

The product is
stored in the
organization

personal
collection,

being visible
only to itself

Pass

TI9

Insert private
data in the Raw

material and
Fiber producer

collection

None

1. Login as Raw
material or

Fiber producer
user

2. Fill
functionality

"Add product"
fields
3. Select

"Private on
collection"

4. Click submit

The product is
stored in the
Raw material

and Fiber
producer

organizations
collection,

being visible
only to

themselves

Pass

Table 8.1: Test cases of data insertion related functional requirements

ID Test case Test prereq-
uisites Test step Expected

results
Pass
/Fail

TA1

Access to all
products,

events,
transformations
and associated

files

A product
must be

registered in
the

blockchain
with at least
one event,

transforma-
tion and

associated
file

1. Select a
product

2. Check events
and

transformations
accessibility

3. Select "Files"
button

4. Check files
accessibility

The user is
presented with
the events and

transformations
of the product,

also having
access to the

associated files

Pass

TA2 Download of an
associated file

A product
must be

registered in
the

blockchain
with at least

one
associated

file

1. Select a
product

2. Select "Files"
button on the

event or
transformation

card
3. Click on a file

The file is
downloaded to
the user device Pass
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TA3
Only access to

restricted fields
of the events

A product
must be

registered in
the

blockchain
with at least
one event,

transforma-
tion, and

associated
file

1. Login as
Final consumer

2. Select a
product

3. Check access
to event fields

The user is only
presented with
restricted fields
of the events,

not having
access to

transformations
or associated

files

Pass

TA4

Only access to
products,

events, and
transformations

A product
must be

registered in
the

blockchain
with at least
one event,

transforma-
tion, and

associated
file

1. Login as
Certifying
entity
2. Select a
product

3. Check access
to products,
events, and

transformations

The user is only
presented with

products,
events, and
transforma-

tions, not
having access
to associated

files

Pass

TA5
Log in with

correct
credentials

None
1. Input

credentials
2. Click "log in"

The page with
the registered
products and

various
functionalities
is presented

Pass

TA6
Log in with

incorrect
credentials

None
1. Input

credentials
2. Click "log in"

An error
appears

indicating that
the credentials
are incorrect

Pass

TA7

Navigate
through the
products life

cycle

There must
be at least

two products
connected
with each

other

1. Select a
product

2. Click "next
phase" to move
forwards on the

products life
cycle
3. Click

"previous
phase" to move
backwards on
the products

life cycle

The different
products life

cycles are
shown

Pass

Table 8.2: Test cases of data access related functional requirements
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ID Test case Test prereq-
uisites Test step Expected

results
Pass
/Fail

TN1

Check data
insertion when
logged with an

organization
without write
permissions

None

1. Log in as
Certifying
Entity

2. Fill
functionality

"Add product"
fields

3. Click submit
4. Check result

An error
appears

indicating that
the user doesn’t

have the
permissions for

such
functionality

Pass

TN2

Check data
insertion
without

logging in

None

1. Navigate to
the home page
via the URL

2. Fill
functionality

"Add product"
fields

3. Click submit
4. Check result

The product is
not inserted

and an error is
logged

Pass

TN3
Check data

access without
logging in

A product
must be

registered in
the

blockchain

1. Navigate to
the home page
via the URL

2. Check access
to data

A blank page is
shown and an
error logged Pass

TN4

Check data
insertion when
user certificate

is deleted,
changed or

revoked

None

1. Fill
functionality

"Add product"
fields

2. Click submit

The product is
not inserted

and an error is
logged

Pass

TN5

Check data
insertion when

user private
key is deleted

or changed

None

1. Fill
functionality

"Add product"
fields

2. Click submit

The product is
not inserted

and an error is
logged

Pass

TN6

Check data
insertion when

a CA admin
certificate is

deleted,
changed or

revoked

None

1. Fill
functionality

"Add product"
fields

2. Click submit

The product is
not inserted

and an error is
logged

Pass
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TN7

Check data
access when

user certificate
is deleted,
changed or

revoked

A product
must be

registered in
the

blockchain

1. Log in as any
organization
2. Check data

access

The data is not
shown and an
error appears Pass

TN8

Check data
access when
user private

key is deleted
or changed

A product
must be

registered in
the

blockchain

1. Log in as any
organization
2. Check data

access

The data is not
shown and an
error appears Pass

TN9

Check data
access when a

CA admin
certificate is

deleted,
changed or

revoked

A product
must be

registered in
the

blockchain

1. Log in as any
organization
2. Check data

access

The data is not
shown and an
error appears Pass

Table 8.3: Test cases of non-functional requirements

8.3 Summary

Throughout this chapter, it was firstly possible to evaluate the response of the
prototype to the needs and concerns of the case company, and the DPP’s. Also,
that in the event of a change, deletion, or revocation of a certificate, it is possible
to provide new certificates to actors so that they can return to act in the network.
This was very important for this phase of the process, since blockchain has not
yet been cemented as one of the optimal solutions for storing the life cycle of
products, be they from the textile sector, as from any other sector.

Next, followed the execution of the test cases, where it was possible to understand
that the prototype manages to fulfill all the requirements defined in chapter 5.
As this chapter comes to an end, in the next one follows the presentation of the
conclusions of this thesis along with future steps.
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Conclusions

This thesis aimed to develop a prototype to support a DPP in the textile industry
with blockchain as foundation, and to provide a proof of concept of a DPP in the
same industry.

Due to the novelty of this topic, it was necessary to carry out several studies to
understand the status of these digital passports, a priority for the CE in the EU,
still lacking practical examples to guide the industry. Notwithstanding the very
recent and important proposals for the integration of DPPs in the textile indus-
try [Jansen et al., 2022], this thesis seeked to test a solution in which blockchain
technology emerges as the primary source of storage for these passports.

Blockchain, being a type of DLT offers many benefits for storing DPP’s, such as
immutability, transparency, security, and privacy of data. After a re-analysis, it
was concluded that the decision taken by [Wrisez, 2023] to adopt Hyperledger
Fabric was still valid for our use case.

The development process and subsequent validation showed that blockchain is
a promising solution for storing DPP’s in the textile sector, as it guarantees data
integrity and security, preventing the insertion of invalid information from mali-
cious users. Derived from these values that the blockchain guarantees, the prob-
lem of lack of transparency along the supply-chain is improved, having as a
strong point the construction of an environment of trust between all the entities
of the life cycle of the textile product.

Furthermore, by creating a prototype where it is possible to link products of dif-
ferent types (e.g., linking wood to fibers, fibers to pulp, pulp to fabrics, and so on),
keep an history of the events, transformations and files of each of the products,
restrict write and read access to the products information, allow for verification
of products compliance with legal obligations, and allow users to make more in-
formed purchase decisions, it was possible to respond to the expectations of what
a DPP is in the textile sector. Due to the prototype’s ability to support these and
other functionalities, the feedback received by the case company was very posi-
tive.

85



Chapter 9

Future steps

For any solution found and put into practice, there is always a rising number of
new problems, and this thesis is no exception. So, to end this chapter, possible
future steps will be presented that can complement the work developed during
this thesis.

The impracticality of verifying the information that each organization is insert-
ing in the blockchain (e.g., a user of the Raw Material organization can insert a
new product representative of the fiber production phase) is a limitation of the
prototype. It would be necessary to limit the options of all open writing fields,
presenting the user with a dropdown of previously defined choices. Even so, it
would be necessary to verify which organization the user would be representing
to validate the choices.

The adoption of multi-blockchains can contribute to create new solutions to ad-
dress this limitation [Ahmed balaghi, 2021]. A multi-blockchain system would
consist of each peer having its own blockchain, where each blockchain would
communicate with each other whenever needed.

Two more possible steps, which were not developed in this thesis, are the repre-
sentation of the recycling and reuse phases, which would reintroduce the prod-
ucts into the economy, and the development of an application that through a QR
code could access the prototype. However, despite not having been developed,
the addition of these two functionalities does not imply changes in the core of the
prototype.

Since this thesis and the conclusions were focused on the textile sector, emerges
the possibility of testing the prototype architecture in other sectors.

Finally, and with the presentation of a proof of concept of a DPP, it is possible to
specify which processes and attributes have to be defined when adding events
and transformations to the life cycle of the products.
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Context diagram
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Appendix B

Container diagram
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Appendix C

Component diagram
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Appendix D

Data structure

• Product, represents the product, consisting of an id, name, respective events
and transformations, and the id’s of the products that originated it.

• Event, represents minor changes to products, such as transportation from
one location to another, coloring of fabrics, and cutting of wood.

• Transformation, represents major changes associated with a product. For
example, a fabric is used for the production of a sweater, or the product is
in the hands of the next supply-chain phase.

• Events and transformations id, identify events and transformations to ease
the search for files associated with each one.

• Originated, contains the id’s of the products that originated the one in ques-
tion. For example, multiple fibers can create a single fabric, and therefore,
the id’s of the fibers must be stored in the fabric originated array.

• Files, contains objects consisting of name, description, and the hash of the
files associated with an event or transformation.

{
"id": "1234-5678-90ab-cdef",
"name": "Fabric1",
"events": [

{
"id": 0,
"description": "Production",
"files": [

{
"name" : "File0.png",
"description" : "File about Y",
"hash" : "0989lb7itfg651cdec3485da435fild9"

}
],
"location": {
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"name": "Coimbra",
"latitude": 40.20564,
"longitude": -8.41955

},
"changes": {

"color": "Blue",
"quantity": 100,
"unit": "g"

}
}

],
"transformations": [

{
"id": 0,
"description": "Cloth production",
"files": [

{
"name" : "File1.png",
"description" : "File about X",
" hash" : "be39lb7itfg651cdec3485da435fild9"

}
],
"location": {

"name": "Porto",
"latitude": 41.14961,
"longitude": -8.61099

},
productsId: [

"cdef-5678-1234-90ab"
]

}
],
"originated": [

"abcd-5678-1234-90ab",
"cdef-1000-1234-90ap",
"jfjf-5678-9000-977f"

]
}
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