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Abstract

Modern Supervisory Control and Data Acquisition (SCADA) systems are essential for monitoring and managing electric power generation,
transmission and distribution. In the age of the Internet of Things, SCADA has evolved into big, complex and distributed systems that are prone
to be conventional in addition to new threats. Many security methods can be applied to such systems, having in mind that both high efficiency,
real time intrusion identification and low overhead are required.
c⃝ 2018 The Korean Institute of Communications Information Sciences. Publishing Services by Elsevier B.V. This is an open access article under

the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Industrial Control System (ICS) is an umbrella term that
refers to a group of process automation technologies, such as
Supervisory Control and Data Acquisition (SCADA) systems
and Distributed Control Systems (DCS), which unfortunately
have been subject to a growing number of attacks in recent
years [1]. As they deliver vital services to critical infrastructure,
such as communications, manufacturing and energy among
others, hostile intruders mounting attacks represent a serious
threat to the day to day running of nation states [2].
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ICS have unique performance and reliability requirements
and often use operating systems, applications and procedures
that may be considered unconventional by contemporary IT
professionals [3]. These requirements typically follow the pri-
ority of availability and integrity, followed by confidentiality
and include the management of processes that, if not executed
correctly, pose a significant risk to the health and safety of
human lives, damage to the environment, as well as serious
financial issues such as production losses [4]. Unavailability of
critical infrastructure (e.g., electrical power, transportation) can
have economic impact far beyond the systems sustaining direct
and physical damage. These effects could negatively impact the
local, regional, national, or possibly global economy.

2. Security of ICS

Despite the apparent risk to critical infrastructure, the se-
curity of ICS is not considered a significant investment area.
Authors in [5] argue that the costs involved in ICS security
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are prohibitive, especially within critical systems, when the
perceived risks to an organisation or infrastructure cannot be
adequately quantified and a business case not satisfactorily
articulated. This often leads to an underdeveloped incident re-
sponse capability in the deployed operational ICS, in particular
within the SME supply chain. Larger infrastructures suffer from
the insufficient understanding of the deployed components such
as Programmable Logic Controllers (PLC) or similar Intelligent
Electronic Devices (IED), Remote Terminal Units (RTU) and
input/output (I/O) devices that are used to manage electrome-
chanical equipment in either local or distributed environments.
This unique environment, that combines large scale, geograph-
ically distributed, legacy and proprietary system components
presents significant challenges to Security Operation Centers
(SOCs) and Cyber Emergency Response Teams [6].

In the past, ICS were operated as separated networks
unconnected to public communication infrastructures, but as
businesses have turned to exploit the services and data provided
by the Internet, such isolation that protected these systems has
declined [7]. The benefits afforded by real time monitoring,
peer to peer communications, multiple sessions, concurrency,
maintenance and redundancy have enhanced the services pro-
vided for consumers and operators. Moreover, this intercon-
nectedness will grow with the implementation of smart grids
and execution of the Internet of Things (IoT) [8]. Hence, the
previously isolated systems have become increasingly exposed
to a range of threats [9], regarding which, Byres et al. [10] cite
that formerly isolated ICS now average 11 direct connections
across networks with weak network segmentation.

IT security is generally focused on protecting networked
computer assets with clear, shared attributes, but Zhu [11]
argues that for securing ICS there needs to be a combination of
conventional computer security and communication network-
ing with control engineering. However, since current ICS have
recently taken up IP based communications, where traditional
IT security, communications security and protection of control
systems have their boundaries, their efficiency remains unclear.
Luallen [12] reports that for a survey of 268 respondent organ-
isations, most did not report critical ICS assets and relied on
staff to detect issues, not tools.

3. SCADA systems

SCADA systems have traditionally been associated with a
subset of ICS referred to as Wide Area Control systems (see
Fig. 1).

As aforementioned, security in SCADA systems is more
salient than with most other computer systems owing to the
potential severity of the outcomes due to a degrading of service,
as well as the disruption to day to day life. With older computer
systems, reliability was the key concern and security was much
further down the list. Today, with greater connectivity [13],
security is now high on the agenda. Moreover, SCADA systems
are not only becoming more connected to the internet; the
communications within them operate through shared Internet
Protocol (IP) infrastructure. A number of concerns in relation
to implementing security in SCADA have been raised in the
current research:

Fig. 1. A typical SCADA system.

• System reliability regularly takes precedence over threats
to security and can result in high security vulnerability.

• Absence of encryption in earlier communication proto-
cols (plain text is often utilised).

• The common used well-documented protocols and off
the shelf hardware solutions can threaten to undermine
obscurity [14]. Whilst this is not a mechanism of security
per se, the loss of it can lead to attacks becoming
easier.

• The operation of SCADA has to be ongoing, which
makes it very hard to apply updates, perform patching
or to modify system components.

• Today’s systems are lasting longer than in the past, which
means that hardware and software are operating beyond
their supported lifespan [15].

The aforementioned specific characteristics and constraints
in relation to SCADA mean that a domain specific approach is
necessary. In-line security mechanisms (e.g. traditional network
IDS utilisation) or security tools at the host level (e.g. anti-
virus) are not recommended owing to possible latency impact
or the occurrence of single points of failure along the vital
communications path. Further, given the increasing sophis-
tication of attacks, cyber-security no longer can depend on
supervised, pattern-based detection algorithms to guarantee
continuous security monitoring. There needs to be approaches
that handle rogue threats, which provide a suitable balance
between maintenance and detection power [16].

4. Real-world attacks

Among others, the STUXNET worm infection [17] per-
fectly represents the frailty of the regulatory systems devoted
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to control critical infrastructures. First isolated in mid-June
2010, STUXNET was a computer virus specifically designed
for attacking Windows based industrial computers and taking
control of Programmable Logic Controller (PLCs), influencing
the behaviour of remote actuators and leading to instabil-
ity phenomena or even worse. The paradox is that critical
infrastructures massively rely on newest interconnected (and
vulnerable) Information and Communication Technology (ICT)
technologies, while the control equipment is typically old,
legacy software/hardware. Such a combination of factors may
lead to very dangerous situations, exposing the systems to a
wide variety of attacks. The lesson the CIIP (Critical Informa-
tion Infrastructure Protection) community has learned from the
spread of the STUXNET worm is that, in order to effectively
react to a specific low level menace, there is the need to consider
both the global and local perspectives. In fact, besides obtaining
a wider perspective on the state of the System of Systems,
there is the need to increase the intelligence of equipments and
devices that are used to influence the behaviour of the system,
such as RTUs, valves, etc.

Moreover, as emphasised by several episodes [18], another
effective way to paralyse a SCADA system via cyber at-
tack is to saturate the bandwidth of the carrier used for the
communication (this was, for example, the way in which the
SLAMMER worm operated in 2003 to affect the SCADA of
two United States (US) utilities and a nuclear power plant).
Indeed, as emphasised also by the ANSI/ISA.99 (American Na-
tional Standards Institute/International Society of Automation),
availability is the most crucial attribute of information security.
The lack of timely information to/from the field may cause
dramatic consequences because the field is unable to receive the
adequate command, hence even trivial episodes may provoke
dramatic impact, as shown by the US black-out.

In an evaluation of the Mariposa botnet infection in an ICS
organisation, the US Department of Homeland Security [19]
explained that they found that the infection occurred when an
employee used a USB drive to download presentation materials
to a corporate laptop. When the user connected the laptop to the
corporate network upon returning to work, the virus spread to
over 100 hosts.

The security of SCADA communications is becoming more
complicated because the decision has been taken to link
the SCADA networks with IT networks to allow better and
faster communications. But these new features have increased
the threats and risks on SCADA communications. There are
presently no convinced solutions to enforce the security of
SCADA communications in that perspective. The idea to add
intelligence to the field is not new; electro-valves for gas
pipelines are available on the market that, in the case they
receive a rapid sequence of open-close commands, do not
perform them in order to avoid the consequence of the me-
chanical shock. A number of EU (European Union) projects
such as the FP6 SAFEGUARD and FP7 CRUTIAL (CRitical
UTility InfrastructurAL Resilience) have explored the technical
feasibility to improve cyber security of SCADA system by
improving the smartness of the field devices.

5. Discussion

Further complication arises because it is known that a large
percentage of attacks are induced by inside attackers. Thus
perimeter defense alone cannot defend the system. In such
cases, the question that one is confronted with is whether there
is enough indication of an ongoing attack in the dynamics of the
system itself [20]. Despite this range of activities, it has been
proven that half of these have human error at their core [21].
Therefore, there should be increased empirical and theoretical
research in to human aspects of cyber security based on the
volumes of human error related incidents in order to establish
ways in which mainstream cyber security practice can benefit.

Security measures tend to neglect that persistent attackers
will eventually gain access whatever that perimeter protection
may be. One main objective from modern security solutions
would be to develop novel methods that could detect and
disturb the activities of the attackers once they have gained
access inside the system. Special care should be given to
the implementation of new strategies that can detect, prevent
and mitigate data exfiltration attacks, since intrusion detec-
tion/prevention strategies are now deemed to be inadequate for
data protection [22].

In order to strengthen the security of SCADA systems, one
solution is to deliver defence in depth [23] by layering security
controls so as to reduce the risk to the assets being protected. By
applying multiple controls on top of the information asset (in
this case the SCADA and ICS configuration and management
data) the architect introduces further barriers, which a threat
actor has to overcome. For the more competent threat actors
this will slow them down. Within the time it takes to get
through some of the controls, the protective monitoring service
should have alerted someone to the attack, which will allow
further action to be taken (such as dropping the threat actors
connection). Defence in depth ensures there is no single point
of failure from threats to assets by providing differing barriers
(controls) in a layered approach.

6. Conclusions

The synergy between the ICS and the IoT has emerged
largely bringing new security challenges. We have identified
key security issues for ICS and current solutions. Future work
should primarily focus on the balance between holistic ap-
proaches that can deal with a wide variety of attacks, real time
identification of intruders with high accuracy and solutions that
impose low overhead to the communication and performance
of SCADA/ICS systems.
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