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Abstract

Anomaly Detection is one of the significant and complex problems in computer
networks security. Artificial Immune Systems are among the novel methods
which have been mostly used by researchers in recent years. This system is a
good prototype to develop Machine Learning techniques, and it can be a proper
candidate for designing the next generation of intrusion detection systems owing
to its many potentials. Two of its paradigms, the Danger Theory and the Negative
Selection mechanisms, are inspired by the Human Immune System (HIS). These
methods are being widely used by scholars in the Intrusion detection field. The
general purpose of the current research is to establish a type of artificial life
through simulation and incorporation of two innate and acquired immunity
mechanisms with a function similar to HIS in order for achieving an immune and
stable intrusion detection system. In other words, the goal is to attain security
from immunity.

In this thesis, we provide a hybrid method with two lines of defense based on
improvement and incorporating two real-valued negative selection and dendritic
cell (DC) algorithms. In our approach, distributed cooperating of DCs with mature
effective detectors act as a stimulator leading to produce more effective
detectors and regulate memory pool dynamically and immunity maturation
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which means security control via immunity establishment. Simulation of such
schema required an artificial life to be executed in the MATLAB environment.
Evaluation of the final experiment shows that the proposed hybrid schema is
more efficient than other 17 prevalent techniques found in literature. Moreover,
improvement rate (in percent) for the proposed hybrid method is obtained 9.25
for detection, 93.91 and 19.75, respectively for FN and FP, 22.22% for detection
of unseen attacks, 1.13% for accuracy, and 5.89% for cc, comparing with two
artificial immune-based methods of FtRNSA and IO-RNSA, at the end of 19%
cycle. Capability of Intrusion Detection (CID) rate was also high. Consequences
demonstrate that the proposed hybrid method is able to achieve relative stability
in controlling security by passing more cycles and covering maximum wee holes
in long-term.

Keywords: Network anomaly detection, Artificial immune system, Artificial life,
Mature detector, Dendritic cell
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' Bio — inspired Algorithms (Meta — Heuristic optimization techniques)
2 Classifiers

3 Nature — inspired Robots (Biorobots)

4 Cloud Based Networks

5 Social Networks

6SCADA
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} Availablity

* Intrusion Detection and Prevention Systems (IDPS)
5 Integration of Resources

6 Unknown Attack (due to Zero Day vulnerability)
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3 Innate immunity Response
4 Danger Theory
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Algorithm1. Pseudo code of Original DCA

Inputs : S = Input Prec,tegorizeaSignals. Migration Threshold. Antigens Set.

Output: E = MCAV Values (Mature Context Antigen Value)
—Create an initial population of Dendridic Cells (DCs).D /* Preprocessing/
—Randomely select n DCs from DC population

For each selected DC DO /* Detection_phase/
—Get the antigen
—Store the antigen
—Get the signals /* Signal_Assessment

—Calculate interim output signals
—Update the cumulative output signals
If cumulative Csm > migration threshold Then
—Remove the DC population
—Assign the Cell — context to DC
If cumulative Semi < cumulative Mat Then  /* Context_Assessment_phase/
Cell context = 1
Else
Cell context = 0
End
— All DCs which collected the antigen and have a cell_context out for analysis
—Termination this DC and add a naive DC to the population
Else
— DC back to population
End
For each incoming data Do /* Classification_phase/
— Calculate the number of mature DC and semi — mature DC
If nb semi — mature DC > nb mature DC Then
Antigen = normal
MCAV = 0
Else
Antigen = abnormal
MCAV =1
End
End
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"~ "; 6. Howto handle the imprecision of the
- ‘é 1. Which featuresto select? :: E DCs contexts?
| 2. Howto categorize signals? ' 1 7. Howto tune the DCA parameters?
E 3. Shoulditbe feature selection
orfeature reduction?

' H
Pre-Processing & Detection Context Classification
Initialization Assessment

4. Whatisthe influence of the ' g 8. Howto calculate the anomaly i -
signal database qualityon | coefficient? !
the DCA sensitivity? .

5. Should the DCA signal base |
be cleaned/maintained? |
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Alrogithm 2 .Psudo code of proposed idea for Danger signals assignment

Input: Antienge;. Selfyormalg,,: Distanceryreshold
Output: PreOrderedaptigen set
For all Ag € Antigenge,
Candidateg;s; = Min Euclidian distance Ag from Selfyormaig,,
If Candidateg;s, be normal, then
Set Ag's class label to normal
Add Candidateg;s, t0 Distgygfer
End if
End for
If No. of candidates in Distg,., be very close to size of Antieng,, , then
Sort Distgygrer DY ascending order
Select first N number from buffer have distance lesser than Distanceryreshold
Set class labels of N respective antigens to normal
End if
PreOrderedaptigen set = SOt Antieng,, on class label
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mt = ((median(Ppamp) * 2) + median(Pss) + (median(Pds) * 2)) (¥-¥)

mt = ((mean(Ppamp) * 2) + mean(Pss) + (mean(Pds) * 2)) -

; Ppamp . Pss. Pds are Probabilities of Three Input Signals for immature DCs

" Migration Threshold

A



Eoan (cosl pin 5l oolainl b 355 ansid (glp dialigr s,

=T H}(p.,

Slojl —Y-V-F--Y

i B Jlesl ey ¢ opmile 650l slaaie 5 5 Sl 1,3 slo o o5l oles Ly ,is asl  DCALais &
Sl a1 s 4 0929 al b Bl aies ooi il ) (pgllae as slal 2alS SGaSS 5 (jlo
g0l @8 JSb 4 B1D 5 00 pSaST auy b glite ¢ DCAGSLe e5ian sl looie (lo
3 M&w&ﬁ‘f G dwd 9 3985 (ansedd dliee (6l 43S o e A o mp@;g@.‘a
~055 2 1551 Gyl 51 855 L ablie Ul ¢ egimn el (e (s aws (sl o258 (sleii o alor
e aloz 51 baome 5l (Soaed (0 5SS @ 5l g Bl (o0 il 95 Slehlisn Joasi 5 5550k

[¥A] cslest W (o5l il 5 Loy e 55 sl

G A1 G 5B Jlesl g 9 (2 Sl yiell L sgs Sl oy 5 oSl Gl 5500
Ayl ged Cimez p e gly St psenlie 5 (e gl o2sSl 51 e ile 4 (50 ,Shas ¢ ol
25 o &l PSO 4 BHA. BBO. Bee. ACO. GA . k — means sl

[f-all-] o« CFA | — o3 S5 bl g gmin a5 b olayl LiolS 5 ,Shoe b Lot jhace
aslio 5 mod o ,Slas 3, g NSL — KDD S5 yols jo 1, ialogTe g, ol sbymo crons Lo
sl plil 4 NSGA—11 |

@)l g ) Gloos atws plu b eoian dwol p (siie laosy atws Gl Sgldl 10 a7 g Jodo
Mb@%}ug[&mow)ééwsct)hn

5o 0> 1) 590 s Alias S sote i g 00d 55 Sl 0,509, b egian croal (slo ppinns
b ssian sl e szl sl IS (5310 Al o a0 (S s ST (ol libge LS
S5 5 a5 5 i ledshe &2 ls il 090> o (53l (e rizeed 5 0l sla)|SS 4y 4z g
28 53955 sl el b (55l die (IS j5ka 5 Lol T

1y S gy dwd g (sl altes « Grdle (S0l (e g i (S0 s LSS
Kntp s WSS 0l 3,505, b altns Jor 0ed ol 3 iiSn S 35 5ae SalST (53,50, b
Sl o Slidse e & plied Saz ool Gy sl Gl sl 5 ge3T Bk 5l sl
2l oo ogllae

S 0.5 355 b s (G950 51 (y905T Bob 5l (dreal 095 2y 5 03905 L slisel ol 4 wtnly Lo b (ot ]|
900l @98 JSb 4y 5,ls alte olul (glad jo 4 SlaBge 4 e b o cnimd auiS Gl (S Sl 4SS 5 aSU ek
s bl odles olalis 1) gl o3l oblss 55 eel SLals

£



Eoan (cosl pin 5l oolainl b 355 ansid (glp dialigr s,

21 W

S b o atws” (ol Altas > slp I3 L adile (6,50l (e gy (o s SleSSS
Al Sl Bols ayger oS Lo cpl 4 st ol [l (gl anS jslais 4 ‘s Sl
Jbgl sla M5:> 4 sk ol ails Jbogil/ Jlo 5 adgs (paiar Conl \Son del a5 sl (5l 4565 &

il ale> degezme 5 S 4 Glate 093 S ja

Al w613 slo 10,6l g pile (680l slaain s Ll 0j50 pl Ho plplo
Syg0 40 A5 WS bl Sliokey] aslsl o [V—;&J\—% Jonles o 1) aSes S8l 6yl o aws
s Cols, mll eoian gl g siie gy alwd glaaie ¢ 4l S8l 6, (guun s alius
Siied . it 095 5 4Ll E e Logas ¢ el Glulids )0 (5 i 0 Sles 5l g 00ges il 1,

Bl 55 ) e 5g, e b ablie g5 5553 slaaie

" yho 39y Gy ] —FN-F-B-Y

el Ol (oges (el 9 anS 5l LS 5 55 e o Cespe g il Gy el Gl eslid 55 &
oL iine Byo 45 398 e b e yiis Ysene 98 oo 45 ko jy) dle> s ndy
Wigd o fail Lyld ol )0 5 oo JSiie o ala £55 ol il 0 & Al o Jae o> (glaelinal
Sliye abox e cnl g wlo 1) SMlea I b ablie Bl esian (ol 2 (Se 3585 At Slo e
D5, 50l 4 dais oyl

Sl g aby> alie gl PSO 3 BHA S jgnlie 02,5801 90 o Slas L 1) DCA - (g5 Lo
alyrp ol [V-ho] Olisle;]l mls umen 5 55 Slislejl 4o odwl Cavsy gl rv-‘°9*°-’ A Lo
’ S LS oe>

slaaie 8T 50 aSh jalay ol Al > (6l Dlowlors 050l j0 Oglas ¢ alinn () ST (6l e S SO
Vgono (55l (s 4w Jilaws )5 a3l digas Connz r cine (6Kl sl i 3950 5 (rniile (5, ols
G s o 58l g oadh QLU g 5 (Bolal DalS S8 4 (Jlegil 5 Jla 5 S e g0 CieBge
P Tl Goll | b ciadse Lo se (ais5 53) 38 50 95 sl Ciadse (e 4 b (sl
S ¢ eslio a g b uiind 2l CBUl e oy js81 cnl ST o ke (oo S5t 9 (55l A 995

! Zero Day attacks
2 Zero Day Exxploit period
3 Misuse detection techniquies



Eoan (cosl pin 5l oolainl b 355 ansid (glp dialigr s,

=0 e

20 Aagy okal Sty SIS o Sdabge STl o )l Jlis 4]y pisu ol @l g eog g
O NI oo o b gy Jlade bl S 5B cnaim ) e sl 4S5k 005 S J
Gy diwd Jluws adS” (o aS 0gb d>gi a0 &l aliise diglgw Glaie a |y okl Canay Cu3S e g0
plod o 5 osllae o ol S5 Lakb ol sy 335 50 M GlatiaBse (i ¢ o0l oy )l

Sg wle> (NP-Hard) coww (gl dine alies &8lg 0 . J> o) M4 ail oo (Sow slo J> ol

FY L g UNSW — NB15 35i (5ols b g moged gl dnmd o 580 py amo o 1y Loz ,s5l Lo

Poel Gy 5 @l e 0ol e (Shs G2l s Gl e 3B Jlesl g 5 (G 9) (S

Ll LA 5o o lasbinl e jass sledgh v 65l (605 ,9 (slo ol by s - DCA s34, sl el aass - ¥ Jgax

%]
g S| D
: e |33
©» o Y g S
2| | gle| £ |§]8
X a,‘; = - o o
Q e | {
S 3 S| 8
) ~
2 = =
(%)
runl 8 all 50 | 50 | 26.4219 5 10
run2 8 all 40 | 40 | 26.4219 5 15
run3 1 all 40 | 50 | 17.1413 5 25
1 Best Features : 8.9.30.33.41.42
run4 Ref.[16] 50 | 50 | 15.8608 5 10
1 Best Features : 8.9.30.33.41.42
run5 Ref.[16] 35 | 25 | 15.3479 | 10 | 40
8 middle ranked Features :
Tun6é 4.5.6.10.11.15.18.19.20.21.22.23.24.25.26.31.32.40 50 | 50 | 26.7069 5 10
Ref.[16]
1 middle ranked Features :
run7 4.5.6.10.11.15.18.19.20.21.22.23.24.25.26.31.32.40 35 35 16.1472 10 40
Ref.[16]
rung | 1 By CFA [14] : 40 | 40 | 19.0889 | 3 | 10
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run3 | 46.3 | 339 | 53.7 | 525 47.5 35.9 75.0
run4d | 51.0 | 341 | 49.0 | 55.6 44.4 38.0 76.7
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run6 | 54.3 | 423 | 45.7 | 554 44.6 36.5 73.9
run7 | 459 | 279 | 541 | 541 45.9 37.7 78.3
run8 | 62.6 | 445 | 374 | 604 39.6 40.3 75.5
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. _ Cloneyector(j) : ] _
Present_raduispcg) = —max(CloneSVeCFor)] x  mean(dist(DC(j).1)) ¥-7)
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Parameter : | Steps Selected_Features mt | at | Min_Clone_Ag | Max_Clone_Ag
runl 1 all 40 | 50 5 10

obejl aw slo (29,5 - 0 Jgox

Test runtime Antigen_presentationformule iterations
1 31.8561 1 42
2 16.7096 2 42
3 18.3378 3 42
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Algorithm. 3 — Pseudo code of the Proposed Signal_Categorization method

Inputs: Antigenge;. SelfNormalge,. Featuresgypset- Weightcoefficients - Approperated_Features
Outputs: Migrationtyreshold - Probabilities of InputSignal(Pr. Pr .Pr )
ss p

amp ds

Sortediesiset COMputed by Proposed Alg.[2]

/* Question :
Which one of these methods you want to select for Calculation of Pre — Categorized Input Signals ?
/* 1) Feature_Selection (IG)
2) By knowledge of experts
3) Using a Clustering method . for e. q Black Hole Alg.

1) [Probabilities of InputSignals(Prss. Prpamp- Prps)]
= Information_Gain(FeaturesSubset. Similarreg,,,. {Median or Mean}? )

/ The non — nominal features are candidate for signals SS. PAMP. DS
/ The non nominal feature with a highest information gain value is selected for to be Safe. Pamp signal.
So other featuers with highest information gain are selected as a subset for generating the Danger signal

2) [Probabilities of InputSignals(Prgs. Prpamp- Prps)]
= knwoledge,¢Experts({Approperatedgeatyres}. Similarregt,,,. (Median or Mean}?)
3) [Probabilities of InputSignals(Prgs. Prpamp. Prps)] = ByUsingClusterin(Featuressypget. Similarrest,,,)

/ The Migration Threshold by CSM Weight Coefficients. Using formula.[3 — 3.3
—4]. Median or Mean ?
({median or mean}(InputSignals. Prpamp X WeightcOe(l))) +
mt = ({median or mean}(InputSignals. Prgs X Weightc()e(z))) +

({median or mean}(InputSignals. Prgs X WeightcOe(3)))
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Algorithm.4 — Pseudo code of Propsoed DT Method (Sampeling)

Inputs : S = AntigenSet. trainSet. Featuresgypset- Weightyatrix- minSize¢CloneAg. maxSize ,¢CloneAg.
Probabilities of InputSignal. Migrationpreshold

Output: E = MigratedCellsSet. UnmigratedCellsSet. Cell o text- Vector

—Create tissues by dividing the Antigen Set based on Protocol-Service attributes to tissues (Alg.6) /* Create tissues
— Product Antigen Vector for Sampling by Using the Proposed Strategy of. [3-10] /* Create Vector
/* Detection_phase
For each selected DC DO
Get the antigen:
—Determine Clone Rates of Antigen as Uniformly Random.
—Compute Radius of Sampling for each Dendritic Cell by using the one of these formulas. [3-8, 3-9]
/* Presenting Antigen by DC
—Presenting Ag by using the one of these formulas. [3-5 to 3-7]
—Get the Probabilities of Input signals /* Signal_Assessment
—Calculate interim output signals by Formula. [3 — 2]
—Update the cumulative output signals
IF cumulative Csm > Migrationgyresholg then
—Remove the DC population
—Assign the Cell — context to DC
IF cumulative Semi < cumulative Mat then /* Context_Assessment_phase/
Cellcontext = 1
Add DC to MigratedCellsSet. Matceyis
Else
Cellcontext = 0
Add DC to MigratedCellsSet. Semiceys
End If
— All DCs which collected the antigen and have a cell_context out for analysis
— Termination this DC and add a naive DC to the population

Else

— Add DC to UnmigratedCellsget
Else If
— DC back to population

End For

)10 Wise5 @b (sl 5ol o501 4 bgypo 95050 — Y S

Algorithm .5 — Proposed Algorithm for Initial Defence Line

Inputs : AntigenSet. trainSet. Featuresg,pset- Weightyatrix- minSize ¢CloneAg. maxSize,CloneAg
Outputs : MigratedCellsSet. MCAV (Mature Context Antigen Value)

/* Preprocessing

Both of Probabilities of InputSignal (Pr. Pr . gr )and MT are computed by Proposed Signal Categorization Alg. [3]
ss pamp ds

While UnmigratedCellsSet is not empty

/* Detection & ContextpgsessmentaNd Signalpgsessment Phases
Presenting Antigens by DCs and migrating them using the Proposed Function of DT (Alg. [4])

/* Calculating the Migration Threshold (Variable step by step ).Median or Mean ?
Migrationpreshola = {median or mean}(CSM Values of all DCs)

AD
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End while

/* Classification Phase. MCAV Calculation
/* Using new approach for MCAV Calculation Ref . [37]
Foreach MigratedCellsSet. Semiceys
Semipe, (Ag;) = [Semicepis(Ag;) — min(Semiceps)]
[max(Semiceyis) — min(Semicens)]

/* means that how much DendriticCells each Antigen has been able totransfer to SemiMatured state ?
End foreach
Foreach MigratedCellsSet. Matcejjs
Matpc.(Ag;) = [Matceps (Ag;) — min(Matceys )]
Pest 8 Tmax(Matcans ) — min(Matcans )]

/* means that how much DendriticCells each Antigen has been able to transfer to Matured state ?
End forech
For each member of MigratedCellsSet

IF context(i) == 1 then

MCAV (D) = Matpcs(i) migratedCellsSet(i). Present
V= mean Matpcs(i) + Semipcg(i)| | migratedCellsSet(i). Clone
Else
) Semipcs (i) (migratedCellsSet(i). Clone — migratedCellsSet(i). Present)
MCAV(i) = mean( - —. - - )
Matpcs (i) + Semipcg (i) migratedCellsSet(i). Clone
Endif
End foreach
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if DlSt(t minNSD) < DlSt(t minASD)
if at least one Covered Ab; be a memorized,y,

P = 1 — (dist of The nearest detected Ag to the Current Ag/
Sum of distances from Current Ag to all detected Antigens into coverer mature — Antibody)
L = P X Nearest detected Ag class label ; If label be lower than 0.49

Then L= [label — (Pxlabel)] +label
Final Label = mean(L. Pyo1m)

X-Vo6-Y)
else
b _ < Dist(t. minygq) )
Ot \ Dist(t. minygp) + Dist(t. minygp)
Panom = 1 — Phorm (Y-Vo-Y)
else
b 1 Dist(t. minygq) >
anom Dist(t. minygp) + Dist(t. minagp)
Pnorm =1- Panom (Y-Vo-Y)

end
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Algorithm .6 — Psudo code of proposed strategy for Multiplying of Antigens to form an antigenyeor

/* initialization phase */
* At first. test_set are devided to cell tissues */

tissues = tissue(test, . service — protocol features) */ create tissues
/* Antigens Uniforemly random multiply to form an antigen Vector */

foreach tissues

AgVector(i) = [ceil(minimumCloneRange. maximumCloneRange) x sizetissues(i)]
+ sizeyctissues(i)

Vector (i) = Random_Dist(sizetissues(i). AgVector(i))
/* randomely distribute AgVector(i) in size,ctissues(i)

End for
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Algorithm .7 — Psudo code of proposed Immune Inspired NIDS

Inputs: Antigenge ,Trainge; . Weighty,irix- minSize¢CloneAg. maxSize,sCloneAg, Tdmax, Tmax, m

Outputs : Probabilities of assigned Class Labels

Loop cycles

[* preprocessing phase include feature selection

Featuresgypset i determined by a feasible feature selection method. for e. q CFA. (Optional phase)

Segregate Train Set to two subsets: Normal Self and Abnormal Self, are known by abbreviations of NSD and ASD
respectively

[* Initial Defend Line
MCAV Values are computed by the Proposed DCA mechanism. (Alg.2)

/* Second Defend Line
/* Two Loops must be run concurrently, Loopl has two phases of training and also it is run test phase in Loop2

Loop 1:
The detector set is null at first cycle
[* AVote parameter is determined for all of new generated mature detectors via initial training stage
[Detectors, Radiuses, AVotes] = RNSAInitialTrainingPhase (NSD, ASD, detectors, radiuses, normal self-radius,
abnormal self-radius, Tdmax) /* Using EQ.9 strategies at Table.2, and proposed hierarchy of the polar-
coordinates provided based on Eq.8 for regulating non-self-detectors */

[* Future training stage is run so as to regulate two training subsets */

[NSD, ASD] = RNSAFuthureTrainingPhase (NSD, ASD, detectors, radiuses, normal self-radius, abnormal self-
radius, Tmax, m) /* Using proposed hierarchy of the polar-coordinates provided based on Eq.8 for
regulating self-region */
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End Loop 1
Loop 2:
If Feedback is not null
PoppedAgs = Pop antigens of Feedback
End if
Add PoppedAgs to AG Set
Add some of new antigens from antigeng,, t0 AGg SO as to create a fixed size of AGget
[Probabilities of assigned class labels, AVotes, detectors, radiuses, Feedback] =
RNSATest (NSD, ASD, AG set, detectors, radiuses, normal self-radius, abnormal self-radius, AVotes,
MCAV Values) /* Using Eq.9
Buffering not Sure Antigens to Feedback Base
}
End Loop 2
End cycles
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95.2 9.4 90.6 4.8 937 | 6.3 05,05
98.2 15 85 1.8 941 | 59 0.2,0.8
92.7 13 87 7.3 90.9 9.1 0.8,0.2
98 145 85.5 2 94.1 5.9 0.25,0.75 IG
97.7 14.1 85.9 2.3 94 6 0.3,0.7
97.2 12.4 87.6 2.8 94.2 5.8 0.35,0.65
96.8 11.4 88.6 32 942 | 58 0.4,0.6
96.54285714 12.83 | 87.17 | 3.457 | 93.6 6.4 AVG
78.8 7.1 92.9 212 | 832 | 16.8 05,05
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Algorithm - Cuttlefish Algorithm Ref. [10]

Step 1: Randomly initialize the population of solutions; identify the most feasible solution and the average value of
the best solution’s points.

Step 2: Generate a new solution using the reflection and the visibility of pattern.

Step 3: Generate new solutions using the reflection of light and visibility of matching pattern.

Step 4: Generate random solution using reflection of incoming light
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Algorithm - Cuttlefish Algorithm Ref. [10]

Step 1: Randomly initialize the population of solutions; identify the most feasible solution and the average value of
the best solution’s points.

Step 2: Generate a new solution using the reflection and the visibility of pattern.

Step 3: Generate new solutions using the reflection of light and visibility of matching pattern.

Step 4: Generate random solution using reflection of incoming light
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Formula Description
m, = Median(X;.Cent,,, ) (5092 o aliwlam) Jlo i aigs 55y 51 X; Jlays cglo o0l Jolys ails
m, = Median(X;. Cent 4,p,) (o3t Jlogil aliwlam) Jlagil adiss 35,0 51 X; Jogil slo ool Jolsd ailin
d = dist(Centyormar- Centanomaty) ady> 99 ST ye (mr (gmielil alols
d, = ABS(d,; — m,) Jo s ailiwlos 5,0 51 X eols alold
d, = ABS(d,, — m,) ol ailiwlas 500 51 X; ools aluls
d, = dist(X;. Centyormar) Joys adg3 5550 51 X ools alols
dyp = dist(X;. Centgpomaly) Sl azgs 55 0 51 X; sols alols
inax1 Jleys adigz 3550 50 Xy Jlo i ools alold oy ity
E Josil 4 550 51 X; Jlogsl eols alols o 2y
drar Slegil aigz o3 o5l Xy Jloy oolo 55,90 alold
dFarZ by adgm o35, 5 Xi GIL”;T o3ls 55,90 alold
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) 50 ol 0gmg 5 Sile Aldiss 90 o STyl disS e ¢ Cumdg (pl jo 1 G Sl =
L ddgs 9,0 axb dw )l SO plas jo Xj oolo a4 iy (99,5 sWWLSw Larass gl o>

el manlyS 1y 05 Laly,y ¢ ol antls S8 o1 g

anomaly

if d>my+m, .then
if dy<m
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dxl

( o = (1 - 2o

max1
- P =0

kPPAMP = (1 - d
elseif d,, <m,

Bys = (1 -
max2

- Ps =0
dy

LPPAMP =(1_d—m1
else if Out of Cluster Normal

if ABS(d;—d,)<d-—m, . then
Pss =100 — Ppapp

)><100 0<d, <m,

da

— )xlOO .d—(my+m,) <d, <d-m, +m,

2

de

>><100 0<d,<m,

)x1oo .d—(m;+my) <d, <d —m; +m,

N P,s =0
ABS(d,,; —dx,)
tPPAMP = (1 - ABS(d, + dxz)) X 100
else if ABS(d,—d,) >d —m,.
( Pgs =100 = Poyyp
R Ppg 30
Poyp = (1 — ———) x 100
t raMe dpary — My
else if Out of Cluster Anomaly
if ABS(d,—d,)<d-m; . then
Pps =100 — Ppup
- AIS{J:Z“S(d= ° dx,)
x1 7~ AX;
LPPAMP = (1 —m) X 100
elseif ABS(d,—d,) >d—m,.
Pps =100 = Ppayp
5 P =0
P =(1- L) x 100
k rame dFarZ -—my

Eran (oul pians Sl osliiul b 3985 (s lp wieder (oBg)
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i
anomaly
() JiFos Jloiol jarass Ly, -
if d<m;+m, & (d>m, & d>m,) .then

if dy<m & d,< m,

L )x100 0<d, <m

max1

L) X100 .0<d, <m,
max2

( ABS(d,, — dx,)

- 100
ABS(d,, + dxz)) %

elseif dn,< my & dy, >m,

d
( Ps = (1—d—"1)x100 0<d, <m,
{ max1

—

Py =0

d, 0 0
\PPAM,,=(1—F)><100 .Esszml—E
else if d,y>my & dx2<m2
PDS ( )xlOO 0<d,, <m,
max2
- PSSZO
| d, 0 0
\PPAM,,=<1—3)><100 .Esdlsmz—z

elseif d, > m, & dy,>m,

{out of Cluster Normal} >
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if ABS(d,—d,)<d-m, . then
( Pss = 100 — Ppayp
Prs =10
ABS(d,, —dx,)

P = (1 - —) x 100
\Peame ABS(d,, + d,;)

else if ABS(d,—d,)>d —m,.
Psg =100 — Poyyp

Pps =0
d,

X 100
dFarl - mz)

kPPAMP = (1 -

else if Out of Cluster Anomaly
if ABS(d,—d,) <d-m, . then
( Pps =100 = Ppapp
{ P =0
>

ABS(d,, — dx,)
kPPAMP = ( YN

1- ) x 100
ABS(d,, +d,;)

else if ABS(d,—d,) >d—m,.

( Pps =100 = Ppyyp
5 { Fs =0
P =(1 L 100
(Framp = a- dyory — m1) X
(Y-A)
D pgw > .

alold oSG ol 05l co dloul p IS a4 SThsl asl Sl dds> dcgasme 90 o« Il pl o
AaS jo X diges aSl @ atis a5 (0wl 5 dcgemme glad 5l S Lol alioS 35 0 90
Alizes dlayly o> Cdl> pl (o sl WIS Jlis! acasd gl 08 )13 bosls &35 5l 4l
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anormaly

) JiS Jlais] apass Lly, -

if d<my+m, & d < m, or d<my) .then

if dy<my & dy, < m,

dxl
P =(1- x100 .0<d, <m,

max1

de
- P =[1- x100 .0<d,<m,
dmaxz
ABS(d,, — dx,)
P, = (1 - —) x 100
U Framr ABS(d,, + dy,)

else if dy< my & dy, >m,

( dy
P =|1———|)x100 .0<d,, <m,
maxl
Prs =0
d,
kPPAMP = (1—m—) X100 .ABS(m,—my)<d,<m,
1

else if d,, > m, & d,,<m,

de

(PDS = (1 ——)xlOO 0<d,, <m,

max2

Ps =0

4
| Poamr = (1—E)><100 .m;<d, <d

elseif d, > m, & d,,>m,

{out of Cluster Normal} -

if ABS(d,—d,) <d+m, —m, . then
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Pss = 100 — Ppayp
Ppg=0
- ( ABS(d,, —dx,)

1- )X 100
ABS(d,, +d,,)

kP PAMP =

else if ABS(d,—d,) >d+m; —m, .

Pgg =100 = Ppayp
Pps =0
T Vb = (1 - L) x 100
k pame dpary — My
else if Out of Cluster Anomaly
if ABS(d,—d,)<d—-m, . then
( Pps =100 — Ppyup
{ Pss =0
>

ABS(d,, — dx
( (dy1 2))><100

R =(1-
(Frame ABS(d,, + d,,)
else if ABS(d,—d,) >d—m,.

Pps = 100 — Ppapp
P =0

dy
U)PAMP =@ _d—) %100

Farz — My

(Y-A)
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" Danger signal (DS)
2 Safe signal (SS)
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In UNSWNB15 DataSet:
Features of 15,16 'th are
Sload & Dload as network packet per second is suitable for Danger Signal (DS)
DS Signal formula :
m = mean(feature.15, feature.16)
/* So in this Case ,Median also can be used rather than mean metrics */

loop
if mean(Ag(i, 15),Ag(,16)) < m
P, = 0;
else
P, = dist(mean(Ag(i,15),Ag(i,16)),m)
end
end loop

Features of 17,18 'th are
SJitter & DJitter (msec)as network Jitter Rate is suitable for PAMP
PAMP Signal formula :
m = mean(feature.17, feature.18)
/* So in this Case ,Median also can be used rather than mean metrics */
loop
if mean(Ag(i, 17),Ag(, 18)) < m
Py =0;
else
P = dist(mean (Ag (1,17),Ag(, 18)), m)

' Stimulated signal (is known as PAMP)
2 Network packet per second

3 Size of network packets

4 Error message per second

5 §Jitter Rate

6 DJitter Rate
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end
end loop

Features of 23,24 'th are
smeanz & dmeanz as network packet size retransmitted is suitable for Safe Signal (SS)
Safe Signal formula :
m = mean(feature.23, feature.24)
/* So in this Case ,Median also can be used rather than mean metrics */

loop
if mean(Ag(i, 23),Ag(1,24)) < m
Py, = 0;
else
P, = dist(mean(Ag(i,23),Ag(i,24)),m)
end
end loop
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corrected
Category | Sub Category Size Percentage (%)

B Normal B 157871 19.69100
Ipsweep 1553
Nmap 315
Portsweep 1394

Probe Satan 3220 1.02763

Mscan 1053
Saint 736
Back 3301

Dos Land 30 77.17669

Neptune 165202
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Pod 351
Smurf 4443881
Teardrop 991
Apache2 794
Mail bomb 5000
process table 759
Udpstorm 2
Buffer overflow 52
Load module 11
Rootkit 23
Ps 16
U2R httptunnel 158 0.034780
Sqlattack 2
Xterm 13
Perl 5
ftp write 11
Guess password 4420
[map 13
Multihop 25
Warez client 1020
Warez master 1622
Snmp guess 2406
R2L Snmp get attack 7741 2150798
Send mail 17
Named 17
Worm 2
Xlock 9
Xsnoop 4
Phf 6
Spy 2
Total 805050 1
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% calculate the probabilities of the protocol type
fori = 1: Nprotocol
M(i) = sum(strcmp(protocol_type(i), proto_col));
pdf_p(i) = M(i)/row_count;
end
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Training Set Test Set
Category Class Label Size Size
Normal normal 3867 354
Ipsweep 31 15
Nmap 5 2
Portswee; 36 17
Probe Satan 90 10
Mscan 20 24
Saint 13 16
Back 106 15
Land 1 6
Neptune 4102 357
Pod 9 6
Dos Smurf 11089 978
Teardrop 20 14
Apache2 14 15
M ail bomb 147 18
process table 17 16
Udpstorm 0 2
Buffer overflow 0 52
Load module 0 7
Rootkit 1 12
Ps 0 10
httptunnel 4 25
Sqlattack 0 2
Xterm 0 10
Perl 0 0
ftp write 1 5
Guess password 127 11
Imap 1 8
Exploits (U2R,R2L) Multihop 0 10
Warez client 28 8
Warez master 34 19
Snmp guess 51 9
Snmp get attack 185 30
Send mail 1 5
Named 0 4
Worm 0 2
Xlock 0 5
Xsnoop 0 4
Phf 0 5
Spy 0 2
New Attacks 0 115
Total 20000 2110
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Training Set
Category E;;':j Protocol Size
Tep 6844
Udp 1973
Normal Arp 241 9076
Igmp 10
Ospf 8
Tcp 457
Udp 308
Unas 38
Ospf 14
Probe (reconnaissance) Sctp 2 848

Any, ax.25, cfip, compagq-peer, dgp, eigrp,
encap,etherip, fire, gre, ib, idpr, ifmp, ip, ipcv, ipip,

ipv6, ipv6-frag, ipv6-opts, isis, iso-tp4, mfe-nsp, micp, 1
pip, vdp, snp, st2,ip++, trunk-2
Unas 257
Tep 257
Ospf 52
Sctp 25
Udp 38
Sep 11
Any 7
Rsvp,su-nd,swipe, 6
Ttp, trunk-2, stp, scps, pipe, leaf-2, i-nlsp, 5
Aris, ax.25, iatp, idrp, igp, ipv6-no, isis, iso-ip, mip, 4
nvp, pim, prm, sccopmce, wh-expak, xip,
Dos Xns-idp, uti, sm, sdrp, sat-expak, rvd, rdp, pnni, pgm, 942
narp, micp, mhrp, merit-inp, leaf-1, kryptolan, iso- 3
ipv4, ipv6-route, ipv6, iplt, ipcv, il, encap, eigrp, cpnx,
cbt, aes-sp3-d, 3pc
a/n, Compagq-peer, crtp, crudp, ddp, ddx, etherip, gmip,
gre, ib, idpr, idpr-cmip, ip, ipip, ipnip, irtp, larp, P
nsfiet-igp, pvp, gnx, sat-mon, secure-vinip, Snp, sprite-
rpe, sps, st2, tlsp, vines, visa, vmip, zero,
Argus, bbn-rce, bna, br-sat-mon, cfip, chaos, dgp, egp,
emcon, fc, fire, ggp, hmp, ifinp, ipcomp, ippc, ipv6- /
frag, mfe-nsp, mux, netblt, pri-enc, tcf, tp++, trunk-1,
vrrp, wb-mon, xnet,
Tep 909
udp 274
unas 128
ospf 16
Sctp,sm 4
Any, crudp, dcn, ib, micp, narp, pnni, rsvp, wb-mon 3
Exploits aes—s1.13—d, argus, bna: CI"lp,.ddp,. egp, ‘eigrp,‘ ﬁre,. agp,
(remaining) Fuzzers gre, ldPV, la’;{r-cmtp, il, ip, iplt, ipv6, lpv6-.].‘rag, ipv6- 1484
opts, ipx-n-ip, irtp, kryptolan, mhrp, mobile, netblt, 2
pim, pri-enc, pup, pvp, skip, smp, sprite-rpc, swipe,
visa, vrrp, wb-expak, xnet, xns-idp, xtp
3pc, a/n, aris, bbn-rcc, br-sat-mon, cbt, cfip, chaos,
compagq-peer, ddx, dgp, encap, fc, hmp, iatp, idrp, ]
ifmp, igp, ipv6-no, isis, iso-ip, mfe-nsp, mip, nsfuet-igp,
pip, gnx, rdp, rvd, sat-expak, sat-mon, sccopmce, sdrp,
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sep, snp, sps, St2, stp, tisp,tp++, trunk-1, trunk-2, tip,
uti, vines, vmip, wsn
Shellcod Tep 44 81
e udp 37
Unas 57
Tep 15
Sdrp 5
Ospf 4
Sun-nd 4
Backdoo Swipe, sccopmee, pup, prm, nvp, mobile, iso-ip, irtp, 5
s ipv6, ipip, ipcv, ip, iatp, hmp, 154
a/m, aes-sp3-d, argus, cfip, chaos, cpnx, crudp, ddp,
ddx, eigrp, ggp, idpr, il, iplt,ipnip, ipv6-opts, ipv6-
route, ipx-n-ip, iso-tp4, [2tp, merit-inp, micp, mip, ]
narp, netblt, nsfnet-igp, pgm, pipe, pvp, rdp, rsvp, sm,
srite-rpc, srp, tcf, trunk-2, udp, wb-expak, wsn, xnet,
xns-idp
unas 49
Tep 21
Prm, any 3
Argus,ax.25, bbn-rce, cbt,crudp, idrp, il, ip, ipv6-frag,
ipx-n-ip, irtp, iso-tp4, pnni, pri-enc,qnx, scps, srp, tlsp, 2
vrrp,xns-idp
Analysis Visa,vines, ttp, trunk-2, sun-nd, st2, snp,smp,sm, skip, 166
secure-vmtp,sdrp, sccopmce, sat-
expak,rvd,rsvp,pup,pim,nvp,narp,mip,mfe-nsp,mert-
inp,leaf-2,leaf-1,12tp, kryptolan,iso-ip,ipv 6-route,ipv 6- 1
opts,ipv6-no,ipvo,
ippc,ipnip,iplt, ipip,igp, ifinp,ib,iatp, eigrp,egp,ddx,dcn,c
rip,cphb, Compagq-peer,chaos, cfip, aris,
Tcp 1908
Unas 301
Udp 61
Ospf 58
Sctp 38
ipv6, secure-vmip 7
Any, gre, sun-nd, visa 6
bbn-rce, cbt, cfip, idpr, ipcv, ipip, ipx-n-ip, rsvp, sep, 5
sm,sprite-rpc
Cphb, cpnx, crip, eigrp, ib, igp, ipv6-opts, irtp, isis,
[2tp, nsfnet-igp, nvp, pipe, pri-enc, prm, rdp, rvd, smp, 4
stp, trunk-2, wb-mon
Exploits SP.C’ aris, ddx, dgE, encap, ggp, gmip, iqlp, ifmp, iplt, 2727
ipv6-no, larp, micp, mtp, mux, pgm, pim, ptp, qnx, 3
sdrp, skip, snp, sps, srp, trunk-1, vines, wb-expak, xnet
Argus, ax.25, bna, br-sat-mon, chaos, compagq-peer,
dcen, ddp
Egp, etherip, fire, i-nlsp, idpr-cmtp, idrp, il, ip, ipcomp,
ipnip P
Ippc, ipv6-frag, ipv6-route, iso-ip, iso-tp4, leaf-1,
merit-inp, mfe-nsp, mhrp, mobile, narp, pnni, pvp, sat-
expak, sccopmce
Scps, st2, swipe, tcf, tlsp, tp++, vrrp, xns-idp, xtp, zero
a/n, aes-sp3-d, crudp, fc, hmp, kryptolan, leaf-2, netblt,
pup 1
sat-mon,tip, uti,vmip,wsn
Generic udp 4385 4510
s Tep 113
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Unas
Ospf, sctp, sun-nd
Mobile, prm
Worms Tep
Udp
Total 20000

12
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Category Test Set
Class . Normalized Sub
Label Protocol Size Class

Tep 430

Udp 7197
Normal YT > 660 0.31280

Iemp
Tep
Udp
Unas
3pc,cpnx
St2
Ospf, bna, ddp, fc, pri-
enc, sctp, srp, swipe,
tcf, trunk-2, xns-idp
Unas 55
Tep 37
mobile 25
Ospf 6
Udp, sctp
Any
a/n, eigrp, sm, bbn-rcc,
chaos
Dos Aris,cfip, compaq-peer, 175 0.082938
encap, fc, iatp, idrp,
ippc, ipv6,ipv6-opts,
iso-ip, mfe-nsp, micp,
nsfnet-igp, pip, ]
sccopmce, sep, sprite-
rpc, sun-nd, visa, vrrp,
xtp, zero, argus, cbt,
emcon, igp, mux,
pup,trunk-2, xnet
Tcp 126
Udp 57
Unas,nvp,mux 5
Fuzzers Ospf, 3pc, br-sat-mon, 211 0.1
cphb, iplt, mip, pgm, ]
scip, sdrp, sun-nd, vrrp,

) ipnip, xns-idp
Exploits Tep

(remaining) Shellcode Udp

133 0.063033

Probe (reconnaissance)

SS RSN INY ol N Y

~

N W

16 0.007582

Unas
Tcp, pgm
Bna, i-nlsp, pvp, swipe

Backdoors 17 0.008056

Tcp
Unas

21 0.099526

Analysis

LN~ | D] O] Cof S
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Ospf, a/n, gre, ipcomp,

ipv6-no, sctp, xtp 1
Igp, ip
Tcp 259
Unas 57
Ospf 17
Udp, sctp 8

aes-sp3-d, dgp, etherip,
fire, ipv6, mobile, mip, P
pipe, sm, wh-expak,
leaf-2
a/m, any, aris, ax.25,
. bna, compagq-peer,
Exploits ephb, e dp{) dzplf o, 412 0.19526
encap, i-nlsp, iatp, ib,
idrp, ipcomp, iplt, ipv6-
no, [2tp, mhrp, pim, pip, ]
sat-mon, secure-vmip,
stp.sun-nd,
tef tlsp,tp++, uti, wh-
mon, xtp, argus, bbn-
ree, chaos, irtp, leaf-1,
netblt, prm, rdp, xnet
Udp 444
Tep,ptp,unas, wh-expak,
wb-mon, wsn, xtp, zero,

Generics cbt, chaos, dcn, emcon, ] 465 0.22038
gep. igp, ip, ipnip, irtp,
iso-tp4, leaf-1, leaf-2,
mux
Worms - 0 0 -
Total 2110

dcgazo o ;0 4 Aliwd ASLOl OMles « Wl 0l adrine 0,5 S5, L a5 Slo Caand 358 Jga o

RUPSRVPIION:

;5505 4 UNSWyp,ss, NSL —KDD Qlfob 90 40 dg>ge u)ho- 25 wli; 5 Gildole — YA Jgo>

Attack Category
ISCX NSL — KDD | UNB [ UNSW — NB15
Normal
Dos
Probe Reconnaissance
Fuzzers
Shell code
(FreeBSD, Linux,OpenBSD,SCO Unix, Mac OS X, Net
BSD,BSD, IRIX, AIX, Windows,Decoders,Multiple
U2R & R2L (Exploits) 0S,Solaris, HP-UX,NetBSD)
Analysis
(HTML, Port Scanner, Spam)
Backdoors
Exploits
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(Evasions, SCCP, SSL, VNC, Backup Appliance,
Browser,ClientSide Microsoft Office, Interbase,
Miscellaneous Batch, Socks, TCP, Apache, IMAP,

Microsoft 11S, SOCKS, Client Side Microsoft Paint, IDS,

SSH, ICMP, DCERPC, FTP, RAIDUS, SSL, WINS,

POP3, Unix r Service, Cisco 10S, Client Side Microsoft
Media Player, Dame ware, IMAP, LPD, MSSQL, Office
Document, RTSP, SCADA, VNC, Webserver, All, LDAP,
NNTP, IGMP, Oracle, RDesktop, Telnet, LPD, Apache,
PHP, SMB, SunRPC, Web Application, DNS, Evasions,

SMTP, Browser FTP, PPTP, SCCP, SIP, TFTP)

Generics

(All, SIP, HTTP, SMTP, IXIA, TFTP, Super flow)

Worms

ol (5 Acgasme ) gy Egeme 4O g odges oolaiul

Lo losT plonil gl oo solisiw! Cawd Bols Wldsa — pgo ik

UNSW — NB15 cus oBols 5l yebaie pas b

w0905 ] il aSlil L1 50,65, B0 v v LSS 90,65, YV slaojlasl o 55 o Bols ol 5l el

Wil oo g Jedm Oyso 4 B0l dcgese ) e 50 S uLu).‘> ol yot ! Pl gl
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- Traffic Details
E Size of
S Records | Normal| Analysis | Backdoor| DoS | Exploits| Fuzzers| Reconnaissan{ Shellcode | Worms | Generic
1 660 21 17 175 412 211 133 16 0 465
2 2110 656 19 32 149 385 210 154 12 4 489
3 678 14 28 126 395 225 133 19 1 491
4 673 16 21 183 427 202 124 10 2 452
Total Test Set | ¢4 70 98 633 | 1619 | 848 544 57 7 1897
Size 8440
Train Set 9076 166 154 942 | 2727 | 1484 848 81 12 | 4510
20000
Gl b A g — o g iy
WV Jgar o omge glasl glo anngi 700 - Ve Jgox
Abbreviation Description
KN Known Normal
UN Unknown Normal
KA Known Abnormal
UA Unknown Abnormal
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TN Rate associated with First Defense Line when the actual class label is KN, and DCA’s
assigned label be Normal
F'P Rate associated with First Defense Line when the actual class label is KN and DCA'’s
assigned label be Abnormal
TN Rate associated with First Defense Line when the actual class label is UN and DCA’s
assigned label be Normal
FP Rate associated with First Defense Line when the actual class label is UN and DCA’s
assigned label be Abnormal
FN Rate associated with First Defense Line when the actual class label is KA and DCA'’s
assigned label be Normal
TP Rate associated with First Defense Line when the actual class label is KA and DCA’s
assigned label be Abnormal
FEN Rate associated with First Defense Line when the actual class label is UA and DCA’s
assigned label be Normal
TP Rate associated with First Defense Line when the actual class label is UA and DCA’s
assigned label be Abnormal
TN Rate associated with Second Defense Line when the actual class label is KN and NSA’s
assigned label be KN
TN-KK OR
TN Rate associated with Second Defense Line when the actual class label is KA and NSA's
assigned label be KA
TN Rate associated with Second Defense Line when the actual class label is KN and NSA's
assigned label be UN
TN-KU OR
TN Rate associated with Second Defense Line when the actual class label is KA and NSA’s
assigned label be UA
TN Rate associated with Second Defense Line when the actual class label is UN and NSA's
assigned label be KN
TN-UK OR
TN Rate associated with Second Defense Line when the actual class label is UA and NSA's
assigned label be KA
TN Rate associated with Second Defense Line when the actual class label is UN and NSA'’s
assigned label be UN
TN-UU OR
TN Rate associated with Second Defense Line when the actual class label is UA and NSA's
assigned label be UA
FP Rate associated with Second Defense Line when the actual class label is KN and NSA's
assigned label be KN
FP-KK OR
FP Rate associated with Second Defense Line when the actual class label is KA and NSA's
assigned label be KA
FP Rate associated with Second Defense Line when the actual class label is KN and NSA's
assigned label be UN
FP-KU OR
FP Rate associated with Second Defense Line when the actual class label is KA and NSA's
assigned label be UA
FP Rate associated with Second Defense Line when the actual class label is UN and NSA’s
assigned label be KN
FP-UK OR
FP Rate associated with Second Defense Line when the actual class label is UA and NSA's
assigned label be KA
FP Rate associated with Second Defense Line when the actual class label is UN and NSA’s
assigned label be UN
FP-UU OR
FP Rate associated with Second Defense Line when the actual class label is UA and NSA'’s
assigned label be UA
FN Rate associated with Second Defense Line when the actual class label is KN and NSA’s
FN-KK assigned label be KN
OR

TN-1K

FP-1K

TN-1U

FP-1U

FN-IK

TP-1K

FN-1U

TP-1U
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FN Rate associated with Second Defense Line when the actual class label is KA and NSA'’s
assigned label be KA

FN Rate associated with Second Defense Line when the actual class label is UN and NSA's
assigned label be KN

FN-UK OR

FN Rate associated with Second Defense Line when the actual class label is UA and NSA's
assigned label be KA

FN Rate associated with Second Defense Line when the actual class label is KN and NSA's
assigned label be UN

FN-KU OR

EN Rate associated with Second Defense Line when the actual class label is KA and NSA’s
assigned label be UA

FN Rate associated with Second Defense Line when the actual class label is UN and NSA'’s
assigned label be UN

FN-UU OR

FN Rate associated with Second Defense Line when the actual class label is UA and NSA'’s
assigned label be UA

TP Rate associated with Second Defense Line when the actual class label is KN and NSA’s
assigned label be KN

TP-KK OR

TP Rate associated with Second Defense Line when the actual class label is KA and NSA's
assigned label be KA

TP Rate associated with Second Defense Line when the actual class label is KN and NSA's
assigned label be UN

TP-KU OR
TP Rate associated with Second Defense Line when the actual class label is KA and NSA’s
assigned label be UA
TP Rate associated with Second Defense Line when the actual class label is UN and NSA's
assigned label be KN
TP-UK OR
TP Rate associated with Second Defense Line when the actual class label is UA and NSA's
assigned label be KA
TP Rate associated with Second Defense Line when the actual class label is UN and NSA’s
assigned label be UN
TP-UU OR
TP Rate associated with Second Defense Line when the actual class label is UA and NSA's
assigned label be UA
Semi-NSD Antigen be Semi-Mature on First Defense é;;ie’ and it’s position-Vector be inside of NSD
Semi-D-TN Antigen be Semi-Mature on First Defense Line ,it is detected by an Antibody and it’s position-
Vector be toward to the Normal Space (NSD)
Semi-H-TN Antigen be Semi-Mature on First Defense Line ,it is not detected by an Antibody and it’s
position-Vector toward to the Normal Space (NSD)
Semi-ASD Antigen be Semi-Mature on First Defense S];Zse, but it’s position-Vector be inside of ASD
Semi-D-TA Antigen be Semi-Mature on First Defense Line ,it is detected by an Antibody ,but it’s position-
Vector be toward to the Normal Space (ASD)
Semi-H-TA Antigen be Semi-Mature on First Defense Line it is not detected by an Antibody ,but it’s

position-Vector toward to the Normal Space (ASD)

Semi-MD-TA Antigen be Semi-Mature on First Defense Line it is detected by a Memory-Antibody ,but it’s
position-Vector be toward to the Normal Space (ASD)

Antigen be Semi-Mature on First Defense Line ,it is detected by a Memory-Antibody and it’s

Semi-MD-TN position-Vector be toward to the Normal Space (NSD)
Mat-NSD Antigen be Mature on First Defense Line, but it’s position-Vector be inside of NSD Space
Mat -D-TN Antigen be Mature on First Defense Line ,and it is detected by an Antibody, but it’s position-
Vector be toward to the Normal Space (NSD)
Mat -H-TN Antigen be Mature on First Defense Line ,and it is not detected by an Antibody ,but it’s
position-Vector toward to the Normal Space (NSD)
Mat —ASD Antigen be Mature on First Defense Line, and it’s position-Vector be inside of ASD Space
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Mat -D-TA Antigen be Mature on First Defense Line ,and it is detected by an Antibody ,and it’s position-
Vector be toward to the Normal Space (ASD)
Mat -H-TA Antigen be Mature on First Defense Line ,and it is not detected by an Antibody ,and it’s
position-Vector toward to the Normal Space (ASD)
Mat -MD-TA Antigen be Mature on First Defense Line ,and it is detected by a Memory-Antibody ,and it’s
position-Vector be toward to the Normal Space (ASD)
Mat -MD-TN Antigen be Mature on First Defense Line ,and it is detected by a Memory-Antibody , but it’s
position-Vector be toward to the Normal Space (NSD)
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Proposed DCA Approach -
=0
g
I = ?:n = =
< < = £ = @ £ g
el ¢ | g2 | § g S £ = 22
= g =3 z = = = = e~ 22 ~ Q ~ 55
- n3 @ng . = = ] 2 [ z r4 ] =1 = =
g o £ R a0 = 5 5 ~ = = =~ <« = ==
52 | =g | g7 g = = 2 2
S Q2 @ =] g%
= A - = g ]
s |3 | & ot
& = =
by by
1 5 10 . 21 | 0.178856 90.1 51.2 | 48.8 9.9 77.2 22.8 59.8336
mean median
2 3 10 by % a1 [0176326 | 92.8 | 527 | 473 | 72 | 786 | 214 | 628232
mean | median
3 3 15 by by' 21 | 0.223302 91.7 52.9 | 47.1 8.3 77.7 22.3 60.0722
mean | median
4 5 15 by max by. 21 | 0.186085 93.6 57.6 | 42.4 6.4 77.6 22.4 55.648
median
5 5 15 by max mt::};n 21 | 0.225727 97 63.2 | 36.8 3 78.2 21.8 52.6452
6 5 15 by. by 21 | 0.20068 95.5 62.9 | 37.1 4.5 77.3 22.7 50.1726
median | mean
7 5 15 by. by_ 21 | 0.181126 90.8 524 | 47.6 9.2 77.3 22.7 59.1394
median | median
8 5 15 by by 21 ] 0.202256 95.1 55.8 | 44.2 4.9 79.2 20.8 62.0432
mean mean
Best proposed Approach for DCA’s Input Parameters
9 5 15 AVG BY 21 | 0.255311 95.9 59.2 | 40.8 4.1 78.7 21.3 57.5528
median
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Proposed DCA Approach 2 -
e =
22 g¥| 3 g | = o fga
8| a3 |83 |<58| 5= 2 £ E 3 7 x || © x ZE
z| g2 |eE| | 2| 2 | 5| B S | & |E|E| =2 | & | z3=2
Sl 2% |22| 2| 22| ¢ | S 2 g | = | F |=| = | & | §8%%
Cg |Cg| S| =25 5 | = = ERCI-
= A A | 22 g = = o s
E= S — ) = >
g |2e| = = £ 2
by by
1 5 15 . 14 | 8 |0249765 | 82 | 579 | 42.1 | 18 | 69.5 | 305 | 33.194
mean | median
[2,3,4,7,10,12,13,15,28,29,32,33,34,40]
2 5 20 by by 16 | s o1ssise | 773 | 498 | 502 |22 | 688 | 312 | 37528
mean | median 7
[2,3,4,5,6,7,10,12,13,15,28,29,32,33,34,40]
3 3 10 by by 16 | 8 [0.179267 | 78.6 | 458 | 542 [ 21| 71 29 46.286
mean | median 4
4 3 15 | b by 16 | 8 [0.175893 | 79.6 | 53.8 | 462 [ 20| 69.1 | 309 | 35.3466
max median 4
5 5 so | By by 16 | 8 0178993 | 837 | 56.7 | 433 [ 10| 71 | 29 38.05
max | median 3
by by
6 5 SO | medi [ Y | 16 | 13 | 0206841 | 912 | 588 | 412 | 88| 755 | 245 | 48.679
an
7 5 50 by by 16 | 8 0207566 | s0.1 | 542 [ 458 [0 | 603 | 307 | 355904
mean | median 9
Y | by 20
8 5 50 | medi . 16 | 8 |0.173867 | 79.1 | 456 | 54.4 | 714 | 286 | 47552
an median 9
By By
9 5 15 / 42 | 19 |0.181506 | 94.8 | 48.6 | 51.4 |52 | 812 | 18.8 | 74.8408
mean | median

a2 93 (6l (orbid Olasie 551 el 8115 &y bgspo O 4 @

circle_raduis = 0.1;

circle_center = [0.3 0.4]; % [XY]

rectangle('Position’, [circle_center(1) — circle_raduis, circle_center(2) — circle_raduis, 2
* circle_raduis, 2 * circle_raduis],’Curvature’,[1,1]);

axis ([0 10 1]);

axis (‘image’);

hold on
nodes_x = 0;
nodes_y = 0;
for nn = 1:30
a=0;

b = circle_raduis;
distance = a+ (b —a) * rand(1);

a=0;
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b = 2 * pj;
teta= a+ (b —a) *rand(1);

nodes_x(nn) = distance * cos(teta);
nodes_y(nn) = distance * sin(teta);
plot(circle_center(1) + nodes_x, circle_center(2)
+ nodes_y, 'rs’,'LineWidth’, 5, 'MarkerSize', 1.5);
end
nodes_x = nodes_x + circle_center(1);
nodes_y = nodes_y + circle_center(1);
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; % Method DR | FPR | INR | FNR | ACC | ERR M PR Sens Spec ce

1 CoarseKNN 77.8 | 53 | 94.7 | 22.2 83.1 169 | 84.98 | 93.62 | 77.80 | 94.7 § 0.7356
2 CoarseKNN PCA 774 1 6.1 | 939 [ 22.6 | 82.6 | 17.4 | 84.36 | 9269 | 77.40 [ 93.9 ] 0.7229
3 CoarseTree 657 | 7.9 | 92.1 | 343 73.9 | 26.1 | 75.69 | 8926 | 65.63 | 92.1 J 0.5993
4 CoarseTree PCA 759 | 12.6 | 87.4 | 24.1 79.5 | 20.5 | 80.53 | 85.76 | 75.90 [ 87.4 ] 0.6372
5 CubicKNN 77.6 | 153 | 84.7 [ 224 | 79.8 | 20.2 | 80.46 | 83.53 | 77.60 | 84.7 } 0.6246
6 CubicKNN_PCA 81 7.3 | 92.7 19 84.6 [ 154 | 86.03 | 91.73 81 92.7 § 0.7421
7 CubicSVM 72.1 [ 226 | 77.4 | 279 | 73.8 | 26.2 | 74.06 | 76.13 | 72.10 | 77.4 | 0.4957
8 CubicSVM_PCA 79 17.9 1 82.1 21 80 20 80.24 | 81.52 79 82.1 ] 0.6113
9 EnBaggedT rees 86.5 | 3.6 | 96.4 | 13.5 89.6 | 10.4 | 91.00 | 96.00 | 86.50 | 96.4 | 0.8331
10 | EnBaggedTrees_PCA 813 11271 873 [ 18.7 | 832 | 16.8 | 83.81 | 8648 | 81.30 [ 87.3 J 0.6872
11 EnBoosted 463 1 2.9 1 97.1 1 537 | 62.2 | 37.8 | 62.06 | 94.10 | 46.30 | 97.1 J 0.5039
12 EnBoosted PCA 90.9 | 12.1 | 87.9 [ 9.1 90 10 89.56 | 8825 | 90.90 | 87.9 § 0.7884
13 FineGausianSVM 65.7 |1 0.2 | 99.8 | 34.3 76.4 | 23.6 | 79.20 | 99.69 | 65.70 [ 99.8 ] 0.6968
14 | FineGausianSVM_PCA | 79.8 | 4.4 | 95.6 | 20.2 84.7 153 | 86.64 | 94.77 | 79.80 [ 95.6 | 0.7636
15 FineKNN 83.2 | 19.1 | 80.9 | 16.8 82.5 [ 17.5 | 82.25 | 8133 | 83.20 | 80.9 § 0.6412
16 FineKNN PCA 82.6 | 86 | 91.4 | 174 | 853 14.7 | 86.40 | 90.57 | 82.60 [ 91.4 ] 0.7429
17 FineTree 24.4 2 98 75.6 | 47.4 | 52.6 | 38.61 | 9242 | 24.40 98 | 0.3309
18 FineTree PCA 81 13.8 | 86.2 19 82.7 [ 17.3 | 83.16 | 8544 81 86.2 | 0.6729
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19 LinearDiscriminant 62.4 52 | 948 | 37.6 72.6 | 27.4 | 74.46 | 9230 | 62.40 | 94.8 § 0.6046
g0 | HinearDiseriminant_PC g7 5 | 171 | 829 | 7.8 | 89.3 | 10.7 | 88.10 [ 8435 [ 9220 | 82.9 | 0.7543
21 LinearSVM 70.5 1.5 ] 98.5 ] 29.5 79.2 1 20.8 ] 81.98 | 9792 | 70.50 | 98.5 § 0.7188
22 LinearSVM_PCA 79 7.4 | 92.6 21 83.3 16.7 | 84.77 | 9143 79 92.6 | 0.7227
23 LogisticReg 4.9 0.8 | 99.2 | 95.1 344 | 65.6 9.27 | 8597 4.9 99.2 | 0.1232
24 LogisticReg PCA 90.5 | 16.4 | 83.6 9.5 88.3 11.7 | 87.48 | 8466 | 90.50 | 83.6 | 0.7428
25 MediumGausianSVM 81.7 5.6 | 944 | 18.3 85.6 14.4 | 87.24 | 93.58 81.70 | 94.4 | 0.7672
MediumGausianSVM_ P
26 CA - 77.2 39 | 96.1 | 22.8 83.1 169 | 85.26 | 9520 | 77.20 | 96.1 § 0.7465
27 MediumKNN 78.3 7 93 21.7 82.9 17.1 | 84.51 [ 9179 | 78.30 93 0.7208
28 MediumKNN PCA 80.6 6.8 | 93.2 | 19.4 84.5 15.5 | 86.02 | 9222 80.60 | 93.2 | 0.7439
29 MediumTree 35 33 | 96.7 65 543 | 45.7 | 50.61 | 91.38 35 96.7 | 0.4028
30 MediumTree PCA 78.6 | 12.3 | 87.7 | 21.4 81.4 18.6 | 82.35 | 8647 | 78.60 | 87.7 | 0.6658
31 QuadraticSVM 70.8 5 95 29.2 78.3 | 21.7 | 80.55 | 9340 | 70.80 95 0.6782
32 QuadraticSVM_PCA 71.7 | 189 | 81.1 | 28.3 74.6 | 25.4 | 75.24 | 79.14 | 71.70 | 81.1 | 0.5303
33 Weighted KNN 80.3 7.9 | 92.1 | 19.7 84 16 85.33 | 91.04 | 80.30 | 92.1 } 0.7291
34 | Weighted KNN PCA 81.9 8.9 | 91.1 18.1 84.8 152 | 85.85 19020 | 81.90 | 91.1 § 0.7331
Proposed Hybrid
iNIDS
35 (After 3 Cycles of 98.7 | 17.2 | 82.8 1.3 96.2 3.8 91.43 | 85.16 98.7 82.8 | 0.8255
Artificial Life)
Number of remained —
not-Sure samples 79 a=p
Proposed Hybrid
36 iNIDS 99.1 | 15.3 | 84.7 0.9 97.3 2.7 92.45 | 86.63 99.1 84.7 | 0.8468
(After 5 Cycles of : ) : : : : : : : : :
Artificial Life)
Number of remained _
not-Sure samples 34 a=p
Proposed Hybrid
iNIDS
37 (After 5 Cycles of 99.4 18 82 0.6 97.4 2.6 91.45 | 84.67 99.4 82 0.8266
Artificial Life)
Number of remained 34 a=0.3,6=0.7
not-Sure samples
38 Proposed DCA 95.9 | 59.2 | 40.8 4.1 78.7 | 21.3 | 75.19 | 61.83 95.9 40.8 | 0.4398
Min-
Signal max of
Radius of Presenting Mieration By Itera Gener Clone
DCs AVG ,n"geshold medi | tion 21 ation IG Present | 5-15
an Steps Meth ing
od Antige
n
39 Real Valued NSA 98.6 | 16.2 | 83.8 1.4 93.9 6.1 91.81 | 85.89 98.6 83.8 | 0.8332
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(”.: i) Qe
Meth Title Goal Author(s) Pros And Cons Future Works
Adv:
- . FtNSA 1) proposing the future stage to regulate self-normal-region by generating
An efficient negative . . . . . o
. . . To reduce time complexity of by self-detectors (SD) and improve the self-region coverage and holes Focusing on the optimization of the generated
selection algorithm with . . P X
o test phase by regulating the Maogu G, and 2) reduce test time detectors distribution and the reduction of
further training ;i .
for anomaly detection self-region et al. Ref.[6] Dis: detector overlap
. (2012) 1) KDDCup99 is old
2) lack of regulation for self-abnormal-region
Adv:
1) Utilizing the Polar coordinates idea for detector mutation
. IO-RNSA 2) Comparative analysis of several RNS algorithms under UCI datasets
. . To cover maximum non-self- .
An immune optimization space and its regulation by Dis: Proposing more efficient negative selection
based real-valued negative b reguiaty Xin X, and et al. | 1) Complexity for implementation P g 8
. . through generating minimum . . . algorithm for dynamic self-set
selection algorithm Ref [8] 2) computing the exact coverage of non-self is challenge due to duplication
detectors
(2014) among detectors
3) only UCI datasets was used for evaluation while intrusion detection
datasets should also be taken
Adv:
% 1) Each detector agent is responsible for identifying non-self-antigens from
Z. MAIS-IDS self-ones in a decentralized mode
/& . . . Designing a hybrid anomaly 1) working on essential characteristics of AIS methods are collaborating,
A distributed intrusion . by . . . . .
. . IDS by using the AIS . cloning, mutation and memory mechanisms in a host based distributed
detection system using . . . Afzali seresht . R . . . .
. paradigms in KVM hypervisor architecture using KVM environment Implementing MAIS-IDS in real environment
multi-agent i . N, and et al. Ref .
AIS approach to achieve to a collaborative 9] Dis:
immunity and self-adaptation (2014) 1) Only 19 features have been used only by recommendation of a reference
while it was better to adopt a feature selection algorithm for doing it.
2) Security challenge especially for inform connections between hosts in real
world conditions.
To achieve dissimilarity among
detectors by Self-tuning which
- . makes detector adapt EPAADPS . . . . . Adv:. . . .
An Efficient Proactive N X 1) To achieve self-tuning characteristic to provide equations for disproportion among detectors which aids to a better coverage
P dynamically with respect to the by
Artificial Immune System detector’s closeness towards P Saurabh and of space
based Anomaly 2) The mechanism of Voting employed in VAM module helps the system in lowering down the FP rate
. . the self-sample. Response B Verma. Ref .
Detection and Prevention Dis:
Module takes measure to [10] .
System . 1) KDDCup99 is old
prevent attacks. It achieves (2016) 2) Don’t showing up how to analyze unseen anomalies by charts separatel
this task through collaborative gup o y p y
agents
To make general review of the By
2 powerful characteristics of the Zeinab Chelly Adv:
8 A survey of the dendritic DCA and discuss about open and Zeid 1) Almost all of approaches for DCA improvements are evaluated
= cell algorithm research areas on providing Elouedi. Ref 2) Good to utilize as a baseline for proposed hybrid method
o] improved approaches for the [15]
§ DCA (2015)
= . By . Adv: To apply the concepts of Distributed Systems
o Network Intrusion J.L.Santanelli . . . . . .
o . . Adopting GA to analyze which one of selected attribute subsets is optimal to enhance the performance of the Genetic
o detection Using Danger to calculate p safe and p danger and F.B de . . L .
a . . to calculate p safe and p danger signal values Algorithm, allowing it possibly
= Theory and Genetic values for DCA Lima Neto. Ref R - .
a Algorithm 45] Dis: ) to reach b_etter results_ so as to obviate high
2017) KDDCup99 is old time complexity challenge
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Immuno-Engineering approach for developing
immune-inspired algorithms for anomaly

PHD thesis detection by combining with machine learning
by Adv: techniques.
Theoretical and Empirical extensions of the dendritic cell FENG .GU Provide a basic foundations for inves'tigating the signal calculation problem The automated dat'a pre-processing methods
algorithm Un1V§rs1ty of and preprocessing phase of DCA are tallqred for the o
Nottingham. DCA, however they still show the possibility of
Ref [47] using techniques in machine learning
(2012) and statistics to widen the use and improve
the performance of immune inspired
algorithms
Adv: .
B 1) Could environment can be very beneficial for developing DCA basic Cell i '{hi'suciessful Og‘]i)iend'rilltlcl bri
CloudIDS: Cloud Intrusion To make a decentralized Y functionalities that are challenge in client implementations due to needs to ¢l 1n protecting human bocy witl a1s0 bring a
- . . Azuan Ahmed . . success in
Detection Model Inspired mechanism for DC so as to d ot al. Ref high memory capacity tecting Cloud X tif th
by Dendritic Cell model its activities completely andetal Le 2) A more sensitivity and TPR and PPV in long-term than other non-cloud protecting Lloud environment it the same
mechanism similar to DCs activities [37] based implementations o mechanlsms are
(2017) Dis: being implemented in the real world
KDDCup99 is very old applications
To make an IDS with two lines By

Intrusion Detection
System using Artificial

of defense by mimicking the
innate and adaptive immunity
response of HIS so as to detect

Inadyuti Dutt
and et al. Ref

The T-cell and B-cell defensive mechanisms are used to detect the vulnerability of the files. The results exhibit that the
proposed methodology works efficiently for detecting intrusion after inducing malicious attacks on the host-based system

B’ Immune System malicious files from network (2[31]6)
2 traffic
& By
Immunological Approach Comparative analysis of the g{)filfﬁ/[iz:ﬁl‘ Adv:
for Intrusion Detection DCA with Binary NSA Ref [21] . DCA as a winner of evaluations needs to be improved in future
(2014)
To provide a framework to B
make an artificial immune Takgshi
Toward an artificial server by mimicking two innate Okamato and
immune server against and adaptive immunity Mitsubishi A cyber IS must be Big Data ready to handle
s cyber attacks responses to detect cyber- Tarao. Ref [3] Adv: the high volumes and speed at
gg attacks and to obviate @ (')1 6) Drawing a good road map for producing an immune inspired hybrid which data traffic is generated.
E unknown vulnerabilities prototypes This requires enough processing power to
. . By handle all the traffic.
. Comparing the BIS with AIS
Cyber Immunity from aspects of their potentials Peter
A Bio-Inspired Cyber P tp Wlodarczak. Ref
so as to make an immune-
Defense System L [48]
inspired cyber-defense system ©017)

Table.

YYY

Pros and Cons about some proposed AlS based intrusion detection approaches in recent years
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Innate immunity response

Acquired immunity response

Adaptive immunity response

Future training real-
valued negative
selection algorithm
Immune optimization
based real-valued
negative selection
algorithm
Dendritic Cell
Algorithm

AL

Human Immune System

Artificial Immune
System

Danger Theory

FtRNSA[6]

10-RNSA[8]

DCA

Artificial Life
Cycle

HIS
AlS

DT

Polar Coordinates

Sure mode

Uncertain mode

Hole
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Negative Selection mechanism

Clonal selection mechanism

DC mechanism Dendritic cell

mechanism
Detector Antibody
Mature detector Mature Ab
Mat effective detector Mat tf\il‘;ectlve

Self-cell

Non Self cell

Memory detector Memory Ab

Stability

Anomaly
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Sampling / Presenting

Presenter DC
Intrusion Detection &

Prevention System IDPS
Information Security
Management System ISMS
Biological Immune
System BIS
National Security
Agency NSA
Black Hole Algorithm BHA
. RNSA
Real-valued negative
selection algorithm Real Valued
NS
V-detector
Nature Inspired
Computations NIC
Network based intrusion
detection system NIDS
Host based intrusion HIDS

detection system
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